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Acceso a Internet

Resultados

Time Source

Jan 14, 2022 11:00:00 PM _~ | portelecrev.sabana.ice

(10.7.12.135)

Destination Application Name Resource

-~ 10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.81 (10.149.20.81)

[E=] va-in-f188.1e100.net (74.125.31.188)

[E5 2-0001.a-msedge.net (204.79.197.200) Bing Maps

E= 20.190.152.21 URL-Microsoft

Jan 14, 2022 10:00:00 PM _~110.7.15.24

-~ 10:0:0:0:0:0:0:0

| portelecrev.sabana.ice
(10.7.12.135)

| INTRA-10.149.20.84 (10.149.20.84)

&= vn-in-f188.1e100.net (173.194.210.188)

E= 40.114.105.100 inference.location.live.net

&= vu-in-f188.1e100.net (173.194.216.188)

Jan 14, 2022 9:00:00 PM | portelecrev.sabana.ice

(10.7.12.135)

| INTRA-10.149.20.83 (10.149.20.83)

&S uf-in-f188.1e100.net (172.217.203.188)

&= 52.109.20.48 office365

&5 a23-67-195-
144.deploy.static.akamaitechnologies.com
(23.67.195.144)

cdn.onenote.net

&S 23-204-157-
122.deploy.static.akamaitechnologies.com
(23.204.157.122)

http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb

MSN-web yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

&= 38.113.165.140

| INTRA-10.129.21.42 (10.129.21.42)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

Time Source Destination Application Name

Jan 14, 2022 9:00:00 PM | portelecrev.sabana.ice

(10.7.12.135)

&= ug-in-f188.1e100.net (172.253.123.188)

Resource

Jan 14, 2022 8:00:00 PM | portelecrev.sabana.ice .~ |INTRA-10.149.20.81 (10.149.20.81)

(10.7.12.135) | INTRA-10.149.20.84 (10.149.20.84)

[E=] 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/jflookgnkcckhobag
Indicnbbgbonegd/1.10469
b3901d0c00320360f3d5c9
a51ale9ed739fbedOe 1029
f59e63174f6d783/1.b5886
€2a587d6862fa832b1fe02
57acbddeb3209823dac40c
7d3f98c9ca8ebdf/3ac00ef
d06f142c399bacf021a3333
bacee43101c575ab467f85
195225682f3e.crxd

[ES 2-0001.a-msedge.net (204.79.197.200) Bing Maps

= ya-in-f188.1e100.net (108.177.12.188)

E=] vt-in-f188.1e100.net (173.194.215.188)

[#E513.107.42.16 URLs_Skype_For_Business

55 38.77.64.67
Kaspersky Lab-update

http://dnl-
13.geo.kaspersky.com/up
daters/updater.xml.klz

Jan 14, 2022 7:00:00 PM | portelecrev.sabana.ice | INTRA-10.149.20.84 (10.149.20.84)

(10.7.12.135) &= 13.107.5.91

xboxab.com

https://www.xboxab.com/
ab?
gameid=AC70E74F8D1044C
5894D0DC261838A8D

E= vn-in-f188.1e100.net (173.194.210.188)

Acceso a Internet Report
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Acceso a Internet

Source

Destination

Application Name

Resource

Jan 14, 2022 7:00:00 PM

| portelecrev.sabana.ice
(10.7.12.135)

5 67.24.73.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8a46e99d543cc30c

&= vy-in-f188.1e100.net (64.233.170.188)

5 23.204.156.10

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
082e473b0f207fa2

Jan 14, 2022 6:00:00 PM

| portelecrev.sabana.ice
(10.7.12.135)

| INTRA-10.149.20.83 (10.149.20.83)

&5 52.183.220.149

Windows Update

E= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
20ce9802596755e7

[E5 23.56.6.74

Windows Update

http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/Oc
Obbbe7-df62-4052-9ac7-
7310194c8a93?
P1=1642810150&P2=404&
P3=2&P4=cNZEJzVw8Wh3t
oINwWENhJ1AyiTbgNRHpXu
3g/Wc3BymEsTgnkwMmM
7b91Us6cgywGg5bFWhG+
yjPgpKKSgkstw==

5 20.190.152.21

URL-Microsoft

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

Time Source Destination

Jan 14, 2022 6:00:00 PM | portelecrev.sabana.ice [E5 8.251.157.126

(10.7.12.135)

Application Name Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
683883d291524826

Windows 10 Update

E=52.185.211.133

Windows Update

[E= INTRA-142.250.98.188 (142.250.98.188)

= vo-in-f188.1e100.net (173.194.211.188)

[E5 8.252.85.126

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
€02c46fb91e988d1

Windows 10 Update

= 72.21.91.29

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+z8SiPI7WEWVxDIQQUTIJ
UIBiV5uNu5g/6+rkS7QYX;|
zkCEAxg6Xz01ZmDhpCgC
p6IMhQ=

Windows 10 Update

Jan 14, 2022 5:00:00 PM | portelecrev.sabana.ice [E5 52.183.220.149

Windows Update

(10.7.12.135) B 52.185.211.133

Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

5 mia07s56-in-f3.1e100.net (142.250.64.195) | AppOutlook
_~ | INTRA-10.149.20.84 (10.149.20.84)
[E= a2-0001.a-msedge.net (204.79.197.200) Bing Maps

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

Time Source Destination

Jan 14, 2022 5:00:00 PM | portelecrev.sabana.ice [E5 13.107.4.50

(10.7.12.135)

Application Name Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6331aa7458225c6e

Windows 10 Update

== 201.191.210.155

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
54a37ddb79399d73

Windows 10 Update

&5 INTRA-108.177.13.188 (108.177.13.188)

&5 23.56.6.16

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f1b6e3084c9e2e8b

Windows 10 Update

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
03302b1377070e0c

Windows 10 Update

Jan 14, 2022 4:00:00 PM | portelecrev.sabana.ice [#E5 52.183.220.149

Windows Update

(10.7.12.135) = 52.185.211.133

Windows Update

&S va-in-f188.1e€100.net (74.125.31.188)

&= 13.107.4.50

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
303b36f7b1fe1a9f

Windows 10 Update

B 223-213-224-
8.deploy.static.akamaitechnologies.com
(23.213.224.8)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

Time Source

Jan 14, 2022 4:00:00 PM | portelecrev.sabana.ice

(10.7.12.135)

Kaspersky Lab-update

Destination Application Name Resource
E=; 40.114.105.100 inference.location.live.net
[+]66.110.49.80 http://dnl-

13.geo.kaspersky.com/up
daters/updater.xml.klz

E= ya-in-f188.1e100.net (108.177.12.188)

== 201.191.210.153

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
3833f2bafa28eb85

Jan 14, 2022 3:00:00 PM | portelecrev.sabana.ice | INTRA-10.149.20.83 (10.149.20.83)

(10.7.12.135) B 52.185.211.133

Windows Update

_~ | INTRA-10.149.20.84 (10.149.20.84)

[E 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/jamhcnnkihinmdlk
akkaopbjbbcngflc/1.70a12
30e7413217bc2236e50701
3bfd8b5278c0e4cd8fa3ae
6e0766dbd07da35/1.dc40f
d4432186eaa3afb2a54713a
2e1abc937527d15c0eb4e0
9be6760661a803/6a4c469
€63d0f7974b3ec0283d2f9
77341c6499aaaf112406e9
b12212fd73087.crxd

21% 62.67.238.152

= 8.253.149.121

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f698c8896e1869cb

Acceso a Internet Report
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Acceso a Internet

Application Name

Resource

Time Source Destination
Jan 14, 2022 3:00:00 PM | portelecrev.sabana.ice E=| ui-in-f188.1e100.net (142.250.97.188)
(10.7.12.135) == 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
c46ee895fb8cce8b

== 201.191.210.153

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
46cb928f8b65b08f

&= vk-in-f188.1e100.net (74.125.139.188)

Jan 14, 2022 2:00:00 PM | portelecrev.sabana.ice [E5 52.183.220.149

Windows Update

(10.7.12.135) = 52.185.211.133

Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
979057f6f0d0bf20

[E5 va-in-f188.1e100.net (74.125.31.188)

&= 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
76f24d359fa5c0c0

_~ | INTRA-10.149.20.84 (10.149.20.84)

[#538.117.98.197

Kaspersky Lab-update

http://dnl-
14.geo.kaspersky.com/up
daters/updater.xml.klz

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

Time Source Destination

Jan 14, 2022 2:00:00 PM | portelecrev.sabana.ice [ES INTRA-142.250.98.188 (142.250.98.188)

Application Name

Resource

(10.7.12.135) = 13.107.21.200

Bing Maps

E= mia07s62-in-f14.1e100.net
(142.250.217.238)

https://clients2.google.co
m/service/check2?
crx3=true&appid=
{430FD4D0-B729-4F61-
AA34-
91526481799D}&appversi
on=1.3.36.112&applang=&
machine=1&version=1.3.3
6.112&userid={283FECF6-
85CF-4B17-83B9-
B6FA78E45882}&osversio
n=10.0&servicepack=

Gotomeeting

E= 13.107.42.16

URLs_Skype_For_Business

&5 mia07s57-in-f10.1e100.net (142.250.64.234)

AppOutlook

[F9181.19.104.172

&= ua-in-f188.1e100.net (108.177.12.188)

&S 8.240.253.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
449505282a2c170a

Windows 10 Update

Jan 14, 2022 1:00:00 PM S 52.185.211.133

| portelecrev.sabana.ice

Windows Update

(10.7.12.135) = 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
b1b905d3ffadb177

Windows 10 Update

&5 mia07s56-in-f3.1100.net (142.250.64.195)

AppOutlook

| INTRA-10.149.20.84 (10.149.20.84)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

[10

Time Source Destination

Jan 14, 2022 1:00:00 PM | portelecrev.sabana.ice [E5 67.24.75.254

(10.7.12.135)

Application Name

Resource

http://msedge.f.dl.deliver
y.mp.microsoft.com/filest
reamingservice/files/929a
a768-6f6c-4dd4-8501-

78aef3504059/pieceshash

Windows 10 Update

[E5 20.190.152.20

URL-Microsoft

[E5 52.183.220.149

Windows Update

[ES uj-in-f188.1e100.net (142.251.107.188)

&= https-208-111-136-128.fll.IInw.net
(208.111.136.128)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
25a60ba042fd8701

Windows 10 Update

&= ug-in-f188.1e100.net (172.253.123.188)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/9
29aa768-6f6c-4dd4-8501-
78aef3504059?
P1=1642795119&P2=404&
P3=2&P4=B22JsC+MOCuUA
Bx0O8C8PsEKjYeTu9KG2I
eZa18DRTkxc3cJfbD1KfOx
V5hOrfX7ytgzApgi1VGQgc4d
akp7IUK5w==

Windows Update

Jan 14, 2022 12:00:00 PM | portelecrev.sabana.ice | INTRA-10.149.20.83 (10.149.20.83)

(10.7.12.135) = 52.185.211.133

Windows Update

_~ | INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.149.20.84 (10.149.20.84)

= 82.202.184.193

Acceso a Internet Report
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Acceso a Internet 111

Time Source Destination Application Name Resource
Jan 14, 2022 12:00:00 PM | portelecrev.sabana.ice [E5 52.183.220.149 Windows Update
(10.7.12.135) == 201.191.210.169 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
24bc68d5337ec0dc

E= vt-in-f188.1e100.net (173.194.215.188)

E= ua-in-f188.1e100.net (108.177.12.188)

[I*l 4.28.136.42 http://dnl-
Kaspersky Lab-update 19.geo.kaspersky.com/up
daters/updater.xml.klz
Jan 14, 2022 11:00:00 AM - | portelecrev.sabana.ice @5 52.183.220.149 Windows Update
(10.7.12.135) E=52.185.211.133 Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

&= https-208-111-136-0.fll.lInw.net

(208.111.136.0) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
bb9a49d51f5677a3

=S mia07s56-in-f3.1e100.net (142.250.64.195) | AppOutlook

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl|/release2/chrom
e_component/menogfjch
edgedl.me.gvtl.com xxnsmmd72tjxylejy_140/ef

niojlnjndmcbiieegkicadno
ecjjef_140_all_adxal4vdvéb
zssaodsgb4txvmgjq.crx3

& 40.114.105.100 inference.location.live.net

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

[12

Time Source Destination

Jan 14, 2022 11:00:00 AM | portelecrev.sabana.ice =i 201.191.210.169
(10.7.12.135)

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7bb86bf9d51ae3a9

E= 13.107.21.200

Bing Maps

= vu-in-f188.1e100.net (173.194.216.188)

= ug-in-f188.1e100.net (172.253.123.188)

Jan 14, 2022 10:00:00 AM _~110.7.15.24 E=52.185.211.133

Windows Update

_~ | INTRA-10.149.20.83 (10.149.20.83)

[#= va-in-f188.1e100.net (74.125.31.188)

B 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f036d012fe05a116

[+l 4.28.136.36

Kaspersky Lab-update

http://dnl-
08.geo.kaspersky.com/up
daters/updater.xml.klz

_~ | INTRA-10.149.20.84 (10.149.20.84)

[E552.109.20.54

office365

&5 52.183.220.149

Windows Update

&= ui-in-f188.1e100.net (142.250.97.188)

[E= 2104-95-242-
9.deploy.static.akamaitechnologies.com
(104.95.242.9)

cdn.onenote.net

&= 3-0003.a-msedge.net (204.79.197.203)

MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/LightRainV3.svg

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

[13

Time Source Destination

Jan 14, 2022 10:00:00 AM ~110.7.15.24 &= 20.190.152.19

Application Name Resource

URL-Microsoft

| portelecrev.sabana.ice .~ 10:0:0:0:0:0:0:0

(10.7.12.135) [ 81.19.104.172

5 52.183.220.149

Windows Update

= 72.21.91.29

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+28SiPI7ZWEWVXDIQQUTI
UIBiIV5UNU5g/6+rkS7QYX;
zkCEAXxg6Xz01ZmDhpCgC
p6IMhQ=

Windows 10 Update

= INTRA-108.177.13.188 (108.177.13.188)

_~ | INTRA-DNSO001 (10.129.20.21)

Jan 14, 2022 9:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

E=52.185.211.133

Windows Update

E5 mia09s26-in-f3.1e100.net
(142.250.189.131)

https://www.gstatic.com/c
hrome/config/plugins_3/pl
ugins_win.json

Gotomeeting

5 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9861d14a24c8d7db

Windows 10 Update

&= v|-in-f188.1e100.net (74.125.141.188)

S 52.183.220.149

Windows Update

= mia07s56-in-f3.1e100.net (142.250.64.195)

AppOutlook

S 52.182.143.210

Windows Update

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

[14

Time Source Destination Application Name Resource
Jan 14, 2022 9:00:00 AM 110.7.15.24 &5 8.252.85.126 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ed2b510950700dbc
&= vu-in-f188.1e100.net (173.194.216.188)
&= vy-in-f188.1e100.net (64.233.170.188)
i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
30a787f5cacc2f48
Jan 14, 2022 8:00:00 AM ~~110.7.15.24 -~ 10:0:0:0:0:0:0:0

= 52.185.211.133

Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
963531fa3ccc06b7

Windows 10 Update

_~ 1 INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

&5 52.183.220.149

Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

E= 13.107.21.200

Bing Maps

= 13.107.4.52

http://www.msftconnectte

Microsoft NCSI
st.com/connecttest.txt

E= 13.107.42.16

URLs_Skype_For_Business

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

[15

Time Source Destination Application Name Resource
Jan 14, 2022 8:00:00 AM 110.7.15.24 | INTRA-10.129.21.36 (10.129.21.36)
[E5 mia07s56-in-f3.1e100.net (142.250.64.195) | AppOutlook
[+l 38.124.168.125 http://dnl-
Kaspersky Lab-update 14.geo.kaspersky.com/up
daters/updater.xml.klz
E= vz-in-f188.1€100.net (108.177.11.188)
E=| yi-in-f188.1e100.net (142.250.97.188)
[E= 13.89.178.27 Windows Update
Jan 14, 2022 7:00:00 AM _~110.7.15.24 [E5 52.183.220.149 Windows Update
[E552.185.211.133 Windows Update
&= vn-in-f188.1e100.net (173.194.210.188)
== 201.191.210.169 office365
[E= 40.126.24.83 URL-Microsoft
&= vh-in-f188.1e100.net (74.125.26.188)
i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1801e52bfc925475
[E vk-in-f188.1e100.net (74.125.139.188)
Jan 14, 2022 6:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

= 52.185.211.133

Windows Update

_~ | INTRA-10.149.20.85 (10.149.20.85)

S 52.183.220.149

Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination Application Name Resource
Jan 14, 2022 6:00:00 AM 110.7.15.24 [E5 mia07s56-in-f3.1e100.net (142.250.64.195) | AppOutlook
E= ud-in-f188.1e100.net (172.217.193.188)
&= v|-in-f188.1e100.net (74.125.141.188)
Jan 14, 2022 5:00:00 AM 110.7.15.24 [E552.185.211.133 Windows Update
® 13.78.111.198 Windows Update
| INTRA-10.149.20.83 (10.149.20.83)
[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.4998
5cc1f01229e6d86dde7977
edefc472389df201dff4eal
edgedl.me.gvtl.com 22ecebfc1cf0968/1.8a64c
a4c514047dedbd434d51c3
2d1f7327f5be 188409cf0a8
d6a812b8f84d19/2c8302c
c033a7f0ae2a599bbf76083
65518847c91f3da2eabf3c
347a14e2ac3a.crxd
[[+)] 4.28.136.39 http://dnl-
Kaspersky Lab-update 08.geo.kaspersky.com/up
daters/updater.xml.klz
@5 52.183.220.149 Windows Update
&= 13.107.21.200 Bing Maps
&= ug-in-f188.1e100.net (172.253.123.188)
Jan 14, 2022 4:00:00 AM ~110.7.15.24 &5 52.109.20.54 office365

= vn-in-f188.1e100.net (173.194.210.188)

= ua-in-f188.1e100.net (108.177.12.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination

Jan 14, 2022 3:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

Application Name Resource

| INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.149.20.85 (10.149.20.85)

&= mia07s56-in-f3.1e100.net (142.250.64.195)

AppOutlook

&= va-in-f188.1e100.net (74.125.31.188)

== INTER-201.191.210.139 (201.191.210.139)

http://adl.windows.com/a
ppraiseradl/2022_01_13_02
_01_AMD64.cab

windows.com

5 40.126.24.84

URL-Microsoft

&= vu-in-f188.1e100.net (173.194.216.188)

&= vh-in-f188.1e100.net (74.125.26.188)

Jan 14, 2022 2:00:00 AM ~110.7.15.24 E552.111.239.4

Office365-Delve

&S vj-in-f188.1e100.net (74.125.134.188)

[E538.117.98.197

http://dnl-
14.geo.kaspersky.com/up
daters/updater.xml.klz

Kaspersky Lab-update

E= 13.107.21.200

Bing Maps

&5 INTRA-108.177.13.188 (108.177.13.188)

&S 23-213-225-
39.deploy.static.akamaitechnologies.com
(23.213.225.39)

CustomApp-
TraficoExcesivoMicrosoft

= 13.107.42.16

URLs_Skype_For_Business

Jan 14, 2022 1:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

E=] vk-in-f188.1e100.net (74.125.139.188)

Jan 14, 2022 12:00:00 AM _~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination Application Name Resource
Jan 14, 2022 12:00:00 AM ~~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)
| INTRA-10.149.20.85 (10.149.20.85)
| INTRA-10.149.20.82 (10.149.20.82)
&= va-in-f188.1e100.net (74.125.31.188)
&5 52.109.20.47 office365
[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-
update/jamhcnnkihinmdlk
akkaopbjbbcngflc/1.dc40f
d4432186eaa3afb2a54713a
2e1abc937527d15c0eb4e0
edgedl.me.gvtl.com 9be6760661a803/1.a892b
29081cf5eedf8bc5af03ee
e713eb35d2773fb6c8e071
97c849a54768679/0d5a2a
bele4fd1d75a4b78e9c20f
542fa0aee39e13ebb3b962
f995417e4d1ec2.crxd
&= vr-in-f188.1e100.net (173.194.213.188)
| INTRA-10.129.21.36 (10.129.21.36)
Jan 13, 2022 11:00:00 PM ~110.7.15.24 &S uf-in-f188.1e100.net (172.217.203.188)
[E5 mia07s56-in-f3.1e100.net (142.250.64.195) | AppOutlook
| INTRA-10.149.20.84 (10.149.20.84)
[E5] 3-0001.a-msedge.net (204.79.197.200) Bing Maps
E=] vt-in-f188.1e100.net (173.194.215.188)
E= vu-in-f188.1e100.net (173.194.216.188)
Jan 13, 2022 10:00:00 PM ~110.7.15.24 &= ud-in-f188.1e100.net (172.217.193.188)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination

Jan 13, 2022 10:00:00 PM ~110.7.15.24 [+166.110.49.4

Application Name Resource

http://dnl-
03.geo.kaspersky.com/up
daters/updater.xml.klz

Kaspersky Lab-update

&= vy-in-f188.1e100.net (64.233.170.188)

Jan 13, 2022 9:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.82 (10.149.20.82)

_~ | INTRA-10.149.20.84 (10.149.20.84)

&5 vj-in-f188.1e100.net (74.125.134.188)

&= 20.190.152.20

URL-Microsoft

Jan 13, 2022 8:00:00 PM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.83 (10.149.20.83)

B mia07s56-in-f3.1€100.net (142.250.64.195)

AppOutlook

[E552.109.20.54

office365

&= ua-in-f188.1e100.net (108.177.12.188)

= 13.107.21.200

Bing Maps

&5 INTER-52.96.97.162 (52.96.97.162)

| INTRA-10.129.21.36 (10.129.21.36)

Jan 13, 2022 7:00:00 PM _~110.7.15.24 _10:0:0:0:0:0:0:0

E= uf-in-f188.1e100.net (172.217.203.188)

E5 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
5e3c7f87a5a0df1a

Windows 10 Update

&5 v|-in-f188.1e100.net (74.125.141.188)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination

Jan 13, 2022 7:00:00 PM -~ 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

Application Name

edgedl.me.gvtl.com

Resource

http://edgedl.me.gvt1.co
m/edgedl/delta-
update/ggkkehgbnfjpeggf
pleeakpidbkibbmn/1.e323
92897590da2f6aef486c¢caa
278e5180397d7632f225a0
215ec7182410ea9a/1.cf9ef
903b56de506d39b612dba
9b9ac8chel66aefalaf94s
07a78954abdbfdf7/f2d892
b2d586ff8095e5d45422¢c0
bc3652eaff756a0c993980
210bacec9885a1l.crxd

[#538.117.98.197

Kaspersky Lab-update

http://dnl-
04.geo.kaspersky.com/up
daters/updater.xml.klz

&5 323-67-200-
172.deploy.static.akamaitechnologies.com
(23.67.200.172)

&= 52.185.211.133

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
23bd07dd53b70e6c¢

i 82.202.185.146

E=72.21.91.29

URL-PermitidosPol1113-
1155

http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBSAUQYBMq
2awn1Rh6Doh/sBYgFV7gQ
UA95QNVDbRTLtM8KPiIGxv
DI71I90VUCEAJOLgoXyo4hxx
e7H/z9DKA=

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination

Jan 13, 2022 7:00:00 PM 110.7.15.24 [E= 2184-26-132-
12.deploy.static.akamaitechnologies.com

(184.26.132.12)

Application Name

Resource

Jan 13, 2022 6:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

= 52.185.211.133

Windows Update

&= 20.189.173.21

Windows Update

_~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.82 (10.149.20.82)

&= 20.189.173.15

Windows Update

&= vn-in-f188.1e100.net (173.194.210.188)

[E552.96.189.2

http://go.microsoft.com/f
wlink/?
LinkID=252669&clcid=0x4
09

OneDrive-ICE

&= INTRA-108.177.13.188 (108.177.13.188)

Jan 13, 2022 5:00:00 PM ~110.7.15.24 [+166.110.49.116

66.110.49.116

[E552.183.220.149

Windows Update

5 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
328e17bcd085c468

Windows 10 Update

= mia07s56-in-f3.1e100.net (142.250.64.195)

AppOutlook

E= va-in-f188.1e100.net (74.125.31.188)

&= 52.185.211.133

Windows Update

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination Application Name Resource
Jan 13, 2022 5:00:00 PM 110.7.15.24 E= 20.190.152.22 URL-Microsoft
E= vt-in-f188.1e100.net (173.194.215.188)
[E5 13.107.42.16 URLs_Skype_For_Business
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
3d9274310e3d198a
Jan 13, 2022 4:00:00 PM ~~110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupda...

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows 10 Update

&5 20.42.65.92

Windows Update

B 52.7.253.243

foxitcloud.com

[E= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

[E= ec2-52-1-162-133.compute-

T.amazonaws.com (52.1.162.133)

[#538.117.98.197

http://dnl-
13.geo.kaspersky.com/up
daters/updater.xml.klz

Kaspersky Lab-update

5 52.183.220.149

Windows Update

E5 20.189.173.7

Windows Update

E552.182.141.63

Windows Update

# 13.78.111.198

Windows Update

E5 172.217.3.68

HTTP/2 over TLS

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination Application Name
Jan 13, 2022 4:00:00 PM ~~110.7.15.24 [E=] a173-222-244-

40.deploy.static.akamaitechnologies.com

(173.222.244.40) Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
fd20f570c39bff1c

= vu-in-f188.1e100.net (173.194.216.188)

= ug-in-f188.1e100.net (172.253.123.188)

[l §13.69.239.72 Windows Update

E5 23.60.164.14

_~ | INTRA-10.149.20.83 (10.149.20.83)

B 52.109.20.47 office365

& 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
bda5ae0be294b04b

| INTRA-10.149.20.82 (10.149.20.82)

= 82.202.185.146

| INTRA-10.129.21.36 (10.129.21.36)

[l 120.54.24.231 OneDrive-ICE

&S vr-in-f188.1e100.net (173.194.213.188)

[E58.252.53.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8a607482f51de8a6b

Jan 13, 2022 3:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

E552,185.211.133 Windows Update

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time

Jan 13, 2022 3:00:00 PM

Source Destination

~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

Application Name

Resource

[E5 52.183.220.149

Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
57beef36fe6fb9fe

_~|INTRA-10.129.21.42 (10.129.21.42)

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl/release2/chrom
e_component/ljccmgudbp
tck2cjxsebz23kha_99.0.48
28.0/jamhcnnkihinmdlkak
kaopbjbbcngflc_99.0.4828.
0_all_bdc5leg437fnuaujqqi
pofhjte.crx3

= 40.126.24.149

URL-Microsoft

E= 13.107.21.200

Bing Maps

&= vt-in-f188.1€100.net (173.194.215.188)

S, 8.240.252.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
514c8facddc009df

E=552.111.239.4

Office365-Delve

&S mia07s56-in-f3.1€100.net (142.250.64.195)

AppOutlook

&5 vz-in-f188.1€100.net (108.177.11.188)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

|25

Time Source Destination Application Name Resource
Jan 13, 2022 3:00:00 PM 110.7.15.24 [E= 20.42.73.26 Windows Update
[E=] 40.126.24.82 URL-Microsoft
[E= 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/w
MSN-web eathermapdata/1/static/sv
g/72/AAehLNN.svg
[# 52.109.20.49 office365
= 184.105.214.144 https://startpage.foxitsoft
ware.com/index.php/page
/promotion/?
product=reader&version=
foxitsoftware.com 11.1&edition=Free&langu
age=en-
US&id=mhXtg0/UvtUs&dist
ID=0&token=9ad12afba34
602e6€3280939c2b56db0
Jan 13, 2022 2:00:00 PM 110.7.15.24 = 20.189.173.21

Windows Update

&= 52.185.211.133

Windows Update

&S vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupda...

Windows 10 Update http://ctldl.windowsupda...

| INTRA-10.149.20.83 (10.149.20.83)

[E5 67.24.75.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
02919abf37578c65

Windows 10 Update

= 82.202.184.193

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

= 52.183.220.149

Windows Update

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination Application Name Resource
Jan 13, 2022 2:00:00 PM 110.7.15.24 [E538.117.98.253 http://dnl-
Kaspersky Lab-update 11.geo.kaspersky.com/up
daters/updater.xml.klz
= mia07s62-in-f14.1e100.net https://clients2.google.co
(142.250.217.238) m/service/check2?
crx3=true&appid=
{430FD4D0-B729-4F61-
AA34-
. 91526481799D}&appversi
Gotomeetin
'ng on=1.3.36.112&applang=&
machine=1&version=1.3.3
6.112&userid={283FECF6-
85CF-4B17-83B9-
B6FA78E45882}&o0sversio
n=10.0&servicepack=
[E= vh-in-f188.1e100.net (74.125.26.188)
[#E513.107.42.16 URLs_Skype_For_Business
EE mia07s56-in-f3.1e100.net (142.250.64.195) | AppOutlook
E552.109.8.25 OneDrive-ICE
E= yi-in-f188.1e100.net (142.250.97.188)
= vu-in-f188.1e100.net (173.194.216.188)
Jan 13, 2022 1:00:00 PM _~110.7.15.24 = 52.183.220.149 Windows Update
= 82.202.184.184
[E552,96.183.242 OneDrive-ICE
5 52.185.211.133 Windows Update
&= ua-in-f188.1e100.net (108.177.12.188)
| INTRA-10.129.21.36 (10.129.21.36)
&= vk-in-f188.1e100.net (74.125.139.188)
Jan 13, 2022 12:00:00 PM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

|27

Time Source Destination Application Name Resource
Jan 13, 2022 12:00:00 PM 110.7.15.24 &5 52.183.220.149 Windows Update
E552.185.211.133 Windows Update
| INTRA-10.149.20.82 (10.149.20.82)
| INTRA-10.129.21.42 (10.129.21.42)
E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
0f503091693986f2
[E552.96.54.210
E= 52.109.20.47
[*066.110.49.6 http://dnl-
Kaspersky Lab-update 15.geo.kaspersky.com/up
daters/updater.xml.klz
| INTRA-10.149.20.85 (10.149.20.85)
&= vt-in-f188.1e100.net (173.194.215.188)
|l 82.202.185.148
&= vh-in-f188.1e100.net (74.125.26.188)
5 mia07s56-in-f3.1e100.net (142.250.64.195) | AppOutlook
[E= 323-56-6- http://ctldl.windowsupdat
73.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.73) Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ae47bce11fa90fc8
&= 52.109.20.49 office365
Jan 13, 2022 11:00:00 AM 110.7.15.24 ES mia07s54-in-f4.1e100.net (172.217.3.68) Google Search

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Source Destination Application Name Resource

Jan 13, 2022 11:00:00 AM -~ 110.7.15.24 ES mia07s54-in-f4.1e100.net (172.217.3.68) https://www.google.com/i
mages/branding/googlelo
go/2x/googlelogo_color_9
2x30dp.png

Google Images

https://www.google.com/
maps/vt/data=9vVxQHMgu
_3s4BUN3j8SyT_Y31Q6Sqy
6Y9_fj88D_tiTOR4h350I18-
XCK3UhunC2wbVC80OMh6
gJP5vkDc3w-

Google Maps gFfmynAiY3P8iGDG7mnn
MZYY-
4VBIXRUFNFQHfoM9AP8d
SKbJroSphXpIx70GpOotW
OuMuem-
H2wngu5DhL66howBoaH
Mw

HTTP/2 over TLS

https://www.google.com/a

Gotomeeting sync/ddljson?async=ntp:2

[E#552.185.211.133 Windows Update

&= ec2-52-1-162-133.compute-

1.amazonaws.com (52.1.162.133) foxitcloud.com

== 181.193.34.84 Web Browsing http://www.coopefyl.fi.cr/

http://www.coopefyl.fi.cr/I
ndex/

E=72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
b8c9a444a16f0e46

coopefyl.fi.cr

E= va-in-f188.1e100.net (74.125.31.188)
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Time Source Destination Application Name

Jan 13, 2022 11:00:00 AM ~110.7.15.24 &5 8.252.165.254

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
0cf31f647f1555d5

[#552.96.97.178

[E= a2-0001.a-msedge.net (204.79.197.200) Bing Maps

E= 104.122.156.227

avast! Services

https://ipmcdn.avast.com/
images/icons/icon-
envelope-tick-green-avg-
vi.png

[#E5 52.183.220.149 Windows Update

[E5 jad23s23-in-f195.1e100.net (172.217.2.195)
beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

5 20.189.173.12 Windows Update

[E552.96.189.18

[ §195.80.159.133 [2.i0

http://12.io/ip.jsar=myip

&= vo-in-f188.1e100.net (173.194.211.188)

@5 40.126.24.84 URL-Microsoft

&= e2a.google.com (216.239.32.116)

= https-208-111-136-128.fll.IInw.net

(208.111.136.128)
Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
be06a74c83851548

| INTRA-10.149.20.83 (10.149.20.83)

5 52.96.183.242

&= v|-in-f188.1e100.net (74.125.141.188)
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Time Source Destination Application Name Resource
Jan 13, 2022 11:00:00 AM 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
5 23.60.164.134 office365
[E=52,96.122.34 OneDrive-ICE
E552.111.239.4 Office365-Delve
E= 8.253.149.121 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e54a268a1109323f
E1%51.105.71.136 Windows Update
E5 mia09s22-in-f10.1e100.net (142.250.64.170) | AppOutlook
E= 323-56-6- http://ctldl.windowsupdat
35.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.35) Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
53325729f7e383b3
Jan 13, 2022 10:00:00 AM ~110.7.15.24 E= 216.137.45.65 http://ad.foxitsoftware.co

Web Browsing

ad.foxitsoftware.com/adlo
g.php

ad.foxitsoftware.com

m/adlog.php

http://ad.foxitsoftware.co
m/adlog.php

http://ad.foxitsoftware.co
m/adserve.php

B 52.182.143.212

B 52.4.207.244

foxitcloud.com

= 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1f0fe5177e5aa9cf
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Time Source Destination Application Name Resource
Jan 13, 2022 10:00:00 AM 110.7.15.24 £l562.67.238.152
S 523-37-68-

220.deploy.static.akamaitechnologies.com
(23.37.68.220)

ES 64.62.194.17 https://startpage.foxitsoft
ware.com/page/reader?
id=mhXtg0/UvtUs&version
=11.1&edition=Free&lang
uage=en-
US&distID=0&token=5f8ad
2b40b23612061b7e51ef06

foxitsoftware.com

Oad7f
[E552.96.165.194 http://go.microsoft.com/f
OneDrive-ICE \Ii\::rlz:([/)7=252669&clcid=0x4
09
# 13.78.111.199 Windows Update
E= vk-in-f188.1€100.net (74.125.139.188)
&= 34.199.185.180 https://cws.connectedpdf.

com/2.0.0.0/Foxit
PhantomPDF/10.1.0.37527/
en-US/cpdfApi.json

cws.connectedpdf.com

[E= ui-in-f188.1e100.net (142.250.97.188)

E=5 20.42.73.27 Windows Update
[#5 13.89.178.27 Windows Update
[E5 8.252.169.126 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
745c935486c13568

&= v|-in-f188.1e100.net (74.125.141.188)

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

132

Source Destination

Application Name

Resource

Jan 13, 2022 10:00:00 AM ~110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com

(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co

m/edgedl/release2/chrom
e_component/acsdswjivvb
c2ijh5ppveglim2ba_139/ef
niojlnjndmcbiieegkicadno
ecjjef_139_all_acaerm7vbc
jvxlzo7hfxidcpu2hq.crx3

&= 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
c78ef776c97f0c80

= 52.185.211.133

Windows Update

[+066.110.49.4

Kaspersky Lab-update

http://dnl-
07.geo.kaspersky.com/up
daters/updater.xml.klz

5 52.96.122.50

= 64.62.208.12

us-
request.foxitservice.com

https://us-
request.foxitservice.com/
addons/get_addons.php?
addon=Update
List&product=Reader&ver
sion=11.1&build=0.52543&
language=lang_en-
US&major=6&minor=2&c
odepage=1252&Embeded
Language=en-
US&platform=&AgentID=0
&PackageType=en-US

[E5 20.190.152.20

URL-Microsoft

&1%51.105.71.137

Windows Update
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Time Source Destination Application Name Resource
Jan 13, 2022 10:00:00 AM 110.7.15.24 [E 3184-28-224- http://ctldl.windowsupdat
105.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(184.28.224.105) Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4896a9985c114ac9
i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
768d107ee 1536392
= 67.26.125.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ad1bdfac6a2811b9
= 20.44.10.123 Windows Update
@5 13.89.179.9 Windows Update
Jan 13, 2022 9:00:00 AM 110.7.15.24 E= 52.183.220.149 Windows Update

E= mia07s54-in-f4.1e100.net (172.217.3.68)

HTTP/2 over TLS

https://www.google.com/a

Got ti
otomeeting sync/ddljson?async=ntp:2

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
34ab4d67599ff92e

Windows 10 Update

&5 20.189.173.22

== 201.191.210.161

OneDrive-ICE

£l551.132.193.105

Windows Update
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Time Source Destination Application Name Resource
Jan 13, 2022 9:00:00 AM -~ 110.7.15.24 £l£62.67.238.151
&= jad23s23-in-f195.1e100.net (172.217.2.195) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
#{ 20.189.173.6 Windows Update
E 152,195.19.97 msftauth.net
[E552,182.143.211 Windows Update

[E5 mia07s57-in-f10.1e100.net (142.250.64.234) | AppOutlook

[ §20.191.46.109 OneDrive-ICE

[E= 184.27.130.143 https://static.echocdn.co
EchoSign m/office365integration/ic

ons/as_96.png

i==i 201.191.210.169 office365

[l §20.50.80.209 Windows Update

[E] 40.126.24.83 URL-Microsoft

[E=] 40.126.24.81 Office Online

E13.89.179.10 Windows Update

_~ | INTRA-10.149.20.83 (10.149.20.83)

1 INTRA-10.149.20.85 (10.149.20.85)

&= vh-in-f188.1e100.net (74.125.26.188)

| INTRA-10.129.21.36 (10.129.21.36)

E552.111.239.4 Office365-Delve

[E= 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/w
MSN-web eathermapdata/1/static/sv
g/72/MostlySunnyDay.svg
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Time Source Destination Application Name Resource
Jan 13, 2022 9:00:00 AM ~110.7.15.24 &S 8.240.253.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
464096b6f2158296
Jan 13, 2022 8:00:00 AM 110.7.15.24 E= 52.183.220.149

Windows Update

E= 13.89.179.12

[E5 20.189.173.6

Windows Update

| INTRA-10.129.21.42 (10.129.21.42)

&= 20.189.173.21

_~ | INTRA-10.149.20.83 (10.149.20.83)

= 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9c41ecc424c07780

Windows 10 Update

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

[E5 8.240.253.126

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e9b7f3a92ef1c2a8

Windows 10 Update

&= 13.107.4.50

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ef5880749c04e278

Windows 10 Update
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Time Source Destination Application Name Resource
Jan 13, 2022 8:00:00 AM 110.7.15.24 B 8.252.171.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
24109b098fa83537
E552.185.211.133 Windows Update
== 20.50.201.195 Windows Update
= 13.107.42.16 URLs_Skype_For_Business
@5 52.226.139.180 Microsoft Services
# 40.79.189.59 Windows Update
== 201.191.210.137 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f72e€2115793ad49c

a23-43-113-
163.deploy.static.akamaitechnologies.com
(23.43.113.163)

[:038.124.168.119 http://dnl-
Kaspersky Lab-update 19.geo.kaspersky.com/up
daters/updater.xml.klz

i==i 201.191.210.154 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
67cde95882ee6a56

[E= 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/w
MSN-web eathermapdata/1/static/sv
g/72/AAehR3S.svg
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Time Source Destination Application Name Resource

Jan 13, 2022 8:00:00 AM 110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat

Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5c34ee002ee69824
= 20.44.10.122 Windows Update
Jan 13, 2022 7:00:00 AM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

~~10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.82 (10.149.20.82)

[E5 20.189.173.6

= 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7b5f4bb17658494c

Windows 10 Update

&= 40.126.24.147

URL-Microsoft

| INTRA-10.149.20.85 (10.149.20.85)

£l562.67.238.152

[E5 40.125.122.176

Windows Update

_~ | INTRA-DNSO001 (10.129.20.21)

[E5 mia07s56-in-f3.1€100.net (142.250.64.195)

AppOutlook

5 20.190.152.21

OneDrive-ICE

[E5 3.233.104.255

https://cws.connectedpdf.
com/2.0.0.0/Foxit
PhantomPDF/10.1.0.37527/
en-US/cpdfApi.json

cws.connectedpdf.com
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Time Source Destination Application Name Resource
Jan 13, 2022 7:00:00 AM 110.7.15.24 i==i 201.191.210.137 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6d27139856ddd3e6
[l 1120.54.89.106 Windows Update
= 40.126.24.81 URL-Microsoft
Jan 13, 2022 2:00:00 AM 110.7.15.24 - 10:0:0:0:0:0:0:0
Jan 12, 2022 9:00:00 PM ~110.7.15.24 ~~10:0:0:0:0:0:0:0
Jan 12, 2022 2:00:00 PM 110.7.15.24 E552.185.211.133 Windows Update
[E5 20.189.173.4 Windows Update
E= 13.107.4.52 http:// .msft tt
= Microsoft NCSI EHTTEI O MIEEn
st.com/connecttest.txt
[ 013.69.239.74 Windows Update
E= 20.190.152.19 URL-Microsoft
Jan 12, 2022 1:00:00 PM 110.7.15.24 [E552.185.211.133 Windows Update
E=52.168.112.67 Windows Update
[+l 38.124.168.125 http://dnl-
Kaspersky Lab-update 15.geo.kaspersky.com/up
daters/updater.xml.klz
&= 52.183.220.149 Windows Update
= 82.202.185.146
E=] 20.42.72.131 Windows Update
[ §20.191.46.109 OneDrive-ICE
| INTRA-10.129.21.36 (10.129.21.36)
Jan 12, 2022 12:00:00 PM 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.84 (10.149.20.84)
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Time Source Destination Application Name Resource

Jan 12, 2022 12:00:00 PM ~110.7.15.24 &5 52.183.220.149 Windows Update

| INTRA-10.149.20.83 (10.149.20.83)

E552.185.211.133 Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.129.21.42 (10.129.21.42)

E=] 20.42.65.90 Windows Update

E= 20.189.173.3 Windows Update

= 82.202.185.146

[E5 52.109.12.22 OneDrive-ICE
# 40.79.189.58 Windows Update
[ §13.69.239.73 Windows Update
Jan 12, 2022 11:00:00 AM ~110.7.15.24 = 52.183.220.149 Windows Update
[+l 4.28.136.39 http://dnl-
Kaspersky Lab-update 11.geo.kaspersky.com/up
daters/updater.xml.klz
5 52.185.211.133 Windows Update
= 13.107.21.200 Bing Maps

= 13.107.4.52 http://www.msftconnectte

Microsoft NCSI
st.com/connecttest.txt

&= 184.28.224.139 http://ctldl.windowsupdat

e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin

rulesstl.cab?
e36ff8b725dad483

E=] 20.42.73.25 Windows Update

l 113.69.239.74 Windows Update

E= 20.189.173.11 Windows Update
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Time Source Destination Application Name Resource
Jan 12, 2022 11:00:00 AM ~~110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
15b5df0786a73a2e
Jan 12, 2022 10:00:00 AM 110.7.15.24 E= 52.183.220.149 Windows Update

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
1b1050f10c5d68b3

B 20.42.73.29

E5 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
ffb3fb9c1e2fdd89

= 40.125.122.176

Windows Update

o1 62.67.238.151

E552.185.211.133

Windows Update

E572.21.91.29

Windows 10 Update

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBSAUQYBMgq
2awn1Rh6Doh/sBYgFV7gQ
UA95QNVbRTLtM8KPiGxv
DI7I90VUCEAJOLgoXyo4hxx
e7H/z9DKA=

E52.168.117.170

Windows Update

[ §20.191.46.109

OneDrive-ICE

&= 52.152.110.14

Windows Update
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Time Source Destination Application Name Resource
Jan 12, 2022 10:00:00 AM ~110.7.15.24 [E= 323-56-6- http://ctldl.windowsupdat
64.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.64) Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
e448bead69d658b6
5 13.89.178.27 Windows Update
[E#= 13.89.178.26 Windows Update
Jan 12, 2022 9:00:00 AM 110.7.15.24 - 10:0:0:0:0:0:0:0

| INTRA-10.149.20.85 (10.149.20.85)

@5 52.183.220.149 Windows Update

_~ | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.87 (10.149.20.87)

& 20.189.173.22

Windows Update

| INTRA-10.129.21.42 (10.129.21.42)

ES server-13-32-232-91.atl56.r.cloudfront.net
(13.32.232.91) weblogssl.com

&= 152.195.19.156

http://update.iobit.com/in

update.iobit.com fofiles/db/v8/db8_free.upt

[E=] 40.126.24.83 URL-Microsoft

_~ | INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.82 (10.149.20.82)

215 62.67.238.152
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Time Source Destination Application Name Resource
Jan 12, 2022 9:00:00 AM 110.7.15.24 [E5 204.79.197.222 URLs_Skype_For_Business
E= 13.107.21.200 Bing Maps
[+l 38.99.185.115 http://dnl-
Kaspersky Lab-update 04.geo.kaspersky.com/up
daters/updater.xml.klz
[E=] 323-213-225- http://cdn.content.prod.c
81.deploy.static.akamaitechnologies.com ms.msn.com/singletile/su
(23.213.225.81) mmary/alias/experienceb
MSN-web yname/today?market=es-

MX&source=appxmanifest
&tenant=amp&vertical=n

ews
&= ec2-34-199-185-180.compute- https://cws.connectedpdf.
1.amazonaws.com (34.199.185.180) com/2.0.0.0/Foxit

. f.
cws.connectedpdf.com PhantomPDF/10.1.0.37527/

en-US/cpdfApi.json

E=52.168.112.66 Windows Update

&= 54.230.253.34 https://www.genbeta.com
/herramientas/7-

genbeta.com herramientas-gratis-para-

comprobar-la-salud-de-
tu-disco-duro

&S 23.222.77.192 office365

[ §20.54.89.106 Windows Update

B mia07s54-in-f2.1€100.net (172.217.3.66) Gl 405 h.ttps://www.go.ogleta.lgser
vices.com/tag/js/gpt.js

= 172.217.2.202 AppOutlook
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Source

Destination

Application Name

Resource

Jan 12, 2022 9:00:00 AM

~110.7.15.24

S 67.26.127.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
496fd3249da2d60c

&= bidder.val.vip.prod.criteo.com
(74.119.119.129)

HTTP/2 over TLS

= 52.185.211.133

Windows Update

[E5 23.213.144.8

ES 13.107.4.52

Microsoft NCSI

http://www.msftconnectte
st.com/connecttest.txt

E=72.21.91.29

Windows 10 Update

http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+z8SiPI7wEWVXDIQQUTI)
UIBiIV5UNU5g/6+rkS7QYX;
zkCEAxq6Xz01ZmDhpCgC
p6IMhQ=

_~ | INTRA-DNSO001 (10.129.20.21)

E= 13.107.42.16

URLs_Skype_For_Business

_~ | INTRA-10.129.21.36 (10.129.21.36)

{5 104.46.162.224

Windows Update

= 223-61-56-
253.deploy.static.akamaitechnologies.com
(23.61.56.253)

cdn.onenote.net

= 20.190.131.40

windows.net

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet m

Source Destination Application Name Resource

Jan 12, 2022 9:00:00 AM ~~110.7.15.24 [E= 23.39.131.159 https://cxcs.microsoft.net/
api/settings/es-
MX/xml/settings-tipset?
release=20h1&sku=Profes
sionalWorkstation&platfor

microsoft.net

m=desktop
[E5 20.140.56.68 https://fp-
afd.azureedge.us/apc/tran
azureedge.us s.gif?
87b298bfccaaa8cdbe86d3
c2bcbe15eb
[ 051.104.164.114 http://tile-
service.weather.microsoft
.com/es-
) MX/livetile/preinstall?
OneD -ICE
nebrive region=CR&appid=C98EA5
B0842DBB9405BBF0O71E1
DA76512D21FE36&FORM=
Threshold
[E] 52.226.139.121 Microsoft Services
== 201.191.210.155 office365
E= mia07s60-in-f13.1€100.net https://accounts.google.co
(142.250.217.173) m/ListAccounts?

Gotomeetin
& gpsia=1&source=Chromiu

mBrowser&json=standard

Jan 12, 2022 4:00:00 AM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

&S vz-in-f188.1€100.net (108.177.11.188)

&= vo-in-f188.1e100.net (173.194.211.188)

| INTRA-10.129.21.36 (10.129.21.36)

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet 45

Time Source Destination Application Name Resource

Jan 12, 2022 3:00:00 AM ~~110.7.15.24 E= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z

URL-PermitidosPol1113-

e .
1155 tl+28SiPI7ZWEWVXDIQQUTI

UIBiV5uNu5g/6+rkS7QYX;|
zkCEAQvpsXKY8RRQeo74ff
HUxc=

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Windows 10 Update Z7LBduom/nYB45SPUEw
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA+NRyLFPY;jl
D1lie+x+dSjo=

&S uf-in-f188.1e100.net (172.217.203.188)

&= 20.36.252.129 office365

&S 23-213-225-
39.deploy.static.akamaitechnologies.com
(23.213.225.39)

E= vh-in-f188.1e100.net (74.125.26.188)

CustomApp-
TraficoExcesivoMicrosoft

[+l 4.28.136.42 http://dnl-
Kaspersky Lab-update 19.geo.kaspersky.com/up
daters/updater.xml.klz

Jan 12, 2022 2:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.149.20.85 (10.149.20.85)

B 2-0001.a-msedge.net (204.79.197.200) Bing Maps

&5 INTRA-142.250.98.188 (142.250.98.188)

&= vy-in-f188.1e100.net (64.233.170.188)

Jan 12, 2022 1:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

&= 20.112.144.70

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

Time Source Destination Application Name Resource
Jan 12, 2022 1:00:00 AM 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-
update/jamhcnnkihinmdlk
akkaopbjbbcngflc/1.bcobf
8b2a05ed51c5169ffffbecf
ea9347ddb9e04b7de8624
edgedl.me.gvtl.com ed39a4f731c06¢c6/1.a7284
5e87b0d21deeldeeadf9as
d8c65b37b3a9456ed9a7f7
97e269784d8c858/06915
00318b9bf97b5cd9e4199a
7e298f51127b7f029d8547
c7ab5666f78bfc4.crxd
E= vk-in-f188.1e100.net (74.125.139.188)
Jan 12, 2022 12:00:00 AM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
&= va-in-f188.1e100.net (74.125.31.188)
&= vz-in-f188.1e100.net (108.177.11.188)
[+)] 4.28.136.54 http://dnl-
Kaspersky Lab-update 01.geo.kaspersky.com/up
daters/updater.xml.klz
| INTRA-10.129.21.36 (10.129.21.36)
Jan 11, 2022 11:00:00 PM ~110.7.15.24 &= 3-0001.a-msedge.net (204.79.197.200) Bing Maps
E= INTRA-142.250.98.188 (142.250.98.188)
&= vh-in-f188.1e100.net (74.125.26.188)
= 40.126.24.81 URL-Microsoft
Jan 11, 2022 10:00:00 PM 110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)

_~ | INTRA-10.149.20.85 (10.149.20.85)

B mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

| 47

Time Source Destination Application Name Resource
Jan 11, 2022 10:00:00 PM 110.7.15.24 [E= 13.107.4.50 http://7.au.download.wind
owsupdate.com/d/msdow
nload/update/software/cr
Windows 10 Update up/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab
E= vt-in-f188.1e100.net (173.194.215.188)
~~10:0:0:0:0:0:0:0
&S vy-in-f188.1€100.net (64.233.170.188)
= ue-in-f188.1e100.net (172.217.204.188)
Jan 11, 2022 9:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
&= uf-in-f188.1e100.net (172.217.203.188)
&= v|-in-f188.1e100.net (74.125.141.188)
= 13.107.42.16 URLs_Skype_For_Business
Jan 11, 2022 8:00:00 PM 110.7.15.24 - |INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E=] 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/gkmgaooipdjhman
gpemjhigmamcehddo/1.9
a4393fa2fsa5a43e21ab736
S5eal2c87ae7be963d6fbcf
49abd499ebd7d50b65/1.7
59d661239dc4af4728e6bd
bf04027dd082d19fe90fa84
47967ee03abf646af1/517d
c736e22e762dedf9fe9636
4db657b81fd7b3af0b9dbc
01e2caa576dbf42a.crxd

edgedl.me.gvtl.com

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 11, 2022 8:00:00 PM -~ 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
[E= 2-0001.a-msedge.net (204.79.197.200) Bing Maps

&S vz-in-f188.1€100.net (108.177.11.188)

&= 20.190.152.22 URL-Microsoft

&5 INTER-38.113.165.189 (38.113.165.189) http://dnl-
Kaspersky Lab-update 17.geo.kaspersky.com/up
daters/updater.xml.klz

= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Z7LBduom/nYB45SPUEwW
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UII8gIGmM
ZT9XHrHijQel=

E= 204.79.197.219 http://emdl.ws.microsoft.c
om/emdl/d/dod/ph/prod5
/msdownload/update/soft
ware/crup/2021/12/1024/p
roject-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab.json

URL-PermitidosPol1113-
1155

OneDrive-ICE

&= ug-in-f188.1e100.net (172.253.123.188)

ES vk-in-f188.1e100.net (74.125.139.188)

Jan 11, 2022 7:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.83 (10.149.20.83)

[E5 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1c0186c5fce7f0b0
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Acceso a Internet | 49

Time Source Destination Application Name Resource
Jan 11, 2022 7:00:00 PM 110.7.15.24 [E513.107.5.91 https://www.xboxab.com/
xboxab.com ab?
' gameid=AC70E74F8D1044C
5894D0ODC261838A8D
E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
&5 23.204.76.9
E=52.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
838b00823abc38c8
= vo-in-f188.1€100.net (173.194.211.188)
E= vt-in-f188.1e€100.net (173.194.215.188)
_~ |INTRA-10.129.21.36 (10.129.21.36)
Jan 11, 2022 6:00:00 PM ~110.7.15.24 &= 20.42.65.92
Windows Update
_~ |INTRA-10.149.20.83 (10.149.20.83)
_~ | INTRA-10.149.20.85 (10.149.20.85)
[E 52,242.101.226 Windows Update
E=13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
0004b5762fc16cd2
@5 52.183.220.149 Windows Update
5 52.185.211.133 Windows Update
= 20.42.73.27 Windows Update

= vu-in-f188.1e100.net (173.194.216.188)

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet
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Time Source Destination Application Name Resource
Jan 11, 2022 6:00:00 PM 110.7.15.24 &S vy-in-f188.1e100.net (64.233.170.188)
&S vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
dff0e9433caf5d32
Jan 11, 2022 5:00:00 PM 110.7.15.24 - 10:0:0:0:0:0:0:0
| INTRA-10.149.20.83 (10.149.20.83)
@5 52.183.220.149 Windows Update
[E#552.185.211.133 Windows Update
| INTRA-10.149.20.81 (10.149.20.81)
= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2e27461177d8176f
&= 8.253.149.120 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
929770567f76e735
| INTRA-10.149.20.85 (10.149.20.85)
[+l 4.28.136.39 http://dnl-
Kaspersky Lab-update 17.geo.kaspersky.com/up
daters/updater.xml.klz
&= vz-in-f188.1e100.net (108.177.11.188)
E= 204.79.197.219 OneDrive-ICE
Jan 11, 2022 4:00:00 PM ~110.7.15.24 E552.185.211.133 Windows Update

Acceso a Internet Report
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Acceso a Internet

[51

Time Source Destination Application Name Resource
Jan 11, 2022 4:00:00 PM -~ 110.7.15.24 E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
f67a3b503eec47f8
&= va-in-f188.1e100.net (74.125.31.188)
@5 40.126.24.146 URL-Microsoft
| INTRA-10.149.20.85 (10.149.20.85)
&= 3-0001.a-msedge.net (204.79.197.200) Bing Maps
&= uj-in-f188.1e100.net (142.251.107.188)
E5 ud-in-f188.1e100.net (172.217.193.188)
5 mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook
&= 923-213-224-
8.deploy.static.akamaitechnologies.com
(23.213.224.8)
&= 323-56-6- http://ctldl.windowsupdat
35.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.35) Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
b0f5738752c50dfd
= 923-56-6- http://ctldl.windowsupdat
59.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.59) Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
621cbd8f80d63fc9
E= ug-in-f188.1e100.net (172.253.123.188)
Jan 11, 2022 3:00:00 PM 110.7.15.24 | INTRA-10.149.20.86 (10.149.20.86)

_~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

Acceso a Internet Report
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Source

Destination

Application Name

Resource

Jan 11, 2022 3:00:00 PM ~110.7.15.24

= 52.185.211.133

Windows Update

http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/4
b9c12af-a0ba-4274-85a8-
b166ceb6cbd7?
P1=1642124260&P2=404&
P3=2&P4=0ygUgvQcc7n/r
FIsoKTSTxMI1igbzg1x00hS
Sc7itpDMnUsKHf8eR/3YkH
FPoz6Uf6]MHpYy6ZQHPq
bDZTCKWw==

[E5 52.183.220.149

Windows Update

= 8.251.157.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
dde34bf07b2a97f1

B mia07s54-in-f16.1e100.net (172.217.3.80)

Google Cloud Platform

[+0 INTER-66.110.49.20 (66.110.49.20)

Kaspersky Lab-update

http://dnl-
06.geo.kaspersky.com/up
daters/updater.xml.klz

E5 vt-in-f188.1e100.net (173.194.215.188)

_~ | INTRA-DNSO001 (10.129.20.21)

E= 13.107.42.16

URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

[+066.110.49.115

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

Acceso a Internet Report
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Source

Destination

Application Name

Resource

Jan 11, 2022 3:00:00 PM ~110.7.15.24 [E=] 142.250.217.225 https://clients2.googleuser
content.com/crx/blobs/Ac
y1k0ZakPaBacYMMjRko65
bC_McYV5NOkzYdyCtvIES
8MYQSILtGYsEueb9AJ30)1

Gotomeeting 3-
r8Ckgdscm8VF_m4pg40xU
V3nJIOujqON1srbWTpi857
UEUM3AMZSmuULaghaXY_
OXYZ5xAfI3ZTILTmkJQ/ext
ension_1_39 0 0O.crx
=5 mia09s22-in-f10.1€100.net (142.250.64.170)
[# 204.79.197.219 OneDrive-ICE
E= https-208-111-136-128.fll.lInw.net http://ctldl.windowsupdat
(208.111.136.128) e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
€643621198541641
&S vy-in-f188.1e100.net (64.233.170.188)
S ue-in-f188.1e100.net (172.217.204.188)
Jan 11, 2022 2:00:00 PM ~110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co

(34.104.35.123)

edgedl.me.gvtl.com

Google Chrome-update

m/edgedl|/release2/chrom
e/gim2vpdvywbbfcpgxfzp
3mfirq_97.0.4692.71/97.0.4
692.71_chrome_installer.e
xe

http://edgedl.me.gvt1.co
m/edgedl/release2/chrom
e/gim2vpdvywbbfcpgxfzp
3mfirq_97.0.4692.71/97.0.4
692.71_chrome_installer.e
xe

5 52.183.220.149

Windows Update

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 11, 2022 2:00:00 PM -~ 110.7.15.24 E=52.185.211.133 Windows Update
[E= 52.182.143.212
[E= 3-0001.a-msedge.net (204.79.197.200) Bing Maps
[E= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
f4a7e4aba00be98b
@S vn-in-f188.1e100.net (173.194.210.188)
[E 204.79.197.219 OneDrive-ICE
#5 20.190.152.19 URL-Microsoft
-~ 10:0:0:0:0:0:0:0
Jan 11, 2022 1:00:00 PM _~110.7.15.24 E552,185.211.133 Windows Update
_~ |INTRA-10.149.20.83 (10.149.20.83)
_~ | INTRA-10.149.20.85 (10.149.20.85)
_~ |INTRA-10.149.20.81 (10.149.20.81)
[ES vx-in-f188.1e100.net (173.194.218.188)
&5 INTER-38.113.165.98 (38.113.165.98) Kaspersky Lab-update
[E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
[E= 104.208.16.90 Windows Update
&5 vz-in-f188.1€100.net (108.177.11.188)
&= INTRA-142.250.98.188 (142.250.98.188)
&= INTRA-108.177.13.188 (108.177.13.188)
Jan 11, 2022 12:00:00 PM 110.7.15.24 [E5 52.183.220.149 Windows Update

5 52.185.211.133

Windows Update

Acceso a Internet Report
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Time Source Destination Application Name

Jan 11, 2022 12:00:00 PM ~110.7.15.24 S https-208-111-136-128.fll.lInw.net
(208.111.136.128)

Windows 10 Update

Resource

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

[E 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/release2/chrom
e_component/acnjuecksa
uzmjexws66tp3aq5ja_137/
efniojlnjndmcbiieegkicad
noecjjef_137_all_deevx6cf
3k3dvazcelyazpntka.crx3

| INTRA-10.149.20.85 (10.149.20.85)

&= vt-in-f188.1€100.net (173.194.215.188)

E= mia09s21-in-f3.1e100.net (142.250.64.131) AppOutlook

[#5 20.190.152.20 URL-Microsoft

[E= 323-56-6- http://au.download.windo
74.deploy.static.akamaitechnologies.com wsupdate.com/c/msdownl
(23.56.6.74) oad/update/software/secu

Windows 10 Update

/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab
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Time Source Destination Application Name Resource
Jan 11, 2022 12:00:00 PM ~~110.7.15.24 E=| ui-in-f188.1e100.net (142.250.97.188)
[E= 323-56-6- http://au.download.windo
64.deploy.static.akamaitechnologies.com wsupdate.com/c/msdownl
(23.56.6.64) oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab
E= 204.79.197.219 OneDrive-ICE
[E= 323-56-6- http://au.download.windo
35.deploy.static.akamaitechnologies.com wsupdate.com/c/msdownl
(23.56.6.35) oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab
[l 120.54.89.106 Windows Update
Jan 11, 2022 11:00:00 AM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

E=52.185.211.133

Windows Update

[E5 20.189.173.20

B 67.26.127.254

http://ctldl.windowsupda...

Wind 10 Updat
indaows paate http://au.download.windo..

= 72.21.81.240

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

Windows 10 Update

= 52.168.117.173

Windows Update

Acceso a Internet Report
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Acceso a Internet 157

Time Source Destination Application Name Resource

Jan 11, 2022 11:00:00 AM ~~110.7.15.24 [E=] INTER-38.113.165.98 (38.113.165.98) Kaspersky Lab-update
[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/release2/chrom

e_component/acyockx5x6
4z2rrtwg7kaa7e5q_202201
edgedl.me.gvtl.com 05.419803486/0bedbbhbp
mojnkanicioggnmelmoom
0¢_20220105.419803486_al
|_ES500000_acktwez2xvrq

woemrd7dadb2dtza.crx3

E=13.107.4.50 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-

none_9ca801284b232b79c
083e32541fcfea9d21a7b7d

.cab

[E 52,183.220.149 Windows Update

&= https-208-111-136-0.fll.lInw.net http://au.download.windo

(208.111.136.0) wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-

none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

&= 13.107.21.200 Bing Maps

| INTRA-10.129.21.36 (10.129.21.36)

E= ud-in-f188.1e100.net (172.217.193.188)

&= 20.42.65.89 Windows Update
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Source Destination Application Name Resource

Jan 11, 2022 11:00:00 AM ~110.7.15.24 [E 8.252.88.126 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-

none_9ca801284b232b79c
083e32541fcfea9d21a7b7d

.cab
E552.152.110.14 Windows Update
E= 323-56-6- http://au.download.windo
35.deploy.static.akamaitechnologies.com wsupdate.com/c/msdownl
(23.56.6.35) oad/update/software/secu
Windows 10 Update /2021/11/ace-x-

none_9ca801284b232b79c
083e32541fcfea9d21a7b7d

.cab
&= vu-in-f188.1e100.net (173.194.216.188)
= 323-56-6- http://au.download.windo
27.deploy.static.akamaitechnologies.com wsupdate.com/c/msdownl
(23.56.6.27) oad/update/software/secu
Windows 10 Update /2021/11/ace-x-

none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

&= vy-in-f188.1e100.net (64.233.170.188)

Jan 11, 2022 10:00:00 AM ~110.7.15.24 = mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/i
mages/branding/googlelo
go/2x/googlelogo_color_9
2x30dp.png

Google Images
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Time Source Destination

Jan 11, 2022 10:00:00 AM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google Search

Google reCAPTCHA

Resource

https://www.google.co.cr/
ads/ga-audiences?
t=sr&aip=1&_r=4&slf_rd=1
&v=1&_v=j96&tid=UA-
78515-
628&¢id=1469558130.1641
918014&jid=1686979594&

_u=aEBAAEAAEAAAAC~&z=

951058223

https://www.google.com/r
ecaptcha/api2/aframe

B 223-213-144-
243.deploy.static.akamaitechnologies.com
(23.213.144.243)

ssum-
sec.casalemedia.com

casalemedia.com

https://ssum-
sec.casalemedia.com/use
rmatchredir?
s=184023&gdpr_consent=
&gdpr=&google_gid=CAES
EL2RXnQu2KrVF3SLS_SREt
Q&google_cver=1

https://ssum.casalemedia.
com/usermatch?
gdpr=1&s=183756&us_pri
vacy=1---
&cb=https://sync.taboola.c
om/sg/casale-
network/1/rtb-h/?
taboola_hm=
[partner_user_id]&orig=vi
deo&us_privacy=1---

[E5 146.60.190.35.bc.googleusercontent.com
(35.190.60.146)

rc.rlicdn.com

https://rc.rlcdn.com/71031
1.html
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Time Source Destination Application Name Resource

Jan 11, 2022 10:00:00 AM 110.7.15.24 [E= 146.60.190.35.bc.googleusercontent.com https://idsync.ricdn.com/4
(35.190.60.146) 20486.gif?
idsync.rlcdn.com partner_uid=B167FFF9-
3429-42CE-B790-
620F50EC2E8D

https://id.rlcdn.com/70941
id.rlcdn.com 4.gif?
gdpr=1&us_privacy=1---

[E569.173.151.100

https://token.rubiconproj
ect.com/token?
pid=2249&pt=n&gdpr=1&
us_privacy=1---

token.rubiconproject.com

https://pixel.rubiconproje
ct.com/exchange/sync.ph
p?
p=15414&gdpr=1&us_priv
acy=1---
&gdpr=1&us_privacy=1---
&khaos=K409043R-1T-
DG4L

E5151.101.5.44 https://images.taboola.co

m/taboola/image/fetch/f_j
pg,q_auto,h_217,w_260,c_fi
Il,g_faces:auto,e_sharpen/
http:/cdn.taboola.com/libt
rc/static/thumbnails/9b05
3d32d19b4c14a19efbc56a
46491a.jpg

pixel.rubiconproject.com

images.taboola.com

https://cdn.taboola.com/li
btrc/webediaes-
network/loader.js

URL-PermitidosPol1113-
1155
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Time

Jan 11, 2022 10:00:00 AM

Source

~110.7.15.24

Destination

E= 151.101.5.44

Application Name

trc.taboola.com

Resource

https://trc.taboola.com/w
ebediaes-
genbetacom/log/3/bulk?
route=US:LA:V&Iti=deflate
d&bulkSize=1

_~ | INTRA-10.149.20.86 (10.149.20.86)

E= 199.127.204.142

sync.1rx.io

targeting.unrulymedia.co
m

https://sync.1rx.io/usersyn
c2/rmpssp?sub=taboola

https://sync.targeting.unru
lymedia.com/csync/RX-
0026f5b8-7c7a-412c-af2d-
60a480ab9da9-001?
redir=https://trc.taboola.c
om/sg/unrulyrtb-
network/1/rtb-h/?
taboola_hm=RX-0026f5b8-
7c7a-412c-af2d-
60a480ab9da9-001

E=S 542.bm-nginx-

loadbalancer.mgmt.lax1.adnexus.net
(104.254.149.101)

ib.adnxs.com

ib.adnxs.com/getuid

https://ib.adnxs.com/ut/v3
/prebid
https://ib.adnxs.com/getui
d?https://s.amazon-
adsystem.com/ecm3?
id=$UID&ex=districtm

vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

[#5192.35.249.120

®| &
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Time

Jan 11, 2022 10:00:00 AM

Source

~110.7.15.24

Destination

&= 192.35.249.120

Application Name

sync.search.spotxchange.
com/partner

Resource

https://sync.search.spotxc
hange.com/partner?
gdpr=1&adv_id=8532&us_
privacy=1---
&redir=https://sync-
t1.taboola.com/sg/spotx-
rtb-network/1/rtb-h?
taboola_hm=$SPOTX_USE
R_ID&orig=video&us_priva
cy=1---gdpr=1&

5 3184-26-72-
128.deploy.static.akamaitechnologies.com
(184.26.72.128)

eus.rubiconproject.com

https://eus.rubiconproject
.com/usync.html?
gdpr=1&p=15414&us_priv
acy=1---&endpoint=

E= ec2-3-233-68-37.compute-
T.amazonaws.com (3.233.68.37)

match.prod.bidr.io

https://match.prod.bidr.io
/cookie-
sync/pmé&gdpr=1&gdpr_c
onsent=

[E=] 86-35-31-64.static.reverse.lstn.net
(64.31.35.86)

richaudience.com

https://shb.richaudience.c
om/hb/

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

E552.168.117.173
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Time Source Destination Application Name Resource
Jan 11, 2022 10:00:00 AM ~~110.7.15.24 E= 184.26.65.100 https://img.utdstc.com/ico
n/217/fdb/217fdbc48ae68
utdstc.com 2e8519f8e95ba735c4aad4

€e2345a7267669b9f79200
4f0a168:200

https://crystaldiskinfo.upt

uptodown.com )
P odown.com/windows

@ 172.178.211.35.bc.googleusercontent.com

(35.211.178.172) https://x.bidswitch.net/syn
x.bidswitch.net/sync c?gdpr=1&us_privacy=1---
&ssp=taboola

[+] 199.187.193.181

https://ssbsync.smartadse
rver.com/api/sync?
gdpr=1&ecallerld=4&us_pri
vacy=1---

smartadserver.com

= server-13-32-232-

/css/genbeta/p/skin-site-
default-d/main.css?
v=1641809005

weblogssl.com

[E5 38.27.122.126

https://match.bnmla.com/
usersync?
sspid=10738&redir=https:/
/simage2.pubmatic.com/A
match.bnmla.com dServer/Pug?
vcode=bz0yJnR5cGUIMSZ
jb2RIPTI3NZUMdGWIMTI5
NjAw&piggybackCookie=
[UUID]
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Time Source

Jan 11, 2022 10:00:00 AM ~110.7.15.24

Destination

B
a6370ebea231e0c9a.awsglobalaccelerator.co
m (52.223.40.198)

Application Name

match.adsrvr.org/track/c
mf/generic

Resource

https://match.adsrvr.org/t
rack/cmf/generic?
gdpr=1&ttd_pid=054f320&
us_privacy=1---&ttd_tpi=1

= 104.208.16.94

B 20.42.73.29

E= 141.226.224.48

taboola.com

https://trc-
events.taboola.com/webe
diaes-
genbetacom/log/3/bulk-
metrics?
Iti=deflated&bulkSize=1

&= 104.36.113.17

simage2.pubmatic.com/ad
server/pug

image2.pubmatic.com/ads
erver/pug

https://simage2.pubmatic.
com/AdServer/Pug?
vcode=bz0yJnR5cGUIMSZ
qcz0xJmNvZGU9MJE5SMSZ
0bDOyNTkyMDA=&piggyba
ckCookie=XnT0e AAAAIpP9E
n97&gdpr=1&gdpr_conse
nt=
https://image2.pubmatic.c
om/AdServer/Pug?
vcode=bz0yJnR5cGUIMSZ
qcz0xJmNvZGU9IMzQzNSZ
ObD0OOMzIwMA==&piggyba
ckCookie=a77bf415-6cf8-
4be5-9ef2-20c0a6f964e 1

E= mia07s54-in-f14.1e100.net (172.217.3.78)

HTTP/2 over TLS

Gotomeeting

https://stc.utdstc.com/164
1894932553/vendor.css

https://android.clients.goo
gle.com/checkin
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Time Source

Jan 11, 2022 10:00:00 AM ~110.7.15.24

Destination

E= mia07s62-in-f14.1e100.net
(142.250.217.238)

Application Name

Google Play

Resource

https://img.youtube.com/
vi/yHYWKKkjs324/mqdefaul

tjpg

= presentation-atl1.turn.com (50.116.194.21)

ad.turn.com/r/cs

https://ad.turn.com/r/cs?
pid=1&gdpr=1&gdpr_cons
ent=

=5 mia09s20-in-f10.1€100.net (172.217.15.202)

AppOutlook

[+l 142.44.137.224

dw.uptodown.com

https://dw.uptodown.com
/dwn/f6Jv9aVvBw7-
Q3Go8u)yqgVjafqHcK5_Q-
dbzVdBgkXLxEdV3jtRC7)1T
emHHjghLfZHmWdzQMog
WBxSjQmIB-
2ZtWZ5zFSHoT-
nnyLv5XDC2DFN-
zztHOPXkxiZgS1rk/jhWH8
AeYCgW8obrvuH7PkjTSiez
MWKPGL9AJfsazl7SZoGRR
DvOc-
0zVY5iN1iXVRKSadPNCk3C
4sGwkCaRvL9ixVYIFQIWG
Y4rwOHB5kQUCRNnfqTMF
mMESQsYmKpv8ka/joL4eDo
A5FABUFUe]JO9VH7Xsb_ga
uo4ECau61uV_jcILFNEaRR
VSxnhyYAodpt-
8Zt02VTQ7vA54ggal104livw
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Source

Destination

Application Name

Resource

Jan 11, 2022 10:00:00 AM

~110.7.15.24

5 3.213.21.152

messaging.insurads.com

https://messaging.insurads
.com/rt-
pub/node/hub/negotiate?
appld=1786&dev=Persona
|
computer&br=Chrome&o
s=Windows&cc=CR&rc=A&
v=0.2&negotiateVersion=1

&= ec2-18-214-24-196.compute-
1.amazonaws.com (18.214.24.196)

E5 40.126.24.84

URL-Microsoft

&S ec2-52-203-157-37.compute-
T.amazonaws.com (52.203.157.37)

E= ug-in-f188.1e100.net (172.253.123.188)

E= 151.139.245.16

batch.com

https://via.batch.com/v2/b
ootstrap.min.js

E=] 46.bidtellect.com (192.132.33.46)

bttrack.com

https://bttrack.com/pixel/
cookiesync?
gdpr=1&us_privacy=1---
&source=14b8c562-d12b-
418b-b680-ad517d5839ec

[E5 13.89.179.12

Windows Update

[E552.185.211.133

Windows Update

[E5 54.230.137.50

https://c.amazon-

Amazon adsystem.com/aax2/apsta
gJs
E192.0.77.2 https://i0.wp.com/img.we
bl I /css/genbeta/
i0.wp.com ogssl.com/css/genbeta/p

/v7/images/avatar.jpg?
ssl=1
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Time

Jan 11, 2022 10:00:00 AM

Source

~110.7.15.24

Destination

EE 185.167.164.39

Application Name

cl.adform.net

Resource

https://c1.adform.net/serv
ing/cookie/match?
party=14&cid=B167FFF9-
3429-42CE-B790-

620F50EC2E8D
[E=69.90.254.78 https:// .acuityplatf
= acuityplatform.com ps umsacul.ypa or

m.com/tum?umid=6
E5192.0.73.2 https://www.gravatar.com

Gravatar Profile

/avatar/2dfc6428fbf840b6
1b15d1f118225acc?
s=80&d=mm&r=g

E5 13.32.232.17

B
65.254.178.107.bc.googleusercontent.com
(107.178.254.65)

pippio.com/api/sync

https://pippio.com/api/syn
c?
pid=5324&it=1&iv=ace89f
197900cb4ca83326523e9e
cef309f579d3d89162b567
91e2f41719268f791426b5
417dce21&_=2

[ H§51.195.5.38

id5-sync.com

https://id5-
sync.com/s/464/9.gif?
puid=feec3537-45a9-
49cd-8710-
d64eb294991b-
tuct4e9797b&gdpr=1&&c
allback=https://sync.tabool
a.com/sg/id5-
network/1/rtb-h/?
taboola_hm={ID5UID}
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Time Source Destination Application Name Resource

Jan 11, 2022 10:00:00 AM -~ 110.7.15.24 [E= 150.136.25.38 https://sync.technoratime
dia.com/services?
srv=cs&pid=70&cb=https:/
/sync.taboola.com/sg/syna
corrtb-network/1/rtb-h?
taboola_hm=[USER_ID]

== 201.191.210.153 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfead9d21a7b7d
.cab

&5 207.198.113.177 https://pixel-
sync.sitescout.com/dmp/p
sitescout.com ixelSync?
nid=3&gdpr=1&gdpr_cons
ent=

technoratimedia.com

&5 204.2.255.233 https://pmp.mxptint.net/s
pmp.mxptint.net n.ashx?
&gdpr=1&gdpr_consent=

E= server-13-32-232-2.atl56.r.cloudfront.net https://ab.blogs.es/abtest.

(13.32.232.2) png?
editorialRecommendation

s=view&device=desktop

blogs.es

&5 44.196.255.73 https://rtb.gumgum.com/g
etuid/d1ba4609?
gdpr=1&gdpr_consent=&r
=https://simage2.pubmatic
.com/AdServer/Pug?
vcode=bz0yJnR5cGUIMSZ
jb2RIPTMzNDIMdGwWIOMTI
5NjAw&piggybackCookie=

rtb.gumgum.com
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Time

Jan 11, 2022 10:00:00 AM

Source

~110.7.15.24

Destination

E= 72.21.81.200

Application Name

Windows Update

Resource

http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/1
84d2264-a126-4c54-9cea-
6da78eae596a?
P1=1642520881&P2=404&
P3=2&P4=R/]13+cvGn26yD
gtj6FS7ETssjOGDKcIS2Y+8
VHOGKkfPY NnWAP+swA6/x5x
0j7+0lPsTwT0ZgxAYyJx5fx
MAGIg==

5 216.200.232.253

sync.mathtag.com/sync/i
mg

https://sync.mathtag.com/
sync/img?
mt_exid=9&redir=https://
pixel.rubiconproject.com/
tap.php?
v=42228&nid=1512&put=
[MM_UUID]&gdpr=1&us_p
rivacy=1---

= 104.16.190.66

cdn.districtm.io

https://cdn.districtm.io/ids
r?
sellerid=10002&r=https://s.
amazon-
adsystem.com/ecm3?
ex=dmx.com&id={UID}

= 192.35.249.127
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Time

Jan 11, 2022 10:00:00 AM

Source

~110.7.15.24

Destination

= 74.119.119.150

Application Name

dis.criteo.com

Resource

https://dis.criteo.com/dis/
usersync.aspx?
r=3&p=4&cp=pubmaticUS
&cu=1&&gdpr=1&gdpr_co
nsent=&url=https://simage
2.pubmatic.com/AdServer
/Pug?
vcode=bz0yJnR5cGUIMSZ
jb2RIPTE5MjgmdGwINDM
yMDA=&piggybackCookie=
uid:@ @ CRITEO_USERID@
@

[E= ec2-18-210-180-232.compute-
T.amazonaws.com (18.210.180.232)

beacon.lynx.cognitivlabs.c
om

https://beacon.lynx.cogniti
vlabs.com/pbmtc.gif?
redir=https://simage2.pub
matic.com/AdServer/Pug?
vcode=bz0xJnR5cGUIMSZ
jb2RIPTMOMZzKkmdGwIOMTI
5NjAw&piggybackCookie=
$UID

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

| 71

Time

Jan 11, 2022 10:00:00 AM

Source

~110.7.15.24

Destination

&5 23.208.86.80

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
8&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20220111T162951Z&
Ic=es-MX&pl=es-MX,en-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=fd944bc4
7ead46058f27a99e7e604c
f3&ctmode=MultiSession
&arch=x64&betaedgever=
0.0.0.0&canedgever=0.0.0.
0&cdm=1&cdmver=10.0.1
9041.1023&currsel=137270
8800000000008&devedgev
er=0.0.0.0&devfam=Windo
ws.Desktop&devform=Un
known&devosver=10.0.19
043.1415&disphorzres=19

2N0 i H 42 40 .l:
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Time

Jan 11, 2022 10:00:00 AM

Source

~110.7.15.24

Destination

[E= g.deepintent.com (169.197.150.8)

Application Name

deepintent.com

Resource

https://match.deepintent.
com/usersync/141?
gdpr=1&gdpr_consent=

&= server-54-230-31-87.atl56.r.cloudfront.net
(54.230.31.87)

5 3.227.93.166

sync.ipredictive.com

https://sync.ipredictive.co
m/d/sync/cookie/generic?
https://simage2.pubmatic.
com/AdServer/Pug?

vcode=bz0yJnR5cGUIMSZ
qcz0xJmNvZGU9MzITMCZ
0bD0xMjk2MDA=&piggyba
ckCookie=${ADELPHIC_CUI
D}&gdpr=1&gdpr_consent

E= ue-in-f188.1e100.net (172.217.204.188)

E= 156.154.202.36

https://aa.agkn.com/adsco
res/g.pixel?

aa.agkn.com sid=9212308278&puid=B1
67FFF9-3429-42CE-B790-
620F50EC2E8D
= ec2-35-174-191-125.compute- https://d.adroll.com/cm/in
d.adroll.com

1.amazonaws.com (35.174.191.125)

dex/ssp
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Time Source

Jan 11, 2022 10:00:00 AM ~110.7.15.24

Destination

[ES ec2-54-144-22-93.compute-
T.amazonaws.com (54.144.22.93)

Application Name

tremorhub.com

Resource

https://taboola-supply-
partners.tremorhub.com/
sync?UISTB=
<taboolaUserld>&gdpr=1
&us_privacy=1---
&redir=https://sync-
t1.taboola.com/sg/telaria-
rtb-network/1/rtb-h/?
gdpr=1&us_privacy=1---
&taboola_hm=
[TVUSER_ID]&orig=video

[E5192.184.68.135

S 3.220.82.225

sync.bfmio.com

https://sync.bfmio.com/sy
nch?
gdpr=1&pid=170&us_priva
cy=1---

[E5 126.96.201.35.bc.googleusercontent.com
(35.201.96.126)

visitor.fiftyt.com

https://visitor fiftyt.com/p.
gif?
ev=sync&p=pm&pm_uid=
B167FFF9-3429-42CE-
B790-
620F50EC2E8D&gdpr=

[ES 75.126.248.142

um.simpli.fi

https://um.simpli.fi/bnmla
https://match.bnmla.com/
usersync?
dspid=6&uuid=$UID

= 323-56-6-
35.deploy.static.akamaitechnologies.com
(23.56.6.35)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
b54aed367a88d9be

Acceso a Internet Report
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Source

Destination

Application Name

Resource

Jan 11, 2022 10:00:00 AM

~110.7.15.24

[E= 140.24.207.35.bc.googleusercontent.com
(35.207.24.140)

rtb.mfadsrvr.com

https://rtb.mfadsrvr.com/s
ync?
ssp=taboola&us_privacy=1

google.com

https://google.com/domai
nreliability/upload

&= mia07s57-in-f14.1€100.net (142.250.64.238)
I_l

== ec2-18-206-84-102.compute-
1.amazonaws.com (18.206.84.102)

&= sjc06-usadmm.dotomi.com
(205.180.87.201)

dotomi.com

https://pubmatic-
match.dotomi.com/match
/bounce/current?
networkld=17100&version
=1&nuid=B167FFF9-3429-
42CE-B790-
620F50EC2E8D&gdpr=1&g
dpr_consent=

[E58.28.7.84

simage4.pubmatic.com

https://simage4.pubmatic.
com/AdServer/SPug?
partneriD=156307&gdpr=1
&gdpr_consent=&us_priva
cy=1---

E= 323-202-69-
14.deploy.static.akamaitechnologies.com
(23.202.69.14)

secure-
assets.rubiconproject.co
m

https://secure-
assets.rubiconproject.co
m/utils/xapi/multi-
sync.html?
gdpr=1&p=15414&us_priv
acy=1---&endpoint=

E=| yi-in-f188.1e100.net (142.250.97.188)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

|75

Time

Jan 11, 2022 10:00:00 AM

Source

~110.7.15.24

Destination

&S 223-213-144-
202.deploy.static.akamaitechnologies.com
(23.213.144.202)

Application Name

ads.pubmatic.com

Resource

https://ads.pubmatic.com/
AdServer/js/user_sync.ht
ml?
gdpr=1&p=156307&userld
Macro=PM_UID&us_privac
y=1---
&predirect=https://sync.ta
boola.com/sg/rtb-
pubmatic-network/1/rtb-
h/?
gdpr=1&taboola_hm=PM_
UID&orig=video&us_priva
cy=1---

[ e2-bmr.ycpi.mib.yahoo.com
(68.180.135.252)

https://ads.yahoo.com/cm
siV1?
nwid=10000010181&eid=K
409043R-1T-

Yahoo! A
ahoot Ads DGA4L&sigv=1&esig=2~4bf7
579753eaa5eac35ecd6ec
adc9fc7449edd46&gdpr=1
&us_privacy=1---
E= mia07s60-in-f2.1e100.net (142.250.217.162 h /] . |
= mia07s60-in e100.net ( 50 62) Google Ads ttps://www.googletagser

vices.com/tag/js/gpt.js

&5 323-56-6-
27.deploy.static.akamaitechnologies.com
(23.56.6.27)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
437cb2686c7fd738

E= ec2-54-85-212-211.compute-
T.amazonaws.com (54.85.212.211)

Yahoo! Services

https://pr-
bh.ybp.yahoo.com/sync/r
ubicon/Ek15XkO5DMmma
JQKIGGG_sn5EUdSAgOZEt
emQ7wO0kco?
csrc=&gdpr=1&us_privacy
=1---
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Source Destination Application Name Resource

Jan 11, 2022 10:00:00 AM 110.7.15.24 &= 3.208.82.163 https://pixel.advertising.co
m/ups/55973/sync?
gdpr=1&uid=&_origin=1&u
s_privacy=1---&redir=true

pixel.advertising.com

[E= 18.207.55.234 http://stats.itopvpn.com/ii
nstall.php?
operate=2&user=1&app=i

Web Browsing ss1&ver=1.2.1.535&pr=es
&system=100&type=1&lan
g=es-

MX&ge 0=2058&insur=isr

[E5 mia09s21-in-f2.1€100.net (142.250.64.130)

[E edge-551.bunnyinfra.net (89.187.173.70) https://cdn.insurads.com/

bootstrap/7APPTXLE.js

[[+]l pikafka-4.cloudy.ovh (51.222.80.231) https://pixel.onaudience.c
om/?
pixel.onaudience.com partner=214&mapped=B1
67FFF9-3429-42CE-B790-
620F50EC2E8D

® 172.104.64.149 . https://gocm.c.appier.net/
gocm.c.appier.net .
pubmatic

insurads.com

= 192.184.68.191

&= 216.239.38.117 https://beacons2.gvt2.com
gvt2.com /domainreliability/upload-
nel

[ 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
c319be6535b6efd5
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Time Source Destination Application Name Resource

Jan 11, 2022 10:00:00 AM ~~110.7.15.24 [E=] 23.23.88.115 https://cs.emxdgt.com/um
?
redirect=https://s.amazon
-adsystem.com/ecm3?
ex=brealtime.com&id=$Ul

emxdgt.com

D
[E=] server-54-230-253-7.atl56.r.cloudfront.net https://s.ad.smaato.net/c/?
(54.230.253.7) adExInit=t&redir=https://s

ync.taboola.com/sg/smaat
ortb-network/1/rtb-h/?
orig=video&taboola_hm=$
UID&us_privacy=1---

ad.smaato.net

[#E5 52.183.220.149 Windows Update

E= 323-202-76- https://px.ownerig.net/ep
95.deploy.static.akamaitechnologies.com m?

(23.202.76.95) https://simage2.pubmatic.

com/AdServer/Pug?
vcode=bz0yJnR5cGUIMSZ
jb2RIPTMWNzZMmMdGwIM
TISNjAw& piggybackCooki

px.ownerig.net

e=$UID
&5 34.194.7.56 https:// .srv.stackadapt
= srv.stackadapt.com ps:/Isync srvs ackadap
.com/sync?nid=11
[E5199.38.167.128 https://p.rfihub.com/cm?

p.rfihub.com/cm in=1&pub=2079

E=] xx-fbcdn-shv-02-mia3.fbcdn.net
(157.240.14.19)
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Time

Jan 11, 2022 10:00:00 AM

Source

~110.7.15.24

_~|INTRA-10.149.20.83
(10.149.20.83)

S 52.183.220.149

Windows Update

_~|INTRA-10.149.20.85
(10.149.20.85)

| INTRA-10.149.20.87
(10.149.20.87)

] 72.21.81.240

Windows 10 Update

E=52.182.143.212

Windows Update

E5 152.195.19.156

Destination

Jan 11, 2022 9:00:00 AM

Application Name

110.7.15.24

Resource

= 72.21.91.29

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Acceso a Internet Report
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Time Source Destination Application Name Resource

[E= 152.195.19.156 http://update.iobit.com/infofiles/db/v8/db8_f

update.iobit.com

ree.upt

| INTRA-10.129.21.42
(10.129.21.42)
[E 104.212.67.39 windows.com
= 13.89.179.12
E= 40.125.122.151
== 201.191.210.154 img-s-msn-com.akamaized.net

img-prod-cms-rt-microsoft-

com.akamaized.net
[I §20.54.89.106 http://msedge.b.tlu.dl.delivery.mp.microsoft.

com/filestreamingservice/files/184d2264-
a126-4c54-9cea-6da78eae596a?

Windows Update P1=1642520881&P2=404&P3=2&P4=R/)13+cvG
n26yDgtj6 FS7ETssjOG DKclS2Y+8VHOGkfPYnW
AP+swA6/x5x0j7+0lPsTwT0ZgxAYyJx5fxMAGIg

= 13.107.5.91 https://www.xboxab.com/ab?
xboxab.com gameid=AC70E74F8D1044C5894D0DC261838A
8D

&= 3-0001.a-msedge.net
(204.79.197.200)
[ 20.189.173.5

Bing Maps

&S 23-213-224-
8.deploy.static.akamaitech

nologies.com
(23.213.224.8)

E= 52.216.10.13 Amazon S3

E= 13.89.179.10 Windows Update

&= 52.109.20.48
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Time Source

&S INTER-72.21.81.253

Driver Booster-update
(72.21.81.253)

Destination

http://www.cd4o.com/drivers/wlst/v.json

Application Name

B
123.35.104.34.bc.googleuse
rcontent.com
(34.104.35.123)

Google Chrome-update

http://edgedl.me.gvtl.com/edgedl|/release2/c
hrome/bizbk774ufgmvdz4rotdkb75k4_97.0.46
92.71/97.0.4692.71_96.0.4664.110_chrome_up
dater.exe

@S server-54-230-253-
26.atl56.r.cloudfront.net
(54.230.253.26)

[ vps-
91fbb4a7.vps.ovh.net
(54.38.159.36)

| INTRA-10.149.20.81
(10.149.20.81)

[E#552.185.211.133 Windows Update

S ec2-18-207-55-
234.compute-

1.amazonaws.com
(18.207.55.234)

itopvpn.com

http://stats.itopvpn.com/iusage.php?
app=iss1&pr=es&ver=1.2.1.535&lang=es&Icp=
1

_~|INTRA-10.149.20.82
(10.149.20.82)

[#E513.107.42.16 URLs_Skype_For_Business

[E 52.226.139.180 Microsoft Services

https://wbd.ms/windows-app-web-link

S 142.250.217.232 .
googletagmanager.com/gtm.js

https://www.googletagmanager.com/gtm.js?
id=GTM-NRGSZ26

&= vx-in-f188.1e100.net
(173.194.218.188)

E=5 mia09s21-in-
f3.1e100.net
(142.250.64.131)

AppOutlook

Acceso a Internet Report
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Time

[ server-54-230-253-
60.atl56.r.cloudfront.net
(54.230.253.60)

Source

Destination

S 104.18.22.52

fontawesome.com

https://kit.fontawesome.com/4c824c8716.js

= 40.126.24.147

URL-Microsoft

=5 mia09s26-in-
f14.1e100.net
(142.250.189.142)

Google Analytics

https://www.google-analytics.com/analytics.js

[E5 8.253.184.121

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/authrootstl.cab?
5e67bff55999efb4

# 13.78.111.198 MSN-web

&5 mia09s20-in-

f4.1e100.net

(172.217.15.196)

E= 52.217.107.1 ://S3. 6 -i -
=5 5 07.158 Amazon S3 https://s3.amazonaws.com/www-itopvpn

com2/server_list/20220111/pro_17263

&S mia07s54-in-
f3.1€100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.com/domainreliabili
ty/upload

-~ 10:0:0:0:0:0:0:0

5 20.190.152.19

URL-Microsoft

E= mia07s54-in-
f2.1e100.net (172.217.3.66)

Google Ads

E5 54.174.148.144

iobit.com

http://ascstats.iobit.com/other/db_scanstats.p
hp?scan=0

E= ye-in-f188.1e100.net
(172.217.204.188)

E= 178.73.210.187

Acceso a Internet Report

Application Name Resource
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Time

&5 8.253.165.249

Source

Windows 10 Update

Destination

http://au.download.windowsupdate.com/c/m
sdownload/update/software/secu/2021/11/ac
e-x-
none_9ca801284b232b79c083e32541fcfeadd2
1a7b7d.cab

= 40.125.122.176

Windows Update

E= 15.197.228.107

driverboosterscan.com

https://s1.driverboosterscan.com/worker.php

5 20.42.65.90

Windows Update

&S vt-in-f188.1e100.net
(173.194.215.188)

B 13.107.4.52

Microsoft NCSI

http://www.msftconnecttest.com/connecttes
t.txt

[+0 INTER-38.99.185.100
(38.99.185.100)

Kaspersky Lab-update

http://dnl-
17.geo.kaspersky.com/updaters/updater.xml.
klz

&S a23-222-77-
243.deploy.static.akamaite

https://static.echocdn.com/office365integrati

Application Name Resource

EchoSign )
chnologies.com . on/icons/as_96.png
(23.222.77.243)
Jan 11, 2022 8:00:00 AM 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

[E5 204.79.197.222

clo.footprintdns.com

URLs_Skype_For_Business

== 201.191.210.161

OneDrive-ICE

&= 69.173.151.100

https://token.rubiconproj
token.rubiconproject.com | ect.com/token?
pid=2179&pt=n

Acceso a Internet Report
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Source

Destination

Application Name

Resource

Jan 11, 2022 8:00:00 AM ~110.7.15.24

&= 69.173.151.100

pixel.rubiconproject.com/
tap.php

https://pixel.rubiconproje
ct.com/tap.php?
v=1053074&nid=2179&put
=vgGVXQBoSwCL19Vab56
4dA&next=https://s.amazo
n-adsystem.com/ecm3?
ex=rubiconprojectHMT&i
d=

_~ | INTRA-10.149.20.81 (10.149.20.81)

E=552.185.211.133

Windows Update

[E552.152.108.96

S 52.94.234.174

Amazon Web Services
(AWS)

https://cloudfront-
labs.amazonaws.com/x.pn

g

E=3.141.113.187

prod.experiment.routing.
cloudfront.aws.a2z.com

https://redirect.prod.expe
riment.routing.cloudfront.
aws.a2z.com/x.png

&= 543.bm-nginx-
loadbalancer.mgmt.lax1.adnexus.net
(104.254.149.100)

ib.adnxs.com/getuid

https://ib.adnxs.com/getui
d?https://s.amazon-
adsystem.com/ecm3?
id=$UID&ex=appnexus.co
m

] 20.189.173.7

Windows Update

S 3.94.45.3

pricesmart.com

https://www.pricesmart.c
om/site/cr/es/membrecia
?
gclid=EAlalQobChMIzb7m4
JPUSAIVCK-
GChODnw7tEAAYASAAEgL
WYvD_BwE

Acceso a Internet Report
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Source Destination

Application Name

Resource

Jan 11, 2022 8:00:00 AM ~110.7.15.24 = 185.167.164.49

cl.adform.net

https://c1.adform.net/serv
ing/cookie/match?
party=1153&redirect_url=
https://s.amazon-
adsystem.com/ecm3?
ex=adform.net&id=${UUI
D}

= 34.231.184.117

ads.samba.tv

https://ads.samba.tv/cooki
e_synczhttps://s.amazon-
adsystem.com/ecm3?
ex=samba.tv&id=

[E= edge-star-mini-shv-02-
mia3.facebook.com (157.240.14.35)

&= 172.178.211.35.bc.googleusercontent.com
(35.211.178.172)

x.bidswitch.net

https://x.bidswitch.net/syn
c_a9/https://s.amazon-
adsystem.com/ecm3?
ex=bidswitch.com&id=${U
uiD}

B mia07s60-in-f3.1e100.net (142.250.217.163)

Google Search

https://www.google.co.cr/
pagead/1p-user-
list/1063929773/?
userld=uurxGS35Tme6Y53
ucan7Htg&guid=ON&scrip
t=0&is_vtc=1&random=39
99016906 &ipr=y

[E5 45.79.218.207

Iciapi.ninthdecimal.com

https://Iciapi.ninthdecimal
.com/v1/Ici/sync/adv-
amzn/c-23445/?
rdr=https://s.amazon-
adsystem.com/ecm3?
&ex=ninthdecimal.com&i
d=${ND_UID}
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Time

Jan 11, 2022 8:00:00 AM

Source

~110.7.15.24

Destination

= 143.204.148.188

Application Name

IMDb

Resource

https://www.imdb.com/ad
s/idsync?
cid=a706a6beb&ex=imdb.
com

&= 8.28.7.81

image6.pubmatic.com

https://image6.pubmatic.c
om/AdServer/UCookieSet
Pug?rd=https://s.amazon-
adsystem.com/ecm3?
ex=pubmatic.com&id=#P
M_USER_ID

[E53.83.61.132

pixel.advertising.com

https://pixel.advertising.co
m/ups/56466/sync?
redir=true&_origin=1

S 23.213.224.245

ssum-
sec.casalemedia.com

https://ssum-
sec.casalemedia.com/use
rmatchredir?
s=184155&cb=https://s.am
azon-
adsystem.com/ecm3?
ex=index&id=__UID__

54.232.205.175

dpm.demdex.net

https://dpm.demdex.net/i
bs:dpid=139200&dpuuid=x
hcHaigjTjWj6 CORKuFyNg&
redir=https://s.amazon-
adsystem.com/ecm3?
ex=adobe.com&id=${DD_
UuID}

&S vy-in-f188.1e100.net (64.233.170.188)

&S 40.126.24.82

URL-Microsoft

&= 156.154.200.36

aa.agkn.com

https://aa.agkn.com/adsco
res/g.pixel?
sid=9212284268

| INTRA-10.149.20.83 (10.149.20.83)
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Source

Destination

Application Name

Resource

Jan 11, 2022 8:00:00 AM

~110.7.15.24

&5 INTER-40.97.152.18 (40.97.152.18)

| INTRA-10.149.20.84 (10.149.20.84)

&5 52.109.20.47

&= 38.113.165.142

&= vn-in-f188.1e100.net (173.194.210.188)

[E5 13.33.83.9

Amazon

https://www.amazon.com/
-/es/FLUKE-919811-PV350-
mé dulo-presi@n-y-
aspiradora/dp/B0000DSD
MA

EE 104.244.42.131

Twitter

https://analytics.twitter.co
m/i/adsct?
p_id=985&p_user_id=gUFe
IEHTRFOZCoO20BEszA&t
witter_redir=https://s.ama
zon-adsystem.com/ecm3?
ex=twca&id=gUFeiEHTRFO
ZCo0O20BEszA

[E= 30.90.190.35.bc.googleusercontent.com
(35.190.90.30)

odr.mookiel.com/t/v2

https://odr.mookiel.com/t
N2?
tagid=V2_393725&AMAZO
N_REGION_SPECIFIC_ENDP
OINT=s.amazon-
adsystem.com&src.visitorl
D=ARUO8NHySB-
BxfuQg9Dmzw

tzmiaa-aa-in-f3.1e100.net (142.251.35.227)

Gotomeeting

http://www.gstatic.com/ge
nerate_204

ads.stickyadstv.com

https://ads.stickyadstv.co
m/user-matching?id=2545

=
S 63.251.28.218
o=

69.192.140.229

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

| 87

Source

Destination

Jan 11, 2022 8:00:00 AM

~110.7.15.24

&S ec2-52-45-33-138.compute-

T.amazonaws.com (52.45.33.138)

Application Name

Yahoo Analytics

Resource

https://ups.analytics.yahoo
.com/ups/58516/sync?
_origin=1&redir=true&uid
=XhWgkf]CQICOgcbVzMvN
9Q

== 201.191.210.154

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
defcaa7cf9e4a82e

5 52.109.20.49

E=151.101.6.132

ispot.tv

https://pi.ispot.tv/v2/TC-
3673-1.gif?
redir=https://s.amazon-
adsystem.com/ecm3?
ex=ispot.tv&id={ISID}

E=172.67.214.69

HTTP/2 over TLS

[E5 34.229.3.43

loadus.exelator.com/load

https://loadus.exelator.co
m/load/?
p=2048g=8888&j=0

[E552.183.220.149

Windows Update

[E5 13.33.46.119

[E5 23.61.58.16

Office365-Delve

E5152.195.19.97

msftauth.net

E= 13.107.21.200

Bing Maps

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time

Jan 11, 2022 8:00:00 AM

Source

~110.7.15.24

Destination

&= 192.35.249.120

Application Name

sync.search.spotxchange.

Resource

https://sync.search.spotxc
hange.com/partner?
adv_id=7922&redir=https:/
/s.amazon-

/part
com/partner adsystem.com/ecm3?
ex=spotx.com&id=$SPOTX
_USER_ID
E=S mia09s21-in-f10.1e100.net (142.250.64.138) | AppOutlook

&= 20.42.65.85

Windows Update

[E550.16.206.77

bs.serving-
sys.com/serving

https://bs.serving-
sys.com/Serving?
cn=cs&rtu=https://s.amaz
on-adsystem.com/ecm3?
ex=sizmek&id=
[%tp_UserlD%]

=5 mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=rlsab
milexn5

B 923-213-225-
81.deploy.static.akamaitechnologies.com
(23.213.225.81)

MSN-web

http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb
yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time

Jan 11, 2022 8:00:00 AM

Source

~110.7.15.24

Destination

&= 34.206.33.80

Application Name

surveywall-
api.survata.com

Resource

https://px.surveywall-
api.survata.com/z?
|=https://s.amazon-
adsystem.com/ecm3?
ex=survata.com&id=

E= 104.22.25.87

zeotap.com

https://spl.zeotap.com/?
zdid=1353&env=mWeb&e
ventType=pageview&redi
r=https://s.amazon-
adsystem.com/ecm3?
ex=zeotap&id=$_ZTP_UUI
D

S 13.224.150.225

Dropbox

https://a1c80bf71ce5ef69
5fbbd78fa8c0476f4.profile
.nrt51-
c3.cloudfront.net/test.png

= 52.71.80.201

samplicio.us

https://usersync.samplicio
.us/amazon/pixel.gif?
https://s.amazon-
adsystem.com/ecm3?
ex=luc.id&id=

&= 38.113.165.138

[E5 mia07s54-in-f2.1e100.net (172.217.3.66)

Google Ads

https://cm.g.doubleclick.n
et/pixel?
google_nid=a9&google_c
m&ex=doubleclick.net

E=S 141.226.224.48

taboola.com

https://sync.taboola.com/s
g/amazon-a9-
network/1/rtb

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

Time

Jan 11, 2022 8:00:00 AM

Source

~110.7.15.24

Destination

[ES ec2-34-196-242-177.compute-
T.amazonaws.com (34.196.242.177)

Application Name

t.myvisualig.net

Resource

https://t.myvisualig.net/sy
nc?
prid=AMZNPNR1&ao=0&r
ed=https://s.amazon-
adsystem.com/ecm3?
ex=visualiq&id=${UUID}

&= 104.36.113.17

image2.pubmatic.com/ads
erver/pug

https://image2.pubmatic.c
om/AdServer/Pug?
vcode=bz0yJnR5cGUIMSZ
jb2RIPTMOMzgmdGwIMTI
5NjAw&piggybackCookie=
kHeSedazQ6SQNvZygaop
Tg&rd=https://s.amazon-
adsystem.com/ecm3?
ex=pubmaticHMT&id=${D
SP_UID}

[E= ec2-52-86-84-167.compute-
1T.amazonaws.com (52.86.84.167)

[#552.96.182.18

E5 23.197.154.17

office365

_~ | INTRA-10.129.21.36 (10.129.21.36)

[E= 223-61-56-
253.deploy.static.akamaitechnologies.com
(23.61.56.253)

cdn.onenote.net

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time

Jan 11, 2022 8:00:00 AM

Source

~110.7.15.24

Destination

&5 54.237.130.237

Application Name

Amazon WorkSpaces -
Forrester Log

Resource

https://fls-
na.amazon.com/1/p13n-
shared-
components/1/OP/p13n/b
atch/action/sp_detail_:vie
w@v=409,impressed@v=6
/sp_detail:BOONNGND85@
ref=sspa_dk_detail_0,B07Z
3LRN6M@ref=sspa_dk_det
ail_1,B07VNKVSN6@ref=ss
pa_dk_detail_2,B07DPK6Y
RS@ref=sspa_dk_detail_3,
BO7XDBYQG6@ref=sspa_d
k_detail_4,B07T7KCQ49@r
ef=sspa_dk_detail_5:action
=view,p=1,baseAsin=B000
ODSDMA, pd_rd_wg=f9tDX,
pd_rd_w=gCHbw,pd_rd_r=
a4b228e1-4905-4¢63-
a5chb-
acbh8c525c9a0%asin/sp_de
tail:BOONNGND85@ref=ss
pa_dk_detail_0,B07Z3LRN6
M@ref=sspa_dk_detail_1,B
07VNKVSN6@ref=sspa_dk_
detail_2,B07DPK6YRS@ref
=sspa_dk_detail_3,B07XDB
YQG6@ref=sspa_dk_detail
_4,BO7T7KCQ49@ref=sspa
_dk_detail 57
auiDeviceType=desktop&
marketplaceld=259684400
891532&marketplace=US
&requestld=D7015JD52Y0
98XQ7MBA4T &session=132-
0569955-6823066

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Source

Destination

Application Name

Resource

Jan 11, 2022 8:00:00 AM

~110.7.15.24

[E= 218.64.98.34.bc.googleusercontent.com
(34.98.64.218)

us-u.openx.net/w/1.0/cm

https://us-
u.openx.net/w/1.0/cm?
id=e818cale-0c23-caa8-
0dd3-
096b0ada08b7&r=https://s
.amazon-
adsystem.com/ecm3?
ex=openx.com&id=
{OPENX_ID}

[E520.140.56.68

azurefd.us

https://fp-
afd.azurefd.us/apc/trans.g
if?
34886454ad75f93b4a3873
decefebc22

[E5 50.57.31.206

uipglob.semasio.net

https://uipglob.semasio.ne
t/amazon/1/get?
_url=https://s.amazon-
adsystem.com/ecm3?
ex=semasio&id=${UIPID()}

= 52.152.110.14

Windows Update

&5 INTER-52.96.36.130 (52.96.36.130)

[E534.199.218.203

partners.tremorhub.com

https://amazon.partners.tr
emorhub.com/sync?
UIAM&redir=https://s.ama
zon-adsystem.com/ecm3?
ex=telaria.com&id=
[PARTNER_ID]

Jan 11, 2022 7:00:00 AM

- 110.7.15.24

= 52.185.211.133

Windows Update

_~ | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Source Destination Application Name Resource
Jan 11, 2022 7:00:00 AM ~110.7.15.24 E= https-208-111-136-0.fll.lInw.net http://ctldl.windowsupdat
(208.111.136.0) e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
48beffc93ae02439

5 52.109.20.48

@5 52.183.220.149 Windows Update

[E552.109.20.54

B mia09s21-in-f10.1e100.net (142.250.64.138) | AppOutlook

= 13.107.42.16 URLs_Skype_For_Business

= mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=

Google reCAPTCHA aHROcHMe6Ly9zdH)IYW10Y

XBILMNvbToONDM.&hl=es
&v=-
FlgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cbh=i474l|
5s6ppr6

&5 ud-in-f188.1€100.net (172.217.193.188)

= vj-in-f188.1e100.net (74.125.134.188)

[:M38.124.168.125 http://dnl-
Kaspersky Lab-update 07.geo.kaspersky.com/up
daters/updater.xml.klz

i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
d9fb3d69e0lecefde

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 11, 2022 7:00:00 AM 110.7.15.24 [E= 52.109.20.49
Jan 11, 2022 6:00:00 AM 110.7.15.24 [E5 52.183.220.149 Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

E552.185.211.133

Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

Jan 11, 2022 5:00:00 AM ~110.7.15.24 _10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.85 (10.149.20.85)

[E=52.182.143.208

Windows Update

E=52.185.211.133

Windows Update

= va-in-f188.1e100.net (74.125.31.188)

[E= vx-in-f188.1e€100.net (173.194.218.188)

[E= INTRA-142.250.98.188 (142.250.98.188)

E= 13.107.21.200

Bing Maps

== 201.191.210.153

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
7ed65a2e34fd80a0

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
286d7d9dbb1e85a5

Jan 11, 2022 4:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 11, 2022 4:00:00 AM 110.7.15.24 B mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
&S v|-in-f188.1e100.net (74.125.141.188)
| INTRA-10.149.20.85 (10.149.20.85)
[+l 4.28.136.39 http://dnl-
Kaspersky Lab-update 10.geo.kaspersky.com/up
daters/updater.xml.klz
E={ vo-in-f188.1e100.net (173.194.211.188)
&= vy-in-f188.1e100.net (64.233.170.188)
= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
Google reCAPTCHA aHROcHM6Ly9zdH)IYW10Y
XBILMNvbToONDM.&hl=es
&vV=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=oyxp
pmaqu7mp7
| INTRA-10.129.21.36 (10.129.21.36)
Jan 11, 2022 3:00:00 AM 110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)

_~ | INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time Source

Jan 11, 2022 3:00:00 AM ~110.7.15.24

Destination

= 168.62.242.76

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
7&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20220111T094758Z &
Ic=es-MX&pl=es-MX,en-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=bcb53323
81cad6cebf71f91f7090c 7ff
&ctmode=MultiSession&a
rch=x64&betaedgever=0.0
.0.0&canedgever=0.0.0.0&
cdm=1&cdmver=10.0.1904
1.1023&currsel=13286395
6261604284&devedgever
=0.0.0.0&devfam=Window
s.Desktop&devform=Unkn
own&devosver=10.0.1904
3.1415&disphorzres=1920

o i H 42 40 .l: "

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet %

Time Source Destination Application Name Resource
Jan 11, 2022 3:00:00 AM 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-

update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.520e
a58156f0519c95b6dd812
3b593f288ed1c27adad24e
edgedl.me.gvtl.com ed9f2e3fd24da71f9/1.820c
18f65ae7961a1c5a5c4623
1eb9d0a7ceb5411fba5392
5108a0a005a68b0d/0cba5
62ab7aa894e770ef182bf1a
2599f1c96a581e551ae70c
b5fbbd8ff4808e.crxd

i==i INTER-201.191.210.139 (201.191.210.139) img-prod-cms-rt-
microsoft-
com.akamaized.net

&= vr-in-f188.1€100.net (173.194.213.188)

&S vt-in-f188.1e100.net (173.194.215.188)

[E5 13.107.42.16 URLs_Skype_For_Business

Jan 11, 2022 2:00:00 AM -~ 110.7.15.24 &= 13.77.200.206

[E520.112.144.70

S vx-in-f188.1e100.net
(173.194.218.188)

= 13.107.21.200 Bing Maps

ES ue-in-f188.1e100.net
(172.217.204.188)

E= 40.126.24.81 URL-Microsoft

Jan 11, 2022 1:00:00 AM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 11, 2022 1:00:00 AM 110.7.15.24 B mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook

&S uj-in-f188.1e100.net (142.251.107.188)

&= ua-in-f188.1e100.net (108.177.12.188)

E= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV

Windows 10 Update Z7LBduom/nYB45SPUEw
QUS5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA+NRyLFPYjl
Dlie+x+dSjo=

S 323-213-225-

== ] ) ) CustomApp-

39.deploy.static.akamaitechnologies.com TraficoExcesivoMicrosoft

(23.213.225.39)

&S vy-in-f188.1e100.net (64.233.170.188)

E= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=28&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=

Google reCAPTCHA aHROcHM®6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&V=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=j4d2
mgqg7phpd
Jan 11, 2022 12:00:00 AM ~110.7.15.24 [#E= vo-in-f188.1€100.net (173.194.211.188)
[E=] INTRA-108.177.13.188 (108.177.13.188)
[E=] 38.77.64.67 http://dnl-

Kaspersky Lab-update 12.geo.kaspersky.com/up

daters/updater.xml.klz

_~ | INTRA-10.129.21.36 (10.129.21.36)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

|99

Time Source Destination Application Name Resource
Jan 10, 2022 11:00:00 PM -~ 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
| INTRA-10.149.20.82 (10.149.20.82)
&= va-in-f188.1e100.net (74.125.31.188)
| INTRA-10.149.20.85 (10.149.20.85)
E= vz-in-f188.1€100.net (108.177.11.188)
&= vn-in-f188.1e100.net (173.194.210.188)
= 13.107.21.200 Bing Maps
E= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
" DgMCGgUABBTBLOV27RV
URL-P tidosPol1113-
ros ermitidosro Z7LBduom/nYB45SPUEW
QUS5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UII8gIGm
ZT9XHrHijQel=
Jan 10, 2022 10:00:00 PM _~110.7.15.24 _~ |INTRA-10.149.20.85 (10.149.20.85)

[E=] 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/jflookgnkcckhobag
Indicnbbgbonegd/1.b5886
e€2a587d6862fa832b1fe02
57acbddeb3209823dac40c
7d3f98c9ca8ebdf/1.715d1
lefc2de8af25b5a4ddfbf39
5e5b62bf0a55519b159ee
0102ac300e760e8/5578d5
3f934c29a3cabaab1685de
27f1ef8117€a87809f55bf9
19ca3ea329fad.crxd

edgedl.me.gvtl.com

&5 v|-in-f188.1e100.net (74.125.141.188)

E= mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

Acceso a Internet Report
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Source

Destination Application Name Resource

Jan 10, 2022 10:00:00 PM 110.7.15.24 [E= 52.109.20.23

E= 40.126.24.149 URL-Microsoft

E= vt-in-f188.1e100.net (173.194.215.188)

E= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=28&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=

Google reCAPTCHA aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&V=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=9uzt
bfuvruni

Jan 10, 2022 9:00:00 PM 110.7.15.24 [*066.110.49.6 http://dnl-

Kaspersky Lab-update 19.geo.kaspersky.com/up
daters/updater.xml.klz

| INTRA-10.149.20.85 (10.149.20.85)

&= uj-in-f188.1e100.net (142.251.107.188)

&= vu-in-f188.1e100.net (173.194.216.188)

5] 13.107.42.16 URLs_Skype_For_Business

&= vy-in-f188.1e100.net (64.233.170.188)

Jan 10, 2022 8:00:00 PM ~110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.149.20.83 (10.149.20.83)

E=] vx-in-f188.1e100.net (173.194.218.188)

;. 211.212.237.203

E= 187.210.73.178.in-addr.arpa
(178.73.210.187)

[ 054.231.140.16 Amazon S3

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 10, 2022 8:00:00 PM -~ 110.7.15.24 &= 13.107.21.200 Bing Maps
= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr

DgMCGgUABBSAUQYBMgq
2awn1Rh6Doh/sBYgFV7gQ
UA95QNVDbRTLtmM8KPiGxv
DI7190VUCEAJOLqoXyo4hxx
e7H/z9DKA=

URL-PermitidosPol1113-
1155

| INTRA-10.129.21.36 (10.129.21.36)

Jan 10, 2022 7:00:00 PM _~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

[E= 67.26.125.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/aut
hrootstl.cab?
b0e6831cedd6c002

http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
08728c291165b1f4

5 mia09s22-in-f3.1e100.net (142.250.64.163) | AppOutlook

&5 ui-in-f188.1e100.net (142.250.97.188)

&= INTRA-108.177.13.188 (108.177.13.188)
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Time Source Destination Application Name

Jan 10, 2022 7:00:00 PM ~110.7.15.24 S 142.250.64.132

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=g91r
sdgm1k8r

Jan 10, 2022 6:00:00 PM _~110.7.15.24 [E= 104.208.16.94

Windows Update

| INTRA-10.149.20.85 (10.149.20.85)

E= 52.183.220.149 Windows Update
&5 52.185.211.133 Windows Update
[E=] 40.126.24.147 URL-Microsoft

== 20.50.201.200 Windows Update

&5 INTRA-142.250.98.188 (142.250.98.188)

&5 uj-in-f188.1e100.net (142.251.107.188)

85 34.206.7.151

Jan 10, 2022 5:00:00 PM ~~110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)
[E 52,183.220.149 Windows Update
E552.185.211.133 Windows Update

&= ud-in-f188.1e100.net (172.217.193.188)

[+04.28.136.36
Kaspersky Lab-update

http://dnl-
09.geo.kaspersky.com/up
daters/updater.xml.klz
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Source

Destination

Application Name

Resource

Jan 10, 2022 5:00:00 PM

~110.7.15.24

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edged|/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.820c
18f65ae7961a1c5a5c4623
1eb9d0a7ceb5411fba5392
5108a0a005a68b0d/1.f70e
abd1017f312f3202a9ae03c
60526e8e639a12bbal0bf92
e3887b8f72ac2f6/6103bfa
599419063bfa68b86f5e36
25eb4665a1e4224bba98b
cd81255bad1310.crxd

[E 2-0001.a-msedge.net (204.79.197.200)

Bing Maps

E= 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
d405ed00374d3138

= ya-in-f188.1e100.net (108.177.12.188)

= 20.189.173.1

Windows Update

= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ead7547dcd7e5e0f

[E5 8.252.53.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ce41610900334c30

Jan 10, 2022 4:00:00 PM

- 110.7.15.24

-~ 10:0:0:0:0:0:0:0
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Time

Jan 10, 2022 4:00:00 PM

Source

~110.7.15.24

Destination

&5 52.183.220.149

Application Name

Windows Update

Resource

= 52.185.211.133

Windows Update

&S va-in-f188.1e100.net (74.125.31.188)

&= 40.126.24.147

URL-Microsoft

| INTRA-10.149.20.83 (10.149.20.83)

[E5 8.252.16.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
fce12d0a43764807

E= 2184-26-133-
181.deploy.static.akamaitechnologies.com
(184.26.133.181)

MSN-web

http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb
yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

B, 40.126.24.149

URL-Microsoft

E= vn-in-f188.1e100.net (173.194.210.188)

5 20.189.173.5

Windows Update

E= 13.107.21.200

Bing Maps

| INTRA-10.129.21.42 (10.129.21.42)

| INTRA-10.129.21.36 (10.129.21.36)

Acceso a Internet Report
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Time Source Destination Application Name Resource

Jan 10, 2022 4:00:00 PM ~110.7.15.24 ES mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=

Google reCAPTCHA aHROcHM6Ly9zdH)IYW10Y
XBILmNvbToONDM.&hl=es
&v=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible &ch=v6fx

qlv3kwg0
@S mia09s21-in-f3.1e100.net (142.250.64.131) AppOutlook
S ec2-3-233-104-255.compute- https://cws.connectedpdf.
1.amazonaws.com (3.233.104.255) com/2.0.0.0/Foxit

cws.connectedpdf.com PhantomPDF/10.1.0.37527/

en-US/cpdfApi.json

E= vr-in-f188.1e100.net (173.194.213.188)

E= 2184-26-132-
12.deploy.static.akamaitechnologies.com
(184.26.132.12)

Jan 10, 2022 3:00:00 PM ~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

@5 52.183.220.149 Windows Update
S 20.189.173.21

E=72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
406dc1521a6f030c

| INTRA-10.149.20.83 (10.149.20.83)

E552.185.211.133 Windows Update

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 10, 2022 3:00:00 PM 110.7.15.24 [+166.110.49.4 http://dnl-
Kaspersky Lab-update 04.geo.kaspersky.com/up
daters/updater.xml.klz
E=] vx-in-f188.1e100.net (173.194.218.188)
&= vj-in-f188.1e€100.net (74.125.134.188)
[E= 323-56-6- http://ctldl.windowsupdat
64.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.64) Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
01b989017ba83526
E= 8.253.165.230 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
add16dc801bc30f1
[E={ 104.208.16.89 Windows Update
&S vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
03bc95033e3cb4b9
[E5 ye-in-f188.1e100.net (172.217.204.188)
Jan 10, 2022 2:00:00 PM ~110.7.15.24 E= 52.183.220.149 Windows Update

[E552.152.108.96

Windows Update

E552.168.117.173

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= vg-in-f188.1e100.net (173.194.212.188)

[E=] 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

Acceso a Internet Report
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Time

Jan 10, 2022 2:00:00 PM

Source

~110.7.15.24

Destination

&= 13.107.4.50

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
a45582abeledac9a

E=52.185.211.133

Windows Update

B 72.246.64.57

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
42c0b0e972446bd0

5 vt-in-f188.1e100.net (173.194.215.188)

E= 13.107.4.52

Microsoft NCSI

http://www.msftconnectte
st.com/connecttest.txt

E= mia07s57-in-f14.1e100.net (142.250.64.238)

E= 13.107.42.16

URLs_Skype_For_Business

E= mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=-
FlgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=619g
oijshkkg

&S vx-in-f188.1€100.net (173.194.218.188)

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

&5 152.195.50.205

Web Browsing

http://update.itopvpn.com
/infofiles/screenshot1/upd
ate.upt

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 10, 2022 2:00:00 PM ~110.7.15.24 [E= 323-56-6- http://ctldl.windowsupdat
64.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.64) Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
b4073dc64ed780a8
E= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
76903b09137834ae

5 52.109.20.39

Jan 10, 2022 1:00:00 PM ~110.7.15.24 =5 mia09s20-in-f4.1€100.net (172.217.15.196) Google Search

https://www.google.com/i
mages/branding/googlelo
go/2x/googlelogo_color_9
2x30dp.png

Google Images

https://www.google.com/a

Gotomeeting sync/ddljson?async=ntp:2

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E#552.185.211.133 Windows Update

E= 2184-28-22- )
http://ctldl.windowsupda...

a(zg.iezzlg)zlzztg)tic.akamaitechnologies.com Windows 10 Update http://ctldl.windowsupda...
E= 52.183.220.149 Windows Update
&= 20.189.173.2 Windows Update
E=20.189.173.13 Windows Update

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 10, 2022 1:00:00 PM 110.7.15.24 B 323-213-145- http://cdn.content.prod.c
76.deploy.static.akamaitechnologies.com ms.msn.com/singletile/su
(23.213.145.76) mmary/alias/experienceb
MSN-web yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews
&= ud-in-f188.1e100.net (172.217.193.188)
E=52.111.239.4 Office365-Delve
[E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
[E5 20.190.152.20 URL-Microsoft
S tzmiaa-aa-in-f3.1e100.net (142.251.35.227) HTTP/2 over TLS
# 40.79.189.59 Windows Update
= ua-in-f188.1e100.net (108.177.12.188)
ES mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
Jan 10, 2022 12:00:00 PM ~110.7.15.24 = ]B0T-62.0.58.94 (62.0.58.94) pp.abbny.com
ii.hago.net
gmaiil.com

www.thescreensnapshot...
v.beahh.com
epicunitscan.info
email.yg9.me

gmil.com
mbox.freehostia.com
iphumiki.com
baufaich.com

£12139.45.197.237

http://outsliggooa.com/40..
http://iphumiki.com/5/44...
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Source Destination Application Name Resource

Jan 10, 2022 12:00:00 PM -~ 110.7.15.24 215 139.45.197.237 https://offfurreton.com/40

offfurreton.com 0/3395407

outsliggooa.com

https://hetaint.com/4/376

hetaint.com 6238/2var=embed 1001

_~ | INTRA-10.149.20.85 (10.149.20.85)

glE 139.45.197.239
https://inpage-
push.com/400/4461932

0 188.42.224.24 http://baufaich.com/1855
3/wiki.html

inpage-push.com

baufaich.com

=I5 139.45.197.236 https://dooloust.net/5/376

5555/?00=1&aab=1

http://dooloust.net/5/3765
555/?00=1&aab=1

dooloust.net

&5 52.168.117.173
Windows Update

[ §217.182.200.65 tapecontent.net https://3652634689.tapec..
P ' https://3652634689.tapec..

= 188.42.224.69 https://whoutsog.net/styl...
whoutsog.net https://whoutsog.net/boo..
https://whoutsog.net/jque.

[E#552.185.211.133 Windows Update

== hosted-by.host-palace.com https://api.movcloud.net/..
movcloud.net .
(103.194.169.190) https://api.movcloud.net/..

| INTRA-10.149.20.84 (10.149.20.84)

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet

[111

Time Source Destination

Jan 10, 2022 12:00:00 PM ~110.7.15.24 = 104.18.4.195

Application Name

cdnflv.net

Resource

https://cdnflv.net/server1
5/db57c45f437fc023fbf325
2f8211f92e/ep.1163510033
2.1635100341.full.m3u8?
mac=UBtpAw30D10+0J1tt
Q301Yf2b7QDFiCSVcd3LVA
wUnc=&expiry=16418452
92516

E5 192.243.59.12

http://dismantlepenantite
rrorist.com/pxf.gif?
uuid=&eb=accde5adc50bf
a367729902023c8eb42&te
=a80f9135e19acff96c6734
ed9629931a&ua=Mozilla/
5.0 (Windows NT 10.0;
Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/97.0.4692.71
Safari/537.36&dev=r&res=
12.31&b_frame=1&pk=5c2
cabd2f1c5d1785a0c679ac
01a5c78&bl=es-
ES&sr=920x1536&sz=960x
1536&hjs=12
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Time

Jan 10, 2022 12:00:00 PM

Source

~110.7.15.24

Destination

E= 192.243.59.12

Application Name

dismantlepenantiterrorist.
com

Resource

https://dismantlepenantit
errorist.com/pxf.gif?
uuid=&eb=accde5adc50bf
a367729902023c8eb42&te
=a80f9135e19acff96c6734
ed9629931a&ua=Mozilla/
5.0 (Windows NT 10.0;
Win64; x64)
AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/97.0.4692.71
Safari/537.36&dev=r&res=
12.31&b_frame=1&pk=5c2
ca6d2f1c5d1785a0c679ac
01a5c78&bl=es-
ES&sr=920x1536&sz=960x
1536&hjs=12

= 72.21.81.240

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

£13 139.45.195.8

https://my.rtmark.net/gid..

t k.net
rimarkne https://my.rtmark.net/im...
E= 20.42.73.29
5 mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gvt2.com/
gvt2.com domainreliability/upload-

beacons.gcp.gvt2.com

nel

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

o1 5.226.176.16

bet365.com

https://www.bet365.com/
olp/open-account/?
affiliate=365_01000614

[E520.189.173.20

Acceso a Internet Report
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Source Destination Application Name Resource

Jan 10, 2022 12:00:00 PM ~110.7.15.24 &5 20.189.173.21
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Time Source Destination

Jan 10, 2022 12:00:00 PM ~110.7.15.24 E= 151.101.6.114

Application Name

prd.jwpltx.com

Resource

https://prd.jwpltx.com/v1/j
wplayer6/ping.gif?
h=722444571&e=s&n=521
9178198318024&aid=GCC
G&amp=0&at=1&c=-
1&ccp=0&cp=0&d=0&eb=
0&ed=6&emi=tl2mtp110rix
&i=1&lid=18k7dcdfy4sd&ls
a=read&mt=0&pbd=1&pb
r=1&pgi=payd83k3I5dq&p
h=1&pid=aVr2l)gW&pii=08&
pl=477&plc=1&pli=12q8ow
b8pstt&pp=hlsjs&ppm=V0O
D&prc=1&ps=4&pss=1&pt
=Watch Gate: Jieitai
Kanochi nite, Kaku
Tatakaeri Episode
1&pu=https://www2.jkani
me.to/&pv=8.24.0&pyc=1
&s=08&sdk=0&stc=1&stpe=
08&tv=3.37.0&vb=1&vi=0.98
&vI=25&wd=848&abm=1&
bwe=133248&cae=0&cct=0
&cdid=myVideo&drm=0&
ff=2860&fsm=0&|=4&Ing=
en-
US&mk=hls&mu=https://c
dnflv.net/server15/db57c
45f437fc023fbf3252f8211f
92e/ep.11635100332.1635
100341.full.m3u8?
mac=UBtpAw30D10%2Bo)
1ttQ301Yf2b7QDFiCSVcd3
LvAwUnc%3D&expiry=164
1845292516&pcp=0&pd=1
&plng=en-

1LICO no 140 210
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Time

Jan 10, 2022 12:00:00 PM

Source

~110.7.15.24

Destination

E=151.101.6.114

Application Name

p.jwpcdn.com

Resource

https://ssl.p.jwpcdn.com/p
layer/v/8.24.0/jwpsrv.js

@S va-in-f188.1e100.net
(74.125.31.188)

S 40.97.126.178

&= 38.113.165.151

= 8.240.252.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
5bdd3175bbe90724

E=172.67.141.12

animeflv.id

https://cdn.animeflv.id/co
ver/gate-jieitai-kanochi-
nite-kaku-tatakaeri.jpg

= mc.yandex.ru (87.250.251.119)

Yandex

https://mc.yandex.ru/clma
p/648151757page-
url=https://sbplay2.com/e/
ayneabxfkabq&pointer-
click=rn:72321872:x:38725:
y:2978:t:1752:p:AATAAAAT
2ATA1:X:432:Y:194&brows
er-
info=gdpr:14:u:163881414
9555231383:v:722:vfiykeyj
kafpgygy7cm9r:rgnl:1:st:1
6418386528&t=gdpr(14)ti(0)
&force-urlencoded=1
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Source

Destination

Application Name

Resource

Jan 10, 2022 12:00:00 PM

~110.7.15.24

[E= 1.80.190.35.bc.googleusercontent.com
(35.190.80.1)

nel.cloudflare.com

https://a.nel.cloudflare.co
m/report/v3?
s=eNTzBi/96BInhDn/+nW
ZRjugf8EXOUKTTf6R8AN+9
vrQc3gmd89BlyUimuUtc4d
nd2QKQDN1vs7931/WJJgAj)
OH90rL4hr0CIDxybcQSSE
1FkCQsYFaKvBbMkmlfr

E=S 2184-28-224-
139.deploy.static.akamaitechnologies.com
(184.28.224.139)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
95e1288506c072be

&5 192.243.59.20

eatwinner.com

https://eatwinner.com/ac/
96/89/ac9689ea4c0b7525
0967275b2219e87e.js

= 104.21.235.148

tapecontent.net

https://thumb.tapeconten
t.net/thumb/BY2920VLr3
uWWQ/pVRApqbvbKUr3z0

P8

= 62.122.170.197

2qj7mag3w4uxe.com

https://2gj7mq3w4uxe.co
m/1877492/

| INTRA-10.149.20.83 (10.149.20.83)

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/release2/chrom
e_component/frzs3kpnwb
tsbf62hixd3wavhu_314/Im
elglejhemejginpboagddgd
fbepgmp_314_all_ZZ_efém
sémel2ejyybtyogdqfppau.
crx3

&5 INTRA-142.250.98.188 (142.250.98.188)

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 10, 2022 12:00:00 PM 110.7.15.24 E5172.64.167.17 https://streamtape.com/g
et video?

id=0J2X0elLD07CZbPy&ex
pires=1641908713&ip=FR
ONKRWAES9XKxR&token=
T3g0FnZcc_IA&stream=1

streamtape.com

_~ | INTRA-10.149.20.82 (10.149.20.82)

[# 52.226.139.185 Microsoft Services

= mia07s62-in-f8.1e100.net (142.250.217.232) https://www.googletagma
googletagmanager.com nager.com/gtag/js?id=UA-
112386827-4

= mia09s21-in-f3.1e€100.net (142.250.64.131) AppOutlook

157.90.33.78 https://eu.messenger-

messenger-notify.digital | |\ e digital/g0/465820

[E= tzmiaa-aa-in-f3.1e100.net (142.251.35.227) https://www.gstatic.com/c
Gotomeeting v/js/sender/v1/cast_sende
r.js?loadCastFramework=1

&= 8.252.88.126 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
873f34b26ac3b04b
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Source Destination Application Name Resource
Jan 10, 2022 12:00:00 PM ~110.7.15.24 == mc.yandex.ru (77.88.21.119) https://mc.yandex.ru/watc
h/61426822/1?page-

url=goal://streamtape.co
m/first_pop_fired&page-
ref=https://streamtape.co
m/e/0J2X0eLD07CZbPy/&
charset=utf-8&browser-
info=ar:1:gdpr:14:vfiykcyjk
qfpgygy6303j:fu:3:en:utf-
8:la:es-
ES:v:722:cn:1:dp:1:1s:62155
8636235:hid:75731079:z:-
360:1:202201010120643:et:1
641837999:c:1:rn:7707706
84:rqn:463:u:16289777581
063843397:w:848x468:s:15
36x960x24:sk:1.25:ifr:1:cpf
:lintf:1:eu:0:ns:164166981
9847.ds:,,,,,,,,,5200,5200,3,:
dsn:,,,,,,...5200,5200,3,:wv:2
:c0:0:adb:2:pp:3629563401
rgnl:1:st:1641837999:t:Str
eamtape.com&t=gdpr(14)

Yandex-multimedia

aw(1)It(517400)ti(2)
im=si 201.191.210.153 ak.hetaint.com
E= mia09s26-in-f14.1e100.net https:// . le-
== Google Analytics ps ‘WWW BOOBIE I
(142.250.189.142) analytics.com/analytics.js
E= 172.67.214.208 https://animeid.cc/streami

ng.php?

animeid.cc id=MzU5NDQ=&title=Gate

: Jieitai Kanochi nite, Kaku
Tatakaeri Episodio 1

E=] xx-fbcdn-shv-02-mia3.fbcdn.net
(157.240.14.19)

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time Source

Jan 10, 2022 12:00:00 PM ~110.7.15.24

Destination

= 172.64.166.17

Application Name

streamtape.com

Resource

https://streamtape.com/st
at/b60aa3d14382cfa2bd?
a=0&rc=03AGdBqg25ferOv
3wDBI5DwYsWT6PNODLU
v8J2UkmijfJvii5aMu5Vfrocn
K09Q69TuzZCtDKK8Cnf1s2
txrFHVHKk3gOr5timWJhIXjE
xylHm-
kwfdzriqWH9qChgZ3uircp
9YP7SNN3rHY ctFAOWLuUJz
GQuWq5v_U5UCHhvajEv
mgCxI1696pINZmLGIF9i0
mMC5ASEAO3mv7pp77zZgL
bCFMRgNzb4Ea7LJ9Bsc_yE
r8750ZYE2suvVO_H8fE24j0I
Pe79QgzycNvygC8B2HWz
Tul_qjUCVbZRTIVKZU2Fn
aehYLsD3aj8js600_EA7nH
8HOfj6 LOEkirSzz4wQG6jH
hilAs67Su1dt1AUvZE_ssO6
Ly9u1J4dZxdxG9DMTIRVK
YT8AdrUmw_5C1VTCCnED
fiszjnOUFR9WXRxpq_DaSp
pLJa8 QWWUCPTYJCWOS1]
MBbylfDOFYy1z6

&= 20.189.173.13

Windows Update

[E= 222.234.227.35.bc.googleusercontent.com
(35.227.234.222)

E= mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/reload?
k=6LfDWNSUAAAAAGaxIiiQ
pfv-5_b8zWR4mgv7RKvs

[E= 104.208.16.90

Windows Update
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Time

Jan 10, 2022 12:00:00 PM

Source

~110.7.15.24

Destination

= 172.67.156.220

Application Name

jkanime.to

Resource

https://www?2.jkanime.to/f
avicon.ico

[E5 20.190.152.19

URL-Microsoft

E5104.22.33.172

offerimage.com

https://offerimage.com/w
ww/images/c0a2b26b208d
ff35b15fb692522a4dd7.jp

€g

E= ue-in-f188.1e100.net (172.217.204.188)

&S] 923-220-189-
69.deploy.static.akamaitechnologies.com
(23.220.189.69)

MSN-web

http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb
yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

E= vt-in-f188.1e100.net (173.194.215.188)

& 13.107.4.52

Microsoft NCSI

http://www.msftconnectte
st.com/connecttest.txt

£l% 139.45.197.240

HTTP/2 over TLS

| INTRA-10.129.21.36 (10.129.21.36)

E552.111.239.4

Office365-Delve

£13139.45.197.238

beshucklean.com

https://beshucklean.com/
4/4485980/?
var=embed1000

== 213.152.183.132

akamai-cdn-content.com

https://www117.akamai-
cdn-
content.com/hls/tysxefcx
uw66j6cdaaubztsifx555gr
naerbf7175he35btq546cr
wcn35lg/seg-15-vi-al.ts

== INTER-201.191.210.139 (201.191.210.139)

ak.hetaruvg.com
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Time Source Destination Application Name Resource
Jan 10, 2022 12:00:00 PM 110.7.15.24 Jan 10, 2022 11:00:00 AM _110.7.15.24 &= https-208-111-136-
http://ctldl.windowsupdate.com/m 0fll.llnw.net
load/ v3/static/ (208.111.136.0)
Windons 10 Usndeie sdown c?ad update/v3/static/truste
dr/en/pinrulesstl.cab?
8d69f8d949b5cf3f

S 223-56-6-
27.deploy.static.akamaitec | Windows 10 Update
hnologies.com (23.56.6.27)

&= 3-0001.a-msedge.net

http://ctldl.windowsupda...
http://ctldl.windowsupda...

Bing Maps

(204.79.197.200)

[#E5 52.183.220.149 Windows Update

[E552.185.211.133 Windows Update

== 20.50.201.195 Windows Update

&= 52.168.117.170 Windows Update

[E5 13.107.42.16 URLs_Skype_For_Business

= uf-in-f188.1e100.net

(172.217.203.188)

&= vz-in-f188.1e100.net

(108.177.11.188)

E=] 20.42.73.24 Windows Update

[E= 223-56-6- http://ctldl.windowsupdat

35.deploy.static.akamaitec e.com/msdownload/updat

hnologies.com (23.56.6.35) Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1df904ca123433ed

&= vy-in-f188.1e100.net

(64.233.170.188)

Jan 10, 2022 10:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)
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Source Destination Application Name Resource
Jan 10, 2022 10:00:00 AM 110.7.15.24 - |INTRA-10.149.20.82 (10.149.20.82)
&= https-208-111-136-0.fll.lInw.net
(208.111.136.0) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
0604534da20c8ca4
&= 8.252.16.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
75d5f113a10feb6aa
£1251.132.193.105 Windows Update
@5 52.183.220.149 Windows Update
[E#552.185.211.133 Windows Update

= INTRA-142.250.98.188 (142.250.98.188)

@5 20.42.65.84 Windows Update

@5 20.189.173.2 Windows Update

E= mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=

Google reCAPTCHA aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=hzru
eubcmkka

E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 10, 2022 10:00:00 AM 110.7.15.24 B 20.42.73.24 Windows Update
&= vu-in-f188.1e100.net (173.194.216.188)
[E= 223-56-6- http://ctldl.windowsupdat
27.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.27) Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5eb337f8b538e4a5
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
6326fe0247b3e9f4
Jan 10, 2022 9:00:00 AM 110.7.15.24 &S v|-in-f188.1e100.net (74.125.141.188)

= 52.185.211.133

Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

&S vt-in-f188.1e100.net (173.194.215.188)

== 20.50.201.195

Windows Update

=5 mia09s21-in-f10.1€100.net (142.250.64.138)

AppOutlook

[E5 20.42.65.89

Windows Update

[E5 8.252.53.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
140530de96c9ec15

Windows 10 Update

E= vz-in-f188.1€100.net (108.177.11.188)

Acceso a Internet Report
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Time Source

Jan 10, 2022 9:00:00 AM ~110.7.15.24

Destination

B 52.184.215.140

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
9&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20220110T 1530087 &
Ic=es-MX&pl=es-MX,en-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=c8a98c9
d79034f2bb82d19a1bf66a
6b4&ctmode=MultiSessio
n&arch=x64&betaedgeve
r=0.0.0.0&canedgever=0.0.
0.0&cdm=1&cdmver=10.0.
19041.1023&currsel=13727
17440000000008&devedgev
er=0.0.0.0&devfam=Windo
ws.Desktop&devform=Un
known&devosver=10.0.19
043.1415&disphorzres=19

aANo i H 42 40 .l:
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Time Source Destination

Jan 10, 2022 9:00:00 AM ~110.7.15.24 = 40.126.24.83

Application Name

URL-Microsoft

Resource

&S 8.253.165.241

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
9462b0e3e005389d

== 201.191.210.153

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
12bc519b15b7ab72

E5 20.44.10.123

Windows Update

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
296284346b415986

Jan 10, 2022 8:00:00 AM

_~ | INTRA-10.149.20.84
(10.149.20.84)
== 201.191.210.155

Windows 10 Update

[ES va-in-f188.1e100.net
(74.125.31.188)

&= 13.107.4.50

Windows 10 Update

&= yn-in-f188.1e100.net
(173.194.210.188)

_~110.7.15.24

_~|INTRA-10.149.20.83
(10.149.20.83)

http://ctldl.windowsupda...
http://ctldl.windowsupda...

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
2d8b56614521f56e
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Destination Application Name Resource

Time Source
E552.185.211.133 Windows Update
= 13.107.21.200 Bing Maps

== 20.50.201.195 Windows Update

| INTRA-DNSO001
(10.129.20.21)

= 13,107.42.16 URLs_Skype_For_Business

_~|INTRA-10.129.21.36
(10.129.21.36)

[E=] vk-in-f188.1e100.net
(74.125.139.188)

=S mia09s20-in-
f4.1e100.net
(172.217.15.196) Google reCAPTCHA

https://www.google.com/recaptcha/api2/anch
or?ar=2&k=6LfDWNsUAAAAAG axliiQpfv-
5_b8zWR4mgv7RKvs&co=aHROcHM6Ly9zdH]!
YW10YXBILmNvbToONDM.&hl=es&v=-
FJgYf1d3dZ_QPcZP7bd85hc&size=invisible &c
b=3y10eawttxal

E= mia09s21-in-

f3.1e100.net AppOutlook
(142.250.64.131)
[E=52,182.143.210 Windows Update

[E5 ua-in-f188.1e100.net
(108.177.12.188)

[E= 104.208.16.88 Windows Update

i==i 201.191.210.153
Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
d7ac3a7fa145f3ce

E 13.89.179.9 Windows Update

Jan 10, 2022 7:00:00 AM ~110.7.15.24

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

Acceso a Internet Report
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Acceso a Internet 1127

Source Destination Application Name Resource
Jan 10, 2022 7:00:00 AM -~ 110.7.15.24 _~ |INTRA-10.149.20.82 (10.149.20.82)
E= 20.189.173.10 Windows Update

&= v|-in-f188.1e100.net (74.125.141.188)

&= vn-in-f188.1e100.net (173.194.210.188)

== 13.69.109.130 Windows Update

&= 8.253.184.98 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
90f9f772f6c14b03

[+] 66.110.49.4 Kaspersky Lab-update

[#5 20.42.65.85 Windows Update

= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=

Google reCAPTCHA aHROcHMe6Ly9zdH)IYW10Y

XBILmNvbToONDM.&hl=es
&v=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=wm4

fopmseifé

&= vx-in-f188.1e100.net (173.194.218.188)

E= mia09s21-in-f3.1e100.net (142.250.64.131) AppOutlook

== 201.191.210.154 http://ctldl.windowsupdat
e.com/msdownload/updat

Windows 10 Update e/v3/static/trustedr/en/dis

allowedcertstl.cab?
7e7cf869ad432426
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Time Source Destination Application Name Resource
Jan 10, 2022 7:00:00 AM 110.7.15.24 E= 20.190.152.19 URL-Microsoft
Jan 10, 2022 6:00:00 AM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
E= 13.89.179.10 Windows Update
&= vz-in-f188.1e100.net (108.177.11.188)
[E 52,183.220.149 Windows Update
E= ua-in-f188.1e100.net (108.177.12.188)
E= 20.189.173.4 Windows Update
E=52.168.112.67 Windows Update
[E5 13.89.178.27 Windows Update
Jan 10, 2022 5:00:00 AM 110.7.15.24 = 20.42.73.24 Windows Update
[ 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
581f9fec075f212a
E={ 20.189.173.15 Windows Update
[E5] 3-0001.a-msedge.net (204.79.197.200) Bing Maps
[E=52,183.220.149 Windows Update
[E5 20.189.173.6 Windows Update
&= https-208-111-136-128.fll.IInw.net http://ctldl.windowsupdat
(208.111.136.128) e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
42bac0155e0a371b
&= vy-in-f188.1e100.net (64.233.170.188)
# 13.78.111.199 Windows Update
Jan 10, 2022 4:00:00 AM 110.7.15.24 - 10:0:0:0:0:0:0:0
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Time

Jan 10, 2022 4:00:00 AM

Source

~110.7.15.24

Destination

| INTRA-10.149.20.83 (10.149.20.83)

Application Name Resource

| INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.149.20.84 (10.149.20.84)

&5 323-61-56-
253.deploy.static.akamaitechnologies.com
(23.61.56.253)

cdn.onenote.net

E= mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

E= 923-213-225-
81.deploy.static.akamaitechnologies.com
(23.213.225.81)

http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb
MSN-web yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

&= vn-in-f188.1e100.net (173.194.210.188)

&= ui-in-f188.1e100.net (142.250.97.188)

== 201.191.210.155

http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
9baldc84ae3124a0

_~ | INTRA-10.129.21.36 (10.129.21.36)
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Source Destination Application Name Resource

Jan 10, 2022 4.:00:00 AM ~110.7.15.24 ES mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=

Google reCAPTCHA aHROcHM®6Ly9zdH)IYW10Y
XBILmNvbToONDM.&hl=es
&v=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible &cb=xutiz
zigvlkh

Jan 10, 2022 3:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.81 (10.149.20.81)

E= vr-in-f188.1e€100.net (173.194.213.188)

ES vt-in-f188.1e100.net (173.194.215.188)

Jan 10, 2022 2:00:00 AM . 110.7.15.24 &= 13.77.200.206

[E5 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/release2/chrom
e_component/jazb2bsu3d
pjg3fn57br7jamdq_7089/h
fnkpimlhhgieaddgfemjhof
mfblmnib_7089_all_oibzcq
rrp6g2azmd4oy7egstdey.cr
X3

edgedl.me.gvtl.com

# 38.34.185.140

@5 40.126.24.149 URL-Microsoft
[E= 13.107.21.200 Bing Maps

B 323-213-225-
39.deploy.static.akamaitechnologies.com
(23.213.225.39)

&= vh-in-f188.1e100.net (74.125.26.188)

CustomApp-
TraficoExcesivoMicrosoft
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Time Source Destination Application Name Resource
Jan 10, 2022 2:00:00 AM ~110.7.15.24 5 52.217.198.144 Amazon S3
&= ue-in-f188.1e100.net (172.217.204.188)
Jan 10, 2022 1:00:00 AM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
&= v|-in-f188.1e100.net (74.125.141.188)
E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
_~ |INTRA-10.149.20.81 (10.149.20.81)
&= vo-in-f188.1e100.net (173.194.211.188)
&= ua-in-f188.1e100.net (108.177.12.188)
[+066.110.49.4 Kaspersky Lab-update
= 13.107.42.16 URLs_Skype_For_Business
[E= mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
Google reCAPTCHA aHROcHM®6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&vV=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=sjplh
zuqgrkxt
Jan 10, 2022 12:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

&= 20.112.144.70

&S uf-in-f188.1e100.net (172.217.203.188)

&S va-in-f188.1e€100.net (74.125.31.188)

| INTRA-10.149.20.81 (10.149.20.81)

&= ug-in-f188.1e100.net (172.253.123.188)

Acceso a Internet Report

Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



Acceso a Internet 1132

Source Destination Application Name Resource

Jan 10, 2022 12:00:00 AM ~110.7.15.24 | INTRA-10.129.21.36 (10.129.21.36)

Acceso a Internet Report Jan10, 2022 12:00 AM-Jan 14, 2022 11:59 PM



