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Acceso a Internet

Resultados
Time Source Destination
Dec 17, 2021 11:00:00 PM 110.7.15.24 [E= va-in-f188.1e100.net (74.125.31.188)

Application Name Resource

| INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

= 52.96.182.2

= uj-in-f188.1e100.net (142.251.107.188)

&5 vh-in-f188.1e100.net (74.125.26.188)

E5 13.107.42.16

URLs_Skype_For_Business

| INTRA-10.3.128.70 (10.3.128.70) ~10:0:0:0:0:0:0:0

Dec 17, 2021 10:00:00 PM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.129.21.42 (10.129.21.42)

| INTRA-10.149.20.83 (10.149.20.83)

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

| INTRA-10.149.20.85 (10.149.20.85)

[E5 52.94.238.249

https://unagi.amazon.com
/1/events/com.amazon.cs
m.csa.prod

Amazon

[E5 vz-in-f188.1€100.net (108.177.11.188)

&S vt-in-f188.1e100.net (173.194.215.188)

&S vy-in-f188.1e100.net (64.233.170.188)

i== INTER-201.191.210.163 (201.191.210.163)

office365
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Acceso a Internet

Time Source Destination

Dec 17, 2021 10:00:00 PM ~110.7.15.24 =5 mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=ye8nwzgznrng

Google reCAPTCHA

| INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 17, 2021 9:00:00 PM _~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.82 (10.149.20.82)

[E= vx-in-f188.1e€100.net (173.194.218.188)

5 20.190.152.22

URL-Microsoft

E= ue-in-f188.1e100.net (172.217.204.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 17, 2021 8:00:00 PM _~110.7.15.24 E= ud-in-f188.1e100.net (172.217.193.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

= yf-in-f188.1e100.net (172.217.203.188)

_~ | INTRA-10.149.20.84 (10.149.20.84)

= 13.107.21.200

Bing Maps

| INTRA-10.129.21.36 (10.129.21.36)

Dec 17, 2021 7:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.129.21.42 (10.129.21.42)

_~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)
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Acceso a Internet

Time Source Destination Application Name

Dec 17, 2021 7:00:00 PM ~110.7.15.24 B mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook

Resource

= vw-in-f188.1e100.net (173.194.217.188)

&= vn-in-f188.1e100.net (173.194.210.188)

5 52.185.211.133

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
62fddcee458bbdof

_~ | INTRA-10.149.20.82 (10.149.20.82)

E=S INTRA-108.177.13.188 (108.177.13.188)

=5 mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqaOAP&size=invisible &
cb=1zcfgt8zcxx2

| INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0

Dec 17, 2021 6:00:00 PM _~110.7.15.24 5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
e5be878e658ccchb

&= mia07s54-in-f3.1e100.net (172.217.3.67) URL-PermitidosPol1113-

1155

beacons.gcp.gvt2.com

https://beacons5.gvt3.com
/domainreliability/upload-
redirected

https://beacons.gcp.gvt2.c

om/domainreliability/uplo
ad
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Acceso a Internet

Time Source Destination Application Name

Dec 17, 2021 6:00:00 PM ~110.7.15.24 &S vg-in-f188.1e100.net (173.194.212.188)

Resource

== INTER-201.191.210.171 (201.191.210.171)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
Ob4dafe7f13bf144

E= 13.107.4.50

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
db9efb25120a88c0

&5 8.253.184.120

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
fee79f40bc6729c¢1

[E5 8.253.184.97

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
3eeca467d0bdcbcf

&5 vk-in-f188.1e100.net (74.125.139.188)

[E5 20.189.173.15

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
2dbcfce4792618d6

E5 152.195.50.205

E= vz-in-f188.1e€100.net (108.177.11.188)

[E#552.168.112.67 Windows Update

==134.101.114.154 gcp.gvt2.com

https://e2c9.gcp.gvt2.com/
nel/
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Source Destination Application Name Resource
Dec 17, 2021 6:00:00 PM ~~110.7.15.24 E= 216.239.32.117 https://beacons2.gvt2.com
gvt2.com /domainreliability/upload-
nel

E= vu-in-f188.1e100.net (173.194.216.188)

[E=] 40.126.24.81 URL-Microsoft
Dec 17, 2021 5:00:00 PM _~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
== 201.191.210.155 http://ctldl.windowsupda...
Windows Update http://ctldl.windowsupda...

http://ctldl.windowsupda...

_~ | INTRA-10.149.20.82 (10.149.20.82)

= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1896af88bd71423c

&S va-in-f188.1e100.net (74.125.31.188)

[E= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
09bc83809472d54a

E552.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
98042016b6987dc4

= 13.107.21.200 Bing Maps

[E5 13.107.42.16 URLs_Skype_For_Business
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Acceso a Internet

Source

Destination

Application Name

Resource

Dec 17, 2021 5:00:00 PM ~110.7.15.24

&= 20.189.173.15

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f482d80f37bcbd7e

[E5 8.252.53.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
4ed9d08edbb4b641

-~ 10:0:0:0:0:0:0:0

B 67.26.125.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
a3568c5b2919894a

E=] vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
8387cedc73615291

_~|INTRA-10.3.128.70 (10.3.128.70)

-~ 10:0:0:0:0:0:0:0

Dec 17, 2021 4:00:00 PM _110.7.15.24

_~ | INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.83 (10.149.20.83)

&5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
746eb5cb0365b3c9

| INTRA-10.129.21.42 (10.129.21.42)
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Acceso a Internet

Source

Destination

Application Name

Resource

Dec 17, 2021 4:00:00 PM

~110.7.15.24

== INTER-201.191.210.171 (201.191.210.171)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
0d2996f2471fb2cc

_~ | INTRA-10.149.20.85 (10.149.20.85)

[E5 52.46.137.70

Amazon

https://unagi.amazon.com
/1/events/com.amazon.cs
m.csa.prod

== 20.50.201.195

Windows Update

5 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

= 52.96.104.50

E=5 mia09s20-in-f4.1e100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECORmM
zMqaOAP&size=invisible &
cb=e11kp2tfxiev

| INTRA-10.129.21.36 (10.129.21.36)

&= ud-in-f188.1e100.net (172.217.193.188)

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

&5 20.189.173.14

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
d40856c7d77ebdee
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Acceso a Internet 9

Source Destination Application Name Resource

Dec 17, 2021 4:00:00 PM 110.7.15.24 [E= 52.182.143.210 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
€0944a40495f23ae

i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1b135dd118d109cb

E= 184.26.132.12

&= 8.240.253.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
a4f982ab05b6a4d7

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 17, 2021 3:00:00 PM ~110.7.15.24 _10:0:0:0:0:0:0:0

i==i 201.191.210.155 http://ctldl.windowsupda...
Windows Update http://ctldl.windowsupda...
http://ctldl.windowsupda...

E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
b920f8789858de83
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Acceso a Internet

[10

Time Source

Dec 17, 2021 3:00:00 PM ~110.7.15.24

Destination

= 168.62.242.76

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
9&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211217T210015Z &l
c=es-MX&pl=es-MXen-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=e 103226e
bb53466e835c38addb1b8
Teb&ctmode=MultiSessio
n&arch=x64&betaedgeve
r=0.0.0.0&canedgever=0.0.
0.0&cdm=1&cdmver=10.0.
19041.1023&currsel=13727
17440000000008&devedgev
er=0.0.0.0&devfam=Windo
ws.Desktop&devform=Un
known&devosver=10.0.19
043.1415&disphorzres=19

aANo i H 42 40 .l:
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Acceso a Internet 111

Source Destination Application Name Resource
Dec 17, 2021 3:00:00 PM 110.7.15.24 = vw-in-f188.1e100.net (173.194.217.188)
[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl|/release2/chrom
e_component/ihwls7i52h
mtn4hqgsd27r2gazi_202112
edgedl.me.gvtl.com 11.416272608/obedbbhbp
mojnkanicioggnmelmoom
0c_20211211.416272608_al
|_ES500000_dy50h5keurci
grn5zrpytdufdy.crx3
E=13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
fabb61a907587e1a
EE] https-208-111-136-0.fll.Inw.net
(208.111.136.0)
E552.168.117.170 Windows Update
= https-208-111-136-128.fll.IInw.net http://ctldl.windowsupdat
(208.111.136.128) e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
40f5ffc99ddd13db
i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/aut
hrootstl.cab?
ca6414c6fabfOfOe
&= vy-in-f188.1e100.net (64.233.170.188)
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Acceso a Internet 112

Source Destination Application Name Resource
Dec 17, 2021 3:00:00 PM 110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
83634eebaeaa3lsa
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 17, 2021 2:00:00 PM -~ 110.7.15.24 | INTRA-10.149.20.85

(10.149.20.85)

_~|INTRA-10.149.20.82
(10.149.20.82)
i==i INTER-201.191.210.171

http://ctldl.wind da...
Windows Update p://ctldl.windowsupda

(201.191.210.171) http://ctldl.windowsupda...
5 13.89.179.10 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
21cd6ef40ab8819d
[E= 2-0001.a-msedge.net Bing M
ing Maps
(204.79.197.200) & Miap
E=13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
f73a997469d3c4al
E552,185.211.133 Windows Update

E= vt-in-f188.1e100.net
(173.194.215.188)
[E552.96.173.210
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Acceso a Internet

[13

Time Source

i==i 201.191.210.147
Windows Update

Destination

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
4d7d19d41d3e8bf7

E=] ya-in-f188.1e100.net
(108.177.12.188)

E552.96.172.98

B
vipOx008.map2.ssl.hwcdn. | Windows Update
net (209.197.3.8)

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
788e0667¢374b0d9

[E=] 40.126.24.82 URL-Microsoft

[E5 8.240.253.254
Windows Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
598409b10fc405db

Application Name

Resource

| INTRA-10.3.128.70 -~ 10:0:0:0:0:0:0:0
(10.3.128.70)
Dec 17, 2021 1:00:00 PM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

E552.185.211.133

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

| INTRA-10.129.21.42 (10.129.21.42)

| INTRA-10.149.20.85 (10.149.20.85)

S 52.182.143.208

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f9276387029cfe 1f

&= 8.253.184.120

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
de844e38fe75db71
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Acceso a Internet

[14

Time Source Destination

Dec 17, 2021 1:00:00 PM ~110.7.15.24 &5 52.183.220.149

Application Name

Windows Update

Resource

= 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

[E= INTER-52.96.29.82 (52.96.29.82)

5 20.189.173.12

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
407348ecl1cdda50e

[E5 20.42.65.88

Windows Update

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqgaOAP&size=invisible &
cb=4k8cubkey6bsu

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

[E552.94.232.195

Amazon

https://unagi.amazon.com
/1/events/com.amazon.cs
m.csa.prod

== 201.191.210.147

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f7828bb7071fceeb

= vu-in-f188.1e100.net (173.194.216.188)

= ug-in-f188.1e100.net (172.253.123.188)
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Acceso a Internet 115

Time Source Destination Application Name Resource

Dec 17, 2021 1:00:00 PM ~110.7.15.24 i==i INTER-201.191.210.163 (201.191.210.163) office365

E552.96.172.114

| INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0
Dec 17, 2021 12:00:00 PM ~~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
E= 13.107.4.50 http://ctldl.windowsupda...

Wind Updat
indows Lpdate http://ctldl.windowsupda...

&= https-208-111-136-0.fll.lInw.net

(208.111.136.0) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/aut
hrootstl.cab?
2db2407b7d1ee9fe

=] vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupda...

Wi
indows Update http://ctldl.windowsupda...

S 923-222-77-

187.deploy.static.akamaitechnologies.com MSN-web
(23.222.77.187)
E= 52.182.143.208 Windows Update
@5 40.126.24.148 URL-Microsoft
i==i 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6531a2bee51242ac
&= https-208-111-136-128.fll.IInw.net http://ctldl.windowsupdat
(208.111.136.128) e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/aut
hrootstl.cab?
7ecf891ddb75ad36
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Acceso a Internet 116

Source Destination Application Name Resource

Dec 17, 2021 12:00:00 PM -~ 110.7.15.24 i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
15266d4660b7aab3

E= ue-in-f188.1e100.net (172.217.204.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 17, 2021 11:00:00 AM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
[E=172.64.166.17 https://streamtape.com/e..
streamtape.com
https://streamtape.com/g..
= ]B0T-62.0.58.94 (62.0.58.94) email.yg9.me

iphumiki.com

E=172.67.141.12

animeflv.id https://cdn.animeflv.id/
[ §20.54.89.15
-~ |INTRA-10.149.20.82 (10.149.20.82)
&3 139.45.197.239
https://inpage-

i -push.
INPage-push.com push.com/801/

[ Ans3169051.ip-51-195-5.eu (51.195.5.15)
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Time

Dec 17, 2021 11:00:00 AM

Source

~110.7.15.24

Destination

[ A ns3169051.ip-51-195-5.eu (51.195.5.15)

Application Name

tapecontent.net

Resource

https://868418831.tapeco
ntent.net/radosgw/7RQQ)j
8k42LS86D/uThHMQTOsb
dkk2ER2AzpkZjhv9uCfSs2S
KBZw7el1ZNt5W1sb0sRfH
Wh-Mk_ZSgVEGK]6IT 74-
OHrv3XK2uzm3ykqaikpF4x
VENGiasmp8rTeNNUN3bv
gxyb6Vtif3AS2wU7vtfudEr
881eei7EEmm3Y]_pcxPB3t
_r9zwkXLg45NMVWb9Jvvf
Z22703-Etu-
sCErHkfEKCedey_Dib7VT_
WvOPpcRfG6gXjyXcvvKQiB
dMT 1kXzyV-
HNrP57Ixlc_PeEr756u501A
uUf/3532_11.mp4?
stream=1

E=104.21.31.238

http://tagcachestaticx.com
/tag.js
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Time Source

Dec 17, 2021 11:00:00 AM ~110.7.15.24

Destination

= mc.yandex.ru (77.88.21.119)

Application Name

Yandex-multimedia

Yandex

Resource

https://mc.yandex.ru/watc
h/61426822?
wmode=7&page-
url=https://streamtape.co
m/e/7RQQj8k42LS86D/&p
age-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy7cm9r:fp:2322:fu:0
:en:utf-8:la:es-
ES:v:720:cn:1:dp:0:1s:62155
8636235:hid:751100918:z:-
360:i:20211217115209:et:1
639763530:¢:1:rn:3032520
10:rqn:419:u:16289777581
063843397:w:848x468:s:15
36x960x24:sk:1.25:ifr:1:cpf
:1:ntf:1:ns:1639763525908:
ds:112,476,216,118,32,0,,14
43,1,,,,2412:dsn:112,476,21
6,118,32,0,,1353,1,,,,2412:w
v:2:co:0:adb:2:rgnl:1:st:163
9763530:t:Streamtape.co
m&t=gdpr(14)aw(1)ti(2)

https://mc.yandex.ru/met
rika/tag.js

== 201.191.210.155

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

5 mia09s26-in-f14.1e100.net
(142.250.189.142)

Google Analytics

https://www.google-
analytics.com/analytics.js

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

5 20.189.173.5

Windows Update
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Time Source

Dec 17, 2021 11:00:00 AM ~110.7.15.24

Destination

E= 20.42.72.131

Application Name

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
3bead4938b22e5506

5 20.189.173.12

Windows Update

[ §20.50.80.210

Windows Update

= uf-in-f188.1e100.net (172.217.203.188)

[E5 20.42.65.89

MSN-web

https://browser.events.dat
a.msn.com/OneCollector/
1.02cors=true&content-
type=application/x-json-
stream&client-
id=NO_AUTH&client-
version=1DS-Web-JS-
2.2.2&apikey=0ded60c75e
44443aa3484c42c1c43fe 8-
9fc57d3f-fdac-4bcf-b927-
75eafe60192e-
7279&upload-
time=1639762133749&ext.
intweb.msfpc=GUID=b880
e52f4da546f3b83cb400c70
2e013&HASH=b880&LV=20
2108&V=4&LU=163000868
6258&time-delta-to-
apply-
millis=1397&w=0&anonck
nm=app_anon

B 172.67.156.220

jkanime.to

https://www2.jkanime.to/

E= mia07s61-in-f8.1e100.net (142.250.217.200)

googletagmanager.com

https://www.googletagma
nager.com/gtag/js?id=UA-
112386827-4
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Time Source Destination Application Name Resource

Dec 17, 2021 11:00:00 AM -~ 110.7.15.24 E= ua-in-f188.1e100.net (108.177.12.188)
[E= 1.80.190.35.bc.googleusercontent.com https://a.nel.cloudflare.co
(35.190.80.1) m/report/v3?

s=17iuugrMze/N+MwX15K
TkRd4VBdQQVLeum)vjpd]

nel.cloudflare.com GOTIiY+erpb59jSnX3cRNz
0Q3B4fO6Vvvj8Y+r/lre1/B6
BH8MoVOC3ALXAONCK/fK
Az7nyBYrG69A9nPFCbNa
SsaOlE=

[l §20.54.89.106 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
80751454bdala8ce

E= 104.21.235.147 https://thumb.tapeconten
t.net/thumb/7RQQj8k42LS
86D/pdZ60D)xB9fradp.jp

tapecontent.net

g

&= vy-in-f188.1e100.net (64.233.170.188)

i==i [INTER-201.191.210.163 (201.191.210.163) ak.hetaruvg.com

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

i==i INTER-201.191.210.171 (201.191.210.171) http://ctldl.windowsupdat
e.com/msdownload/updat

Windows Update e/v3/static/trustedr/en/pin

rulesstl.cab?
dc1fed3da9617bf7

[ES ec2-18-224-207-128.us-east- https://atlas-

2.compute.amazonaws.com (18.224.207.128) Cisco Jabber a.wbx2.com/admin/api/v1/

users/activations
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Source

Destination

Application Name

Resource

Dec 17, 2021 11:00:00 AM

~110.7.15.24

= 192.124.249.24

http://ocsp.godaddy.com/
MEQwQjBAMD4wPDAJBgU
rbDgMCGgUABBTkIINKBAzX

GoDadd
obaady kFOQhOPpe!I3IfH)9GPAQUOS
SWOpHUTBFxs2HLPaH+3a
hg1OMCAxvnFQ==
&= idbrokertemp.webex.com (64.68.100.6) Webex

&= server-13-226-52-72.mia3.r.cloudfront.net
(13.226.52.72)

[E552.185.211.133

Windows Update

5 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

S 104.22.32.172

offerimage.com

https://offerimage.com/w
ww/images/3f10d9017¢90
26d2190bcabe3b1e9d80.

peg

= 13.107.42.16

URLs_Skype_For_Business

= 52.111.239.4

Office365-Delve

E= mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

glE 139.45.197.237

offfurreton.com

https://offfurreton.com/40
0/3395407

i 188.42.224.24

baufaich.com

https://baufaich.com/rese
t.css?
aHROcHM6Ly9qgb210aW5n
aS5uZXQvYXB1LnBocD96
b25laWQINDQ2MTkyNyZv
ZjOx

&S 2184-26-132-
146.deploy.static.akamaitechnologies.com
(184.26.132.146)

Webex
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Time Source Destination Application Name Resource
Dec 17, 2021 11:00:00 AM ~~110.7.15.24 E= 170.72.231.161 https://atlas-
Cisco Webex Teams a.wbx2.com/admin/api/v1/

users/activations

== 201.191.210.154 img-s-msn-
com.akamaized.net
i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
€13354e2225252c5
-~ |INTRA-10.3.2.199 (10.3.2.199) - 10:0:0:0:0:0:0:0
&= ec2-34-192-109-76.compute- )
Cisco.com
T.amazonaws.com (34.192.109.76)
Dec 17, 2021 10:00:00 AM 110.7.15.24 - |INTRA-10.149.20.84 (10.149.20.84)
=5 mia07s57-in-f14.1€100.net (142.250.64.238)
https://google.com/domai
google.com .
nreliability/upload
[E5 mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/g

en_204?
atyp=i&ei=W7g8YbWrG_m
SwbkP34Sz8Al&ct=slh&v=t
Gotomeeting 1&im=M&pv=0.104583443
10208312&me=70:163975
8438101,V,0,0,0,0:1256719,
V,0,0,1536,818:1492,e,B&z
x=1639759696313
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Time Source Destination

Dec 17, 2021 10:00:00 AM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=r7g12e716moz

i==i INTER-201.191.210.171 (201.191.210.171)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f8ba7426fe43bbc7

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
d8f25de28f5ef9e9

[E= INTRA-142.250.98.188 (142.250.98.188)

= 52.185.211.133

Windows Update

= 52.96.184.34

= 52.111.225.5

Microsoft Store

= 52.46.132.114

Amazon

https://unagi.amazon.com
/1/events/com.amazon.cs
m.csa.prod

[E= vz-in-f188.1e€100.net (108.177.11.188)

E=52.109.124.125

wikipedia.firstpartyapps.o
aspapps.com
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Time Source Destination Application Name Resource
Dec 17, 2021 10:00:00 AM 110.7.15.24 &= vo-in-f188.1e100.net (173.194.211.188)
i==i 201.191.210.147 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
4358b6810ff5d324
[E#552.168.112.67 Windows Update
E552.168.117.169 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2db244f119e70456
&= e2a.google.com (216.239.32.116)
[E= 104.208.16.88 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
39dfa5d4113ec9a8
&= ug-in-f188.1e100.net (172.253.123.188)
@5 40.126.24.82 URL-Microsoft
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
4cfd74bc38564dae
&= 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/bu
MSN-web ndles/v1/windowsShell/lat
est/manifest.json
Dec 17, 2021 9:00:00 AM ~110.7.15.24 &= 20.42.73.29

Windows Update

_~ | INTRA-10.149.20.83 (10.149.20.83)
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Time

Dec 17, 2021 9:00:00 AM

Source

~110.7.15.24

Destination

| INTRA-10.149.20.85 (10.149.20.85)

Application Name

Resource

E= 3-0001.a-msedge.net (204.79.197.200)

office365
Bing Maps

&5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
db8067bb9cb03739

5 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
c12bf16b06de1bec

| INTRA-10.149.20.84 (10.149.20.84)

= vw-in-f188.1e100.net (173.194.217.188)

&= 8.253.184.120

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
b395311c5402040e

E=52.185.211.133

Windows Update

[E= vn-in-f188.1€100.net (173.194.210.188)

S 52.109.12.63

Microsoft Services

= 52.182.141.63

Windows Update

&= 20.189.173.10

Windows Update

E= mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

= 13.89.178.26

Windows Update

E= ye-in-f188.1e100.net (172.217.204.188)
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Time Source Destination Application Name Resource

Dec 17, 2021 8:00:00 AM 110.7.15.24 [E= 52.183.220.149 Windows Update

&S tzmiaa-aa-in-f4.1e100.net (142.251.35.228) Google Search

https://google.com/domai

HTTP/2 over TLS
ver nreliability/upload

https://www.google.com/c
omplete/search?
client=chrome-
omni&gs_ri=chrome-ext-
Gotomeeting ansg&xssi=t&g=&oit=0&gs
_rn=42&sugkey=AlzaSyBOt
i4mM-
6x9WDnNZljleyEU210pBXq
WBgw&safe=active

_~ | INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.129.21.42 (10.129.21.42)

_~ | INTRA-10.149.20.85 (10.149.20.85)

E5 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6132bc54b260277e

E= 40.126.24.146 URL-Microsoft

[ 54.239.29.0 https://unagi.amazon.com
Amazon /1/events/com.amazon.cs
m.csa.prod

E= 20.189.173.9 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/aut
hrootstl.cab?
0a0658bbae575dc5
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Time Source Destination Application Name

Dec 17, 2021 8:00:00 AM ~110.7.15.24 &= 2-0001.a-msedge.net (204.79.197.200) Bing Maps

Resource

&S ec2-52-7-134-38.compute-

T.amazonaws.com (52.7.134.38) cws.connectedpdf.com

https://cws.connectedpdf.
com/2.0.0.0/Foxit
PhantomPDF/10.1.0.37527/
en-US/cpdfApi.json

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=28&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &
cb=4x1xzodsztat

[E5 20.42.65.89 MSN-web

ES mia07s54-in-f3.1e100.net (172.217.3.67)
beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

&= 13.89.178.26 Windows Update

&= https-208-111-136-128.fll.lInw.net

(208.111.136.128)
Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7¢71b2663d1b6714

&= ug-in-f188.1e100.net (172.253.123.188)

&= vy-in-f188.1e100.net (64.233.170.188)

E 20.190.152.19 URL-Microsoft

&5 v|-in-f188.1e100.net (74.125.141.188)

= server-13-226-52-72.mia3.r.cloudfront.net
(13.226.52.72)
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Time Source Destination Application Name Resource
Dec 17, 2021 8:00:00 AM 110.7.15.24 E=52.185.211.133 Windows Update
&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)
&= 72.21.91.29 http://crl.verisign. /
= Certificate Revocation List p-Arcriverisign.com/pca
3.crl
E5 13.107.42.16 URLs_Skype_For_Business
_~ |INTRA-10.129.21.36 (10.129.21.36)
E552,111.239.4 Office365-Delve
E552.96.182.2
=i 201.191.210.154 img-s-msn-
com.akamaized.net
[E] 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/bu
MSN-web ndles/v1/vyindowsSheII/Iat
est/experience.eae895e7
f2c03e06a692.js
E=216.239.38.117 https://beacons2.gvt2.com
gvt2.com /domainreliability/upload-
nel
Dec 17, 2021 7:00:00 AM 110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

[E552.185.211.133

Windows Update

[E552.182.143.208

Windows Update

_~ | INTRA-10.149.20.85 (10.149.20.85)

= INTRA-142.250.98.188 (142.250.98.188)

[E5 20.189.173.3

Windows Update

E=S 223-204-156-
69.deploy.static.akamaitechnologies.com
(23.204.156.69)

office365

&= 20.42.65.85

Windows Update
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Time Source Destination Application Name Resource
Dec 17, 2021 7:00:00 AM 110.7.15.24 [#513.89.179.9 Windows Update
Dec 17, 2021 6:00:00 AM 110.7.15.24 = 52.185.211.133 Windows Update

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

= 52.178.17.3

Windows Update

&5 52.183.220.149

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
515ee464d9ebac54

Windows Update

£1251.104.15.252

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
438ac8e26e47dd2a

Windows Update

== 13.69.109.130

Windows Update

= 72.21.91.29

http://crl.verisign.com/pca

Certificate Revocation List
3.crl

E=S INTRA-108.177.13.188 (108.177.13.188)

E5 mia09s20-in-f4.1e100.net (172.217.15.196)

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &
cb=dcg2wbigmtix

Google reCAPTCHA
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Time Source Destination Application Name Resource
Dec 17, 2021 6:00:00 AM ~110.7.15.24 =S 323-61-56-
253.deploy.static.akamaitechnologies.com cdn.onenote.net
(23.61.56.253)
&5 209.54.180.49 https://unagi.amazon.com
Amazon /1/events/com.amazon.cs
m.csa.prod
== 20.50.201.200 Windows Update
[ES] 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/w
MSN-web eathermapdata/1/static/sv
g/72/MostlySunnyDay.svg
Dec 17, 2021 5:00:00 AM 110.7.15.24 &5 52.183.220.149 Windows Update
| INTRA-10.149.20.82 (10.149.20.82)
| INTRA-10.149.20.85 (10.149.20.85)
&S] INTER-40.97.152.18 (40.97.152.18) Office365-Outlook-web
[E= a-0001.a-msedge.net (204.79.197.200) Bing Maps
&= 20.189.173.7 Windows Update
&= uj-in-f188.1e100.net (142.251.107.188)
== 20.50.201.195 Windows Update
= 13.107.42.16 URLs_Skype_For_Business
[ §20.50.80.210 Windows Update
-~ 10:0:0:0:0:0:0:0
E 13.89.179.9 Windows Update
&5 52.96.172.114
Dec 17, 2021 4:00:00 AM _~110.7.15.24 _~ |INTRA-10.149.20.84 (10.149.20.84)

== INTER-201.191.210.171 (201.191.210.171)

http://adl.windows.com/a
ppraiseradl/2021_12_16_03
_02_AMDé64.cab

windows.com
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Source Destination Application Name Resource

Dec 17, 2021 4:00:00 AM ~110.7.15.24 &= v|-in-f188.1e100.net (74.125.141.188)

| INTRA-10.149.20.85 (10.149.20.85)

[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co

(34.104.35.123) m/edgedl/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.af33
53cd0f0a0acad4cch9399b
ad128aaeb88caf2b460281

edgedl.me.gvtl.com c877bb848e858473/1.050

a27bb135537662fdbef919
6e15fc34798e0320203348
ca678515d0f3e5931/422d
39343f8c224821b1d4965c¢
194ac443dea7cclce228ba
7b1d4f2bef7f6045.crxd

E= vz-in-f188.1e€100.net (108.177.11.188)

ES vt-in-f188.1e100.net (173.194.215.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)

= 40.126.24.81 URL-Microsoft
Dec 17, 2021 3:00:00 AM ~110.7.15.24 ~~10:0:0:0:0:0:0:0
[E= 209.54.180.49 https://unagi.amazon.com
Amazon /1/events/com.amazon.cs

m.csa.prod

= vr-in-f188.1e100.net (173.194.213.188)

[E552.96.104.18

&= vy-in-f188.1e100.net (64.233.170.188)
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Time Source Destination Application Name Resource
Dec 17, 2021 3:00:00 AM ~110.7.15.24 ES mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
G | CAPTCHA -
oogie re aHROcHM6Ly9zdH)IYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECORmM
zMqaOAP&size=invisible &
cb=wxb7méwdyfgc
Dec 17, 2021 2:00:00 AM 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
[E= s3-1.amazonaws.com (52.216.142.150)
[E= 13.107.21.200 Bing Maps
[E ua-in-f188.1e100.net (108.177.12.188)
[E 72.21.91.29 http://crl.verisign. /
= Certificate Revocation List p-rrcri.verisign.com/pca
3.crl
[E=] 323-213-225-
= ] ) ) CustomApp-
39.deploy.static.akamaitechnologies.com TraficoExcesivoMicrosoft
(23.213.225.39)
i==i [INTER-201.191.210.163 (201.191.210.163) office365
[[*l 3.99.151.6 ICMP Protocol
Dec 17, 2021 1:00:00 AM 110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)
| INTRA-10.149.20.84 (10.149.20.84)
E= yw-in-f188.1e100.net (173.194.217.188)
| INTRA-10.149.20.85 (10.149.20.85)
E=| yi-in-f188.1e100.net (142.250.97.188)
Dec 17, 2021 12:00:00 AM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.85 (10.149.20.85)
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Source Destination Application Name Resource
Dec 17, 2021 12:00:00 AM -~ 110.7.15.24 i==i INTER-201.191.210.139 (201.191.210.139) img-prod-cms-rt-
microsoft-

com.akamaized.net

E=] vt-in-f188.1e100.net (173.194.215.188)
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Time Source

Dec 17, 2021 12:00:00 AM ~110.7.15.24

Destination

&5 52.184.206.73

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
7&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211217T064212Z &l
c=es-MX&pl=es-MXen-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=a9c1a390
c42c415eb34be1b0e0366d
98&ctmode=MultiSession
&arch=x64&betaedgever=
0.0.0.0&canedgever=0.0.0.
0&cdm=1&cdmver=10.0.1
9041.1023&currsel=132842
244997623396&devedgev
er=0.0.0.0&devfam=Windo
ws.Desktop&devform=Un
known&devosver=10.0.19
043.1415&disphorzres=19

2N0 i H 42 40 .l:
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Source

Destination

Application Name

Resource

Dec 17, 2021 12:00:00 AM

~110.7.15.24

&= vu-in-f188.1e100.net (173.194.216.188)

| INTRA-10.129.21.36 (10.129.21.36)

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqgaOAP&size=invisible &
cb=it2dq1bzd1wk

[E=] va-in-f188.1e100.net
(74.125.31.188)

= ud-in-f188.1e100.net
(172.217.193.188)

= v|-in-f188.1e100.net
(74.125.141.188)

5 13.248.190.80

&5 20.190.152.20

URL-Microsoft

= mia07s54-in-
f3.1€100.net (172.217.3.67)

beacons.gcp.gvt2.com

13.107.4.52

Microsoft NCSI

Certificate Revocation List

=
B 72.21.91.29
o=

40.97.170.2

Dec 16, 2021 11:00:00 PM

_~110.7.15.24

_~|INTRA-10.149.20.85
(10.149.20.85)

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

http://www.msftconnectte
st.com/connecttest.txt

http://crl.verisign.com/pca
3.crl
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Time Source Destination Application Name Resource
Dec 16, 2021 10:00:00 PM 110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)
&= uf-in-f188.1e100.net (172.217.203.188)
| INTRA-10.149.20.84 (10.149.20.84)
&= vz-in-f188.1e100.net (108.177.11.188)
&= ui-in-f188.1e100.net (142.250.97.188)
E= ua-in-f188.1e100.net (108.177.12.188)
[E5 13.107.42.16 URLs_Skype_For_Business
&= 209.54.180.60 https://unagi.amazon.com
Amazon /1/events/com.amazon.cs
m.csa.prod
Dec 16, 2021 9:00:00 PM 110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)
| INTRA-10.149.20.85 (10.149.20.85)
E= vt-in-f188.1e100.net (173.194.215.188)
E552.96.28.2
E= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=28&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
Google reCAPTCHA aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &
cb=ap72qiilwfik
Dec 16, 2021 8:00:00 PM 110.7.15.24 &= vg-in-f188.1e100.net (173.194.212.188)

[E= 13.107.21.200 Bing Maps

= vk-in-f188.1e100.net (74.125.139.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)
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Time Source Destination Application Name Resource
Dec 16, 2021 7:00:00 PM 110.7.15.24 - |INTRA-10.149.20.82 (10.149.20.82)
[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl|/release2/chrom
e_component/ad2rgxguéc
edgedl.me.avt].com 6ehfdn52I3a55hljua_2021.
gedl.me.gvtl. 12.8.2/kiabhabjdbkjdpjbpi
gfodbdjmbglcoo_2021.12.0
8.02_all_pebx6kssazquzds
vyyhfsrxéhg.crx3
[E= 3184-28-22- http://ctldl.windowsupdat
59.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(184.28.22.59) Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
e€9ab0073d2f68cfe
E= 40.126.24.149 URL-Microsoft
E= mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
= 72.21.91.29 http://crl.verisign. /
= Certificate Revocation List tp-/icrl.verisign.com/pca
3.crl
&= vu-in-f188.1e100.net (173.194.216.188)
&5 vh-in-f188.1e100.net (74.125.26.188)
&5 vy-in-f188.1e100.net (64.233.170.188)
Dec 16, 2021 6:00:00 PM ~110.7.15.24 -~ |INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.86 (10.149.20.86)

=1B0T-62.0.58.94(62.0.58.94)

www.thescreensnapshot...
email.yg9.me
iphumiki.com

&= 172.67.180.203

http://tagcachestaticx.com
/tag.js
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Time

Dec 16, 2021 6:00:00 PM

Source

~110.7.15.24

Destination

== INTER-201.191.210.163 (201.191.210.163)

Application Name

img-s-msn-
com.akamaized.net

ak.hetaruvg.com

Resource

_~ | INTRA-10.149.20.85 (10.149.20.85)

E= mia09s20-in-f4.1e100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=1&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &
cb=pbreg4j4j68

E5104.22.32.172

HTTP/2 over TLS

offerimage.com

https://offerimage.com/w
ww/images/b33c86811f66
9a4597c184fdb33aff0a.pn

8

&5 20.189.173.21

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
059a32c11cec35f8

E= 3184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
927182b2d4d8c4b5

=4 40.100.28.210

Office Online
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Time

Dec 16, 2021 6:00:00 PM

Source

~110.7.15.24

Destination

[E53.136.15.54

Application Name

prod.experiment.routing.
cloudfront.aws.a2z.com

Resource

https://redirect.prod.expe
riment.routing.cloudfront.
aws.a2z.com/x.png

= e c2-44-195-170-141.compute-
T.amazonaws.com (44.195.170.141)

jobit.com

http://stats.iobit.com/mult
i_app.php?action=insert

= 172.67.13.182

zeotap.com

https://spl.zeotap.com/?
zdid=1353&env=mWeb&e
ventType=pageview&redi
r=https://s.amazon-
adsystem.com/ecm3?
ex=zeotap&id=$_ZTP_UUI
D

E=104.21.62.34

strtpe.link

https://strtpe.link/e/7RQQ)j
8k42LS86D/
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Source Destination Application Name Resource
Dec 16, 2021 6:00:00 PM _~110.7.15.24 = mc.yandex.ru (87.250.250.119) https://mc.yandex.ru/watc
h/61426822?

wmode=7&page-
url=https://streamtape.co
m/e/AQZ4yRR3RXsX8y8/&
page-
ref=https://animeid.to/&c
harset=utf-8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy6303j:fu:0:en:utf-
8:la:es-
ES:v:720:cn:1:dp:0:1s:62155
8636235:hid:815108552:z:
360:i:20211216185657:et:1
639702618:c:1:rn:2145949
99:rqn:418:u:16289777581
063843397:w:848x468:s:15
36x960x24:sk:1.25:ifr:1:cpf
:1:ntf:1:ns:1639702614528:
ds:0,0,190,212,3,0,,2088,1,,,
,2324:dsn:0,0,190,212,3,0,,1
901,1,,,,2324:wv:2:co:0:rgnl
:1:st:16397026 18:t:Streamt
ape.com&t=gdpr(14)aw(0)t
i2)

Yandex-multimedia

&5 35.175.215.165 ICMP Protocol
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Time

Dec 16, 2021 6:00:00 PM

Source

~110.7.15.24

Destination

&5 mia07s60-in-f3.1e100.net (142.250.217.163)

Application Name

Google Search

Resource

https://www.google.co.cr/
ads/ga-audiences?
t=sr&aip=1&_r=4&slf_rd=1
&v=1&_v=j96&tid=UA-
173389643-
1&cid=493388140.1605292
297&jid=1274978287&_u=
AACAAEAAAAAAAC~&z=16
9216605

5 52.216.102.69

[E5 34.236.73.168

Amazon WorkSpaces -
Forrester Log

https://fls-
na.amazon.com/1/batch/1
/OE/

[E= 1.80.190.35.bc.googleusercontent.com
(35.190.80.1)

nel.cloudflare.com

https://a.nel.cloudflare.co
m/report/v3?
s=u5C4KYB+HOuwZCaTH
Qt3V4mwoidMewbZrruno
kFUkpKmc9gkZxpr4)GTOC
4BW6éw4barrZD70WkQoYI
bleimt9ENgGdDQ3TE5G9
7vOPgv346xW/Ff72WRt4R/
pixSIn71AQ==

E= 104.21.235.147

tapecontent.net

https://thumb.tapeconten
t.net/thumb/AQZ4yRR3RXs
X8y8/LXZ3GwI37DTRYPO.|

pg

&= ug-in-f188.1e100.net (172.253.123.188)
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Source

Destination

Application Name

Resource

Dec 16, 2021 6:00:00 PM

~110.7.15.24

[ §20.54.25.4

OneDrive-ICE

http://tile-
service.weather.microsoft
.com/es-
MX/livetile/preinstall?
region=CR&appid=C98EA5
B0842DBB9405BBFO71E1
DA76512D21FE36&FORM=
Threshold

ES 323-67-195-
144.deploy.static.akamaitechnologies.com
(23.67.195.144)

cdn.onenote.net

[ES ec2-52-0-156-250.compute-

T.amazonaws.com (52.0.156.250)

loadus.exelator.com/load

https://loadus.exelator.co
m/load/?
p=204&g=8888&j=0

[ server-54-230-253-
26.atl56.r.cloudfront.net (54.230.253.26)

_~ | INTRA-10.149.20.82 (10.149.20.82)

5 20.36.253.92

MSN-web

[E552.85.86.152

Amazon

https://www.amazon.com/
-/es/Ray-Ban-RB4147-
novio-Negro-polarized-
anteojos/dp/BO0J4DEELK/r
ef=sr_1.9?

__mk_es US=&MO© & &c
rid=3LTUWQZ0O40F4A&ke
ywords=rayban
luxottica&qid=163917555
1&sprefix=rayban
lu,aps,213&sr=8-9

= 82.202.185.148

E= 13.107.6.163

Google Calendar-upload
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Source Destination Application Name Resource

Dec 16, 2021 6:00:00 PM -~ 110.7.15.24 E= mia09s22-in-f8.1e100.net (142.250.64.168) https://www.googletagma
googletagmanager.com/gt .
nager.com/gtm.js?

mJs id=GTM-NJHBMRP
E=S 2184-28-22- http://ctldl.windowsupdat
50.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(184.28.22.50) Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8317b8bfb2c6b92d
[E=172.67.73.59 https://almaceneselrey.co

m/catalogsearch/result/in

almaceneselrey.com
y dex/?p=12&=CARRO

METAL
5 20.190.131.40 windows.net
E 2184-26-132-
73.deploy.static.akamaitechnologies.com office365
(184.26.132.73)
E= mia09s22-in-f10.1e100.net (142.250.64.170) AppOutlook
T1188.42.224.24 https://baufaich.com/boot
strap.css?
) aHROcHM6Ly9qb210aW5n
baufaich.com aS5uZXQVYXB1LnBocDI6
b25laWQINDQ2MTkyNyZv
ZjOx
E= 2184-28-110- https://static.echocdn.co
24.deploy.static.akamaitechnologies.com EchoSign m/office365integration/ic
(184.28.110.24) ons/as_96.png

E=S server-54-230-31-
124.atl56.r.cloudfront.net (54.230.31.124)
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Source Destination Application Name Resource
Dec 16, 2021 6:00:00 PM 110.7.15.24 E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
3fd0a46a9c4702b0
ES mia09s26-in-f14.1e100.net ) https://www.google-
Google Analytics . —
(142.250.189.142) analytics.com/analytics.js
E= 184.26.133.181 http://cdn.content.prod.c

ms.msn.com/singletile/su
mmary/alias/experienceb
MSN-web yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

[E=172.67.75.93 https://animeid.to/streami
ng.php?
id=NjAyNTc=&title=Shinka
no Mi: Shiranai Uchi ni
Kachigumi Jinsei Episodio
11

animeid.to

E=] xx-fbcdn-shv-02-mia3.fbcdn.net
(157.240.14.19)

&5 uf-in-f188.1e100.net (172.217.203.188)

= 152.195.19.156 Update.iobit.com http://update.iobit.com/in
P ' ' fofiles/db/v8/db8_free.upt

E5172.67.156.220 https://www?2.jkanime.to/s
ekai-saikou-no-
ansatsusha-isekai-kizoku-
ni-tensei-suru/11/

5 13.249.166.231 https://a691d1ecb7b00b16
e73c09e64fa721b3a.profil
e.nrt12-

c3.cloudfront.net/test.png

jkanime.to

Dropbox
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Time Source Destination Application Name

Dec 16, 2021 6:00:00 PM ~110.7.15.24 _10:0:0:0:0:0:0:0

Resource

54.207.78.96

dpm.demdex.net

https://dpm.demdex.net/i
bs:dpid=139200&dpuuid=x
hcHaigjTjWj6 CORKuFyNg&
redir=https://s.amazon-
adsystem.com/ecm3?
ex=adobe.com&id=${DD_
UuID}

&= 104.120.129.55 office365

E5172.64.104.7
= streamtape.com

https://streamtape.com/e/
7RQQj8k42LS86D/

&S, 34.204.255.47

=] 3.230.132.60

itopvpn.com

http://stats.itopvpn.com/iu
sage.php?
app=iss1&pr=es&ver=1.2.1
.535&lang=es&Icp=1

E= 13.107.246.57 msftauth.net

=
#513.107.4.52 Microsoft NCSI

http://www.msftconnectte
st.com/connecttest.txt

E= ec2-54-175-87-114.compute-
1.amazonaws.com (54.175.87.114) Yahoo Analytics

https://ups.analytics.yahoo
.com/ups/58297/sync?

_origin=1&redir=true

| INTRA-DNSO001 (10.129.20.21)

E=552.111.239.4 Office365-Delve

£13139.45.197.2
ata 139.45.197.239 inpage-push.com

https://inpage-
push.com/400/4461932

[ 1}
=fe 139.45.197.237 offfurreton.com

https://offfurreton.com/40
0/3395407
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Source

Destination

Application Name

Resource

Dec 16, 2021 6:00:00 PM ~110.7.15.24

[E550.57.31.206

uipglob.semasio.net

https://uipglob.semasio.ne
t/amazon/1/get?
_url=https://s.amazon-
adsystem.com/ecm3?
ex=semasio&id=${UIPID()}

== hosted-by.host-palace.com
(103.194.169.190)

movcloud.net

https://api.movcloud.net/v
1/count/anime/es/episode
/60257

&= 142.250.217.173

Gotomeeting

https://accounts.google.co
m/ListAccounts?

gpsia=1&source=Chromiu
mBrowser&json=standard

Dec 16, 2021 5:00:00 PM _~110.7.15.24

E= 2184-28-22-
50.deploy.static.akamaitechnologies.com
(184.28.22.50)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

&= 13.107.4.50

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e136a97c7e20fc63

5 8.252.171.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
69b1db13367ebbb1

&= 2184-28-22-
59.deploy.static.akamaitechnologies.com
(184.28.22.59)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
35bd55f76ee839dd

E= 13.107.21.200

Bing Maps
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Time Source Destination Application Name Resource
Dec 16, 2021 5:00:00 PM ~110.7.15.24 ES mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gvt2.com/
gvt2.com domainreliability/upload-
nel
E=] 20.42.72.131 Windows Update
&5 vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
544c139f0fb088bf
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 16, 2021 4:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
[E=52.183.220.149 http://ctldl.windowsupda...
Windows Update http://ctldl.windowsupda...
http://ctldl.windowsupda...
E= 13.107.4. http://ctldl.wi
E513.107.4.50 Windows Update ttp://ctld w!ndowsupda
http://ctldl.windowsupda...
E552.182.143.212 http://ctldl.windowsupdat

e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6043d080d1cf7df4

= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2016dadf58480b7a

5 52.109.20.47

_~|INTRA-10.149.20.85 (10.149.20.85)

E= v|-in-f188.1e100.net (74.125.141.188)

E=72.21.91.29 http://crl.verisign.com/pca

Certificate Revocation List
3.crl
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Time Source Destination Application Name Resource
Dec 16, 2021 4:00:00 PM -~ 110.7.15.24 | INTRA-10.129.21.42 (10.129.21.42)
[E5 13.107.42.16 URLs_Skype_For_Business
| INTRA-10.129.21.36 (10.129.21.36)
&= mia07s56-in-f2.1e€100.net (142.250.64.194 https://googleads.g.double
= mi ' ( ) Google Ads . e .g
click.net/pagead/id
[E= vz-in-f188.1e100.net (108.177.11.188)
E= ui-in-f188.1e100.net (142.250.97.188)
[ES mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
E= https-69-28-165-128.atl.lInw.net http://ctldl.windowsupdat
(69.28.165.128) e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
802c04edb7cc9813
-~ 10:0:0:0:0:0:0:0
= 67.26.125.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6eacdB826e67d527b
[E5 20.190.152.19 URL-Microsoft
&= 3184-26-132-
12.deploy.static.akamaitechnologies.com
(184.26.132.12)
Dec 16, 2021 3:00:00 PM 110.7.15.24 - 10:0:0:0:0:0:0:0

| INTRA-10.149.20.85 (10.149.20.85)
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Time Source Destination Application Name Resource

Dec 16, 2021 3:00:00 PM 110.7.15.24 &= cloudproxy10036.sucuri.net http://ocsp.godaddy.com/
(192.124.249.36) MEQWQjBAMDA4wPDA|BgU
rbgMCGgUABBTkIINKBAzX
kFOQhOpel3IfHJ9GPAQUOs
SWOpHUTBFxs2HLPaH+3a
hg1OMCAxvnFQ==

http://ocsp.godaddy.com/
MEowSDBGMEQwQjA]BgU
rDgMCGgUABBS2CA1fbGt
Windows 10 Update 26XPkOKX4ZguoUjM0TgQ
UQMK9J47MNIMwojPX+2y
z8LQsgM4CCQCezDi1S8K+

GoDaddy

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.82 (10.149.20.82)

[E552.109.124.125 peoplegraph.firstpartyapp
s.oaspapps.com
excelbingmap.firstpartyap
ps.oaspapps.com

E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
fb1427b3fb174a8d

== INTER-201.191.210.171 (201.191.210.171) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8c11e5e8b8cf26fd

5 52.96.181.226 OneDrive-ICE

E= idbrokertemp.webex.com (64.68.100.6) Webex
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Time

Dec 16, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

&5 52.183.220.149

Application Name

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
b34948fc9817d797

E=52.185.211.133

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
18124a5d7ff619a3

5 8.240.252.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
995a5449cd0fdc3c

E= 13.107.21.200

Bing Maps

[E5 uj-in-f188.1e100.net (142.251.107.188)

[E= INTER-52.96.29.82(52.96.29.82)

[ 120.50.80.210

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
12d3c281337e596f

&S uf-in-f188.1e100.net (172.217.203.188)

S 52.111.235.8

Microsoft Store

== 201.191.210.155

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
dac4477a1488df09

E= 170.72.231.10

Cisco Webex Teams
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[51

Time Source Destination Application Name Resource
Dec 16, 2021 3:00:00 PM 110.7.15.24 &S vy-in-f188.1e100.net (64.233.170.188)
[E= 3-0003.a-msedge.net (204.79.197.203) MSN-web
Dec 16, 2021 2:00:00 PM 110.7.15.24 E= 72.21.81.240 http://ctldl.windowsupda...

Windows Update

http://ctldl.windowsupda...

E5 52.109.20.47

[E5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1c08f0583a11fdf4

E5 20.42.73.29

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

5 va-in-f188.1e100.net (74.125.31.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

&5 mia09s26-in-f2.1e100.net
(142.250.189.130)

Google Ads

https://googleads.g.double
click.net/pagead/id

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

E5 vt-in-f188.1e100.net (173.194.215.188)

E572.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

E5 13.107.42.16

URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

5 52.96.165.130

B 72.246.64.147

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
0c5c4cfd07ec42dc
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Time Source Destination Application Name Resource
Dec 16, 2021 2:00:00 PM ~110.7.15.24 [E= 323-201-103- http://ctldl.windowsupdat
49.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.201.103.49) Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
bdbe5b2e8d28b8ee
&= 323-201-103- http://ctldl.windowsupdat
58.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.201.103.58) Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
bb617e56ca14d57c
&5 ui-in-f188.1e100.net (142.250.97.188)
[E=] 40.126.24.84 URL-Microsoft
E= 13.89.178.26 Windows Update
Dec 16, 2021 1:00:00 PM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)

&5 323-201-103-
49.deploy.static.akamaitechnologies.com
(23.201.103.49)

http://ctldl.windowsupda...

Wind Updat
indows Lpdate http://ctldl.windowsupda...

= 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6b68354ce41c3d37

Windows Update

[E5 8.252.165.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
d3a325fch850fd19

Windows Update

&5 v|-in-f188.1e100.net (74.125.141.188)
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Time Source Destination Application Name

Dec 16, 2021 1:00:00 PM ~110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

Resource

http://edgedl.me.gvt1.co
m/edgedl/release2/chrom
e_component/kytlozfzk5y
3czémjmvevjecji_111/efni
ojlnjndmcbiieegkicadnoec
jjef_111_all_adrjsp7j7gksaj
h33xjsyfrsz6cq.crx3

E552.185.211.133 Windows Update

| INTRA-10.129.21.42 (10.129.21.42)

[E5 20.189.173.12

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
09302bf6739c28a4

[#552.96.184.2 OneDrive-ICE

E= vk-in-f188.1e100.net (74.125.139.188)

B 52.111.239.4 Office365-Delve

E= ud-in-f188.1e100.net (172.217.193.188)

&= 323-201-103-
58.deploy.static.akamaitechnologies.com

http://ctldl.windowsupdat
e.com/msdownload/updat

(23.201.103.58) Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
a9809799ce919bdb

[E= 67.24.73.254 http://ctldl.windowsupdat

Windows Update

e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ab366d93bc67b68a

&= 3-0003.a-msedge.net (204.79.197.203) MSN-web
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Source Destination Application Name Resource
Dec 16, 2021 12:00:00 PM ~110.7.15.24 &5 323-213-205-
24.deploy.static.akamaitechnologies.com https://assets.msn.com/bu
(23.213.205.24) ndles/v1/edgeChromium/I
WhatsApp atest/svg-assets-
WhatsApp.dbdff411e64eb
35588eb.js

== INTER-201.191.210.171 (201.191.210.171) http://ctldl.windowsupda...

Windows Update http://ctldl.windowsupda...

[E= 3-0001.a-msedge.net (204.79.197.200)

E= 52.183.220.149 http://ctldl.windowsupdat

e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin

rulesstl.cab?
ab3e10a30736ece?

[E=] server-54-230-253-2.atl56.r.cloudfront.net

(54.230.253.2)

E= 40.90.64.59 clarity.ms

&S uf-in-f188.1e100.net (172.217.203.188)

&= 20.189.173.15 MSN-web

= 151.101.5.108 https://acdn.adnxs.com/as

acdn.adnxs.com/ast/ast.js )
t/ast.js

@S server-54-230-31-87.atl56.r.cloudfront.net
(54.230.31.87)

E= 104.122.76.214 ecn.dev.virtualearth.net

[E= server-54-230-253-
75.atl56.r.cloudfront.net (54.230.253.75)
[ 184.26.133.57 HTTP/2 over TLS
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Time

Dec 16, 2021 12:00:00 PM

Source

~110.7.15.24

Destination

&5 23.56.5.178

Application Name

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
b8c9af03f4cd4a78

E= 104.212.67.108

E= ue-in-f188.1e100.net (172.217.204.188)

E5 52.109.20.47

| INTRA-10.149.20.85 (10.149.20.85)

E= 104.122.48.120

microsoft.net

https://cxcs.microsoft.net/
api/settings/es-
MX/xml/settings-tipset?
release=20h1&sku=Profes
sionalWorkstation&platfor
m=desktop

E=52.185.211.133

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
3ef8c8792e6349b8

= vn-in-f188.1e100.net (173.194.210.188)

E= mia07s61-in-f14.1e100.net
(142.250.217.206)

Gotomeeting

https://play.google.com/lo
g?
format=json&hasfast=true
&authuser=0

= 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

E= 13.107.42.16

URLs_Skype_For_Business

&= 546.bm-nginx-
loadbalancer.mgmt.lax1.adnexus.net
(104.254.148.166)

m.adnxs.com

https://m.adnxs.com/ut/v3
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Time Source Destination

Dec 16, 2021 12:00:00 PM ~110.7.15.24 E= 13.107.213.57

Application Name Resource

mem.gfx.ms

[E= server-54-230-253-
60.atl56.r.cloudfront.net (54.230.253.60)

E= 2184-26-134-
31.deploy.static.akamaitechnologies.com
(184.26.134.31)

https://z.moatads.com/adt
echmsftstaging299008436
443/moatad.js

z.moatads.com

&5 323-201-103-
49.deploy.static.akamaitechnologies.com
(23.201.103.49)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
812b8e5af8a45191

Windows Update

& 20.190.152.22

URL-Microsoft

£1251.105.71.137

Windows Update

S 184.28.224.105

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f798877ac6018dfa

Windows Update

&= 67.24.73.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
611892ed096c6cd0

Windows Update

== 201.191.210.154

img-s-msn-
com.akamaized.net

E= server-54-230-31-
124.atl56.r.cloudfront.net (54.230.31.124)

= 184.51.42.76

https://deff.nelreports.net

nelreports.net .
P /api/report?cat=msn

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 16, 2021 11:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)
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Time Source Destination Application Name Resource

Dec 16, 2021 11:00:00 AM -~ 110.7.15.24 &S intelec.co.cr (72.52.206.172) https://www.intelec.co.cr/i
ndex.php?
route=product/category&
path=788_411_639

intelec.co.cr/index.php

https://www.intelec.co.cr/
intelec.co.cr catalog/view/javascript/jq
uery/jquery-2.1.1.min.js

&= host.ticohosting.com (72.52.218.150)

https://www.intelec.cr/im
intelec.cr age/catalog/general/foote
r/fb-icon.png

&5 52.185.211.133 http://ctldl.windowsupda...

Windows Update http://ctldl.windowsupda...

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.82 (10.149.20.82)

&5 3-0001.a-msedge.net (204.79.197.200) Bing Maps

[E5 52,183.220.149 Windows Update

&= INTRA-108.177.13.188 (108.177.13.188)

E=552.168.117.170 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
75458113ee5cice

E= https-69-28-165-0.atl.lInw.net http://ctldl.windowsupdat
(69.28.165.0) e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4ed29b65c404c744

| DMZS-172.16.1.66 (172.16.1.66)

&5 vz-in-f188.1€100.net (108.177.11.188)
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Source Destination

Application Name

Resource

Dec 16, 2021 11:00:00 AM ~110.7.15.24 &= 104.26.3.39

almaceneselrey.com

https://almaceneselrey.co
m/catalogsearch/result/in
dex/?p=12&q=CARRO
METAL

&= 104.26.7.180

browser-update.org

https://browser-
update.org/update.js

E= mia07s54-in-f2.1e100.net (172.217.3.66)

URL_EmptySSLConn

i==i personas.bancobcr.com (200.16.66.2)

bancobcr.com

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
3d4a4a8302c81bfc

= 95.216.228.15

getbutton.io

https://static.getbutton.io/
widget-send-
button/js/init.js

E= mia07s56-in-f2.1e100.net (142.250.64.194)

Google Ads

https://googleads.g.double
click.net/pagead/id

[E552.109.8.24

OneDrive-ICE

&= vr-in-f188.1e100.net (173.194.213.188)

&5 mia09s22-in-f10.1€100.net (142.250.64.170)

i==i 201.191.210.155

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ea02c5d2924e38cd
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Time Source Destination

Dec 16, 2021 11:00:00 AM ~110.7.15.24 &= 104.18.20.226

Application Name

office365

Resource

http://ocsp2.globalsign.co

m/gsextendvalsha2g3r3/M
EOWSzBJMEcwWRTAJBgUrDg
MCGgUABBSCTHEVWWIZy;]
bcuYshMwBMpKeOOwQU
3bPnbagu6MVObs905nU8
IBXO6BOCDEGD7LGmM55V
P7j8nGA==

&S] 3-0003.a-msedge.net (204.79.197.203)

MSN-web

https://assets.msn.com/bu
ndles/v1/windowsShell/lat
est/microsoft.c4dd25e4fa
16d4027880.js

S 20.44.10.122

Windows Update

= 104.16.94.65

static.cloudflareinsights.co
m

https://static.cloudflareinsi
ghts.com/beacon.min.js/v

652eace1692a40cfa3763df
669d7439¢1639079717194

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 16, 2021 10:00:00 AM . 110.7.15.24 = 52.183.220.149

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

| INTRA-10.149.20.83 (10.149.20.83)

5 20.42.73.29

i==i INTER-201.191.210.171 (201.191.210.171)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

= 72.21.91.29

URL-PermitidosPol1113-
1155

http://ocsp.digicert.com/
MFEwTzBNMEswSTA|BgUr
DgMCGgUABBTfqhLjKLEJQ
ZPin0OKCzkdAQpVYowQUs
T7DaQP4v0cB1)gmGggC72
NkK8 MCEAX5qUSwjBGVI])
hX+JrHY M=
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Source

Destination

Application Name

Resource

Dec 16, 2021 10:00:00 AM

~110.7.15.24

= 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

@S server-54-230-248-
74.atl56.r.cloudfront.net (54.230.248.74)

m.media-amazon.com

https://m.media-
amazon.com/images/I/51j
hs3-tANL._AC_UX679_.jpg

5 mia09s26-in-f14.1e100.net
(142.250.189.142)

Google Analytics

https://www.google-
analytics.com/analytics.js

5 23.23.143.235

tealiumig.com

https://collect.tealiumiq.c
om/luxottica/ray-

ban/2/i.gif
= e c2-3-232-242-170.compute- L https://api.ipify.org/?
api.ipify.org .
1.amazonaws.com (3.232.242.170) format=json
[E5 151.101.4.84 https://s.pini . /ct/
E= Pinterest ps://s.pinimg.com/ct/co

re.js

[ES ec2-3-234-202-189.compute-
1.amazonaws.com (3.234.202.189)

everesttech.net

https://cm.everesttech.ne
t/cm/dd?
d_uuid=633521298781230
2754183884333900442226
0

B xx-fbcdn-shv-02-mia3.fbcdn.net
(157.240.14.19)

[E565.9.170.2

Dropbox

https://a7227803df0cc4793
3de08958ef4235f0.profile.
bkk50-

cl.cloudfront.net/test.png

_~|INTRA-10.129.21.42 (10.129.21.42)
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Time

Dec 16, 2021 10:00:00 AM

Source

~110.7.15.24

Destination

&5 mia07s60-in-f3.1e100.net (142.250.217.163)

Application Name

Google Search

Resource

https://www.google.co.cr/
ads/ga-audiences?
v=1&t=sr&slf_rd=1&_r=4&t
id=G-
LSH8FF9B3Z&cid=3572227
46.1639175300&gtm=20ec
10&aip=1&uid=163917529
4672&2=1356212136

5 52.0.123.240

[E5151.101.4.157

Twitter

https://static.ads-
twitter.com/uwt.js

E= mia09s20-in-f14.1e100.net (172.217.15.206)

Google Social Plugins

https://apis.google.com/js/
plusone.js

B 23.195.94.31

=5 mia07s61-in-f8.1e100.net (142.250.217.200)

googletagmanager.com/gt
m.js

https://www.googletagma
nager.com/gtm.js?
id=GTM-WVLJ4FB

&= ua-in-f188.1e100.net (108.177.12.188)

= 184.26.132.236

tags.tigcdn.com

https://tags.tigcdn.com/ut
ag/tigapp/utag.v.js?
a=luxottica/ray-
ban/202112151821&cb=16
39672904635
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Source Destination Application Name Resource
Dec 16, 2021 10:00:00 AM -~ 110.7.15.24 ec2-52-67-156-178.sa-east- https://dpm.demdex.net/i
1.compute.amazonaws.com (52.67.156.178) d?

d_visid_ver=3.3.0&d_fieldg
roup=AAM&d_rtbd=json&

d_ver=2&d_orgid=125138

B3527845350A490D4C@A
dpm.demdex.net dobeOrg&d_nsid=0&d_mi
d=65690613974744687041
532963759998338230&d_
blob=RKhpRz8krg2tLO6pg
uXWp5olkAcUniQYPHaMW
Wgd)3xzPWQmdjOy&ts=16
39672898610

&= vy-in-f188.1e100.net (64.233.170.188)

[ 23.201.103.106 https://www.ray-

ban.com/_repository/_res
ources/productscatalog/cs
s/catalog_new_landing.css

ray-ban.com

ec2-54-207-68-234.sa-east- https://luxottica.demdex.n
demdex.net .

1.compute.amazonaws.com (54.207.68.234) et/dest5.html?d_nsid=0

E552,185.211.133 Windows Update

E 151.101.4.217 Vimeo

Acceso a Internet Report Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM



Acceso a Internet

|63

Time Source

Dec 16, 2021 10:00:00 AM ~110.7.15.24

Destination

B mia07s62-in-f3.1e100.net (142.250.217.227)

Application Name

HTTP/2 over TLS

Resource

https://t.co/i/adsct?
type=javascript&version=2
.0.4&p_id=Twitter&p_user
_id=0&txn_id=06yib&even
ts=

[["pageview", null]]&tw_sal
e_amount=0&tw_order_q
uantity=0&tw_iframe_stat
us=0&event_id=a5c3f5d2-
0864-4b8c-83ce-
21697550c9da&tw_docu
ment_href=https://www.ra
y-
ban.com/latam/products/s
un

&= vh-in-f188.1e100.net (74.125.26.188)

S 45.60.202.248

csenlinea.fi.cr

= 104.244.42.5

t.co

https://t.co/i/adsct?
type=javascript&version=2
.0.4&p_id=Twitter&p_user
_id=0&txn_id=06yib&even
ts=

[["pageview", null]]&tw_sal
e_amount=0&tw_order_q
uantity=0&tw_iframe_stat
us=0&event_id=a5c3f5d2-
0864-4b8c-83ce-
21697550c9da&tw_docu
ment_href=https://www.ra
y-
ban.com/latam/products/s
un

| INTRA-10.129.21.36 (10.129.21.36)

= 52.111.239.4

Office365-Delve
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Time

Dec 16, 2021 10:00:00 AM

Source

~110.7.15.24

Destination

&5 34.196.77.79

Application Name

Amazon WorkSpaces -
Forrester Log

Resource

https://fls-
na.amazon.com/1/batch/1
/OP/ATVPDKIKXODER:132-
0569955-
6823066:WMKDH7V3VB41
SWV562CZ$uedata=s:/rd/u
edata?
|d&v=0.220928.0&id=WMK
DH7V3VB41SWV562CZ&sw
=1536&sh=960&vw=1519
&vh=818&m=1&sc=WMKD
H7V3VB41SWV562CZ&ue=
495&bb=1563&nNs=2365&
ne=3101&x1=3260&af=458
0&cf=7171&fn=9932&be=1
0424&fp=2880&fcp=2880
&pc=15507&tc=-
9189&na_=-9189&ul_=-
1639673866247&_ul=-
1639673866247&rd_=-
1639673866247&_rd=-
1639673866247&fe_=-
8988&Ik_=-8988&_lk=-
8988&co_=-8988& co=-
8988&sc_=-
1639673866247&rq_=-
8983&rs_=-
8870&_rs=8888&dI_=-
4314&di_=10641&de_=106
41&_de=10685&_dc=1550
7&Id_=15507&_ld=-
1639673866247&ntd=0&ty
=2&rc=0&hob=106&hoe=4
95&I1d=15513&t=16396738
81760&ctb=1&bfnt=1&nrb
f=0&bft=1&rt=cf:78-11-18-

44 2 N 4 L4 N0 10 a0 0 N
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Source

Destination

Application Name

Resource

Dec 16, 2021 10:00:00 AM

~110.7.15.24

&= vr-in-f188.1e100.net (173.194.213.188)

&S] 23-204-157-
126.deploy.static.akamaitechnologies.com
(23.204.157.126)

Amazon

https://images-na.ssl-
images-
amazon.com/images/G/01
/x-locale/common/grey-
pixel.gif

== 201.191.210.136

5 3.137.80.24

prod.experiment.routing.

cloudfront.aws.a2z.com

https://redirect.prod.expe
riment.routing.cloudfront.
aws.a2z.com/x.png

[E552.109.20.49

_~|INTRA-10.3.128.70 (10.3.128.70)

- 10:0:0:0:0:0:0:0

EE https-208-111-136-
0.fll.lInw.net
(208.111.136.0)

== 201.191.210.153

] 72.21.81.240

E= vI-in-f188.1e100.net
(74.125.141.188)

Dec 16, 2021 9:00:00 AM

_~110.7.15.24

E552.185.211.133

Windows Update

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
dafd9e06b7bdd59d

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
1f8118a94c775744
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Time Source Destination Application Name Resource
35.156.254.208 http://ocsp.quovadisglobal.com/MFUwUzBRM
ESWTTAJBgUrDgMCGgUABBTYhcKR1A4XhQLF
OCSP Protocol ZRt5u+T8TDsYdQQUGORIVEhMMYUET107Q9g
PEGUDbBRIGsCFHI7b+XCUNVNIYmwkVVSGjGHk
W24
@5 52.183.220.149 Windows Update

= jad23s23-in-
f195.1e100.net Gotomeeting
(172.217.2.195)

https://www.gstatic.com/chrome/config/plugi
ns_3/plugins_win.json

E= mia09s22-in-
f2.1€100.net Google Ads https://googleads.g.doubleclick.net/pagead/id
(142.250.64.162)

= 3184-26-132-

146.deploy.static.akamaite

Webex
chnologies.com
(184.26.132.146)
&5 20.190.152.19 URL-Microsoft
= 3-0003.a-msedge.net : .msn. [
ES g MSN-web https://arc.msn.com/v3/Delivery/Events/Impr

(204.79.197.203) ession
5 52.109.20.49

Dec 16, 2021 8:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

[#552.185.211.133 Windows Update

_~ | INTRA-10.149.20.84 (10.149.20.84)

[ES 2-0001.a-msedge.net (204.79.197.200) Bing Maps

[E=52,183.220.149 Windows Update

E= vn-in-f188.1e100.net (173.194.210.188)

E572.21.91.29 http://crl.verisign.com/pca

Certificate Revocation List
3.crl

&S vk-in-f188.1e100.net (74.125.139.188)
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Time Source Destination Application Name Resource
Dec 16, 2021 8:00:00 AM 110.7.15.24 E= 20.112.144.70
&= 104.208.138.202
E= mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
&= ug-in-f188.1e100.net (172.253.123.188)
E= ue-in-f188.1e100.net (172.217.204.188)
Dec 16, 2021 7:00:00 AM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)

[E552.183.220.149

Windows Update

&5 52.185.211.133

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
5d243997a67ac3fb

Windows Update

[#538.117.98.197

Kaspersky Lab-update

E=72.21.91.29

http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Z7LBduom/nYB45SPUEw
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UII8gIGmM
ZT9XHrHijQel=

URL-PermitidosPol1113-
1155

| INTRA-10.129.21.42 (10.129.21.42)

= 13.107.42.16

URLs_Skype_For_Business

E= mia07s56-in-f2.1e100.net (142.250.64.194)

https://googleads.g.double

Google Ads click.net/pagead/id

5 323-61-56-
253.deploy.static.akamaitechnologies.com
(23.61.56.253)

cdn.onenote.net
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Time Source Destination Application Name Resource
Dec 16, 2021 7:00:00 AM 110.7.15.24 &= vj-in-f188.1e100.net (74.125.134.188)
i==i 201.191.210.147 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/aut
hrootstl.cab?
1474a44a1ff1cf79
&= vy-in-f188.1e100.net (64.233.170.188)
@5 40.126.24.82 URL-Microsoft
E=] 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/w
MSN-web eathermapdata/1/static/sv
g/72/AAehLNN.svg
&5 52.109.20.49
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 16, 2021 6:00:00 AM 110.7.15.24 E= 52.183.220.149 Windows Update
[E#552.185.211.133 Windows Update
&S uf-in-f188.1e100.net (172.217.203.188)
&= vz-in-f188.1e100.net (108.177.11.188)
= ya-in-f188.1e100.net (108.177.12.188)
| INTRA-10.129.21.36 (10.129.21.36)
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 16, 2021 5:00:00 AM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)
&= 52.183.220.149 http://ctldl.windowsupda...

Windows Update http://ctldl.windowsupda...

| INTRA-10.149.20.85 (10.149.20.85)

&= 104.208.16.94

= 13.69.109.131 Windows Update
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Time Source

Dec 16, 2021 5:00:00 AM ~110.7.15.24

Destination

= 72.21.91.29

Application Name

Resource

http://crl.verisign.com/pca

Certificate Revocation List
3.crl

&= vh-in-f188.1e100.net (74.125.26.188)

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 16, 2021 4:00:00 AM _~110.7.15.24

5 52.96.165.210

_~ | INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.129.21.42 (10.129.21.42)

~~10:0:0:0:0:0:0:0

E=5 mia07s60-in-f2.1e100.net (142.250.217.162)

https://googleads.g.double

Google Ads click.net/pagead/id

&= ug-in-f188.1e100.net (172.253.123.188)

&= ue-in-f188.1e100.net (172.217.204.188)

| INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 16, 2021 3:00:00 AM ~110.7.15.24

~~10:0:0:0:0:0:0:0

| INTRA-10.149.20.83 (10.149.20.83)

[E552.109.20.54

&5 INTRA-142.250.98.188 (142.250.98.188)

[E5 40.126.24.149

URL-Microsoft

Dec 16, 2021 2:00:00 AM _~110.7.15.24

_~ | INTRA-10.149.20.85 (10.149.20.85)

= uf-in-f188.1e100.net (172.217.203.188)
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Time Source

Dec 16, 2021 2:00:00 AM ~110.7.15.24

Destination

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

Application Name

Resource

http://edgedl.me.gvt1.co
m/edged|/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.2ce6
394c0666¢31f5ca820d77fb
4ebbdfdd9374257c1acbfa
5dc08ae47768506/1.901b
afac19ecd7c68a40396b5d
303a3caf0c293e6164267d4
69244f4e86bd77b/482e96
9c0cf7f016140ce85574464
4db8f9aled68d61dcd27e
4cc9d24db9aeba.crxd

E= 13.107.21.200 Bing Maps

= vk-in-f188.1e100.net (74.125.139.188)

[E= 13.89.179.8

_~ | INTRA-10.129.21.36 (10.129.21.36)

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 16, 2021 1:00:00 AM _~110.7.15.24

_~ | INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.85 (10.149.20.85)

= 13.107.5.91

xboxab.com

https://www.xboxab.com/
ab?
gameid=AC70E74F8D1044C
5894D0DC261838A8D

| INTRA-10.149.20.83 (10.149.20.83)

= 69.192.140.10

E= mia09s22-in-f3.1e100.net (142.250.64.163)

E= vr-in-f188.1e100.net (173.194.213.188)

= 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl
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Time Source

Dec 16, 2021 1:00:00 AM ~110.7.15.24

Resource

Destination Application Name

| INTRA-10.129.21.42 (10.129.21.42)

&= vu-in-f188.1e100.net (173.194.216.188)

https://googleads.g.double
click.net/pagead/id

&= mia07s60-in-f2.1e100.net (142.250.217.162
== mia07s60-in e net ( ) Google Ads

= 13.107.42.16 URLs_Skype_For_Business

_~ | INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 16, 2021 12:00:00 AM _~110.7.15.24

E= v|-in-f188.1e100.net (74.125.141.188)

[E552.96.104.34

S ya-in-f188.1e100.net (108.177.12.188)

http://2.au.download.wind
owsupdate.com/c/msdow
nload/update/software/se
cu/2021/11/excel-x-
none_ba96f2083e87996d
699ff60abad438ad2edaef7f
9.cab

== 201.191.210.147

Windows 10 Update

[E=] 40.126.24.83 URL-Microsoft

S 52.109.20.38

_~|INTRA-10.3.128.70 (10.3.128.70)

-~ 10:0:0:0:0:0:0:0

Dec 15, 2021 11:00:00 PM _110.7.15.24

_~ | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

&S vj-in-f188.1e100.net (74.125.134.188)
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Time Source Destination Application Name Resource

Dec 15, 2021 11:00:00 PM ~110.7.15.24 [E5 52.184.215.140 https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
7&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211216T052928Z &
Ic=es-MX&pl=es-MX,en-
us,es-

MSN-web CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=9ef14466
3cd041999811314898796
611&ctmode=MultiSessio
n&arch=x64&betaedgeve
r=0.0.0.0&canedgever=0.0.
0.0&cdm=1&cdmver=10.0.
19041.1023&currsel=13284
1337320810076 &devedgev
er=0.0.0.0&devfam=Windo
ws.Desktop&devform=Un
known&devosver=10.0.19
043.1348&disphorzres=19

aANo i H 42 40 .l:
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Time Source Destination Application Name Resource
Dec 15, 2021 11:00:00 PM 110.7.15.24 &= INTRA-142.250.98.188 (142.250.98.188)
ES mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
== 201.191.210.154 img-prod-cms-rt-
microsoft-
com.akamaized.net
| INTRA-10.3.128.70 (10.3.128.70) -+ 10:0:0:0:0:0:0:0
Dec 15, 2021 10:00:00 PM 110.7.15.24 | INTRA-10.149.20.84

(10.149.20.84)

| INTRA-10.149.20.85
(10.149.20.85)

- |INTRA-10.149.20.83
(10.149.20.83)

E=] ui-in-f188.1e100.net
(142.250.97.188)

" lad23s23-n- https://googleads.g.double

Google Ad
f194.1e100.net oogle Ads click.net/pagead/id
(172.217.2.194)

E=72.21.91.29

http://crl.verisign.com/pca

Certificate Revocation List
3.crl

ES vh-in-f188.1e100.net
(74.125.26.188)

= 52.109.20.39

_~|INTRA-10.129.21.36
(10.129.21.36)

| INTRA-10.3.128.70 -~ 10:0:0:0:0:0:0:0
(10.3.128.70)
Dec 15, 2021 9:00:00 PM ~110.7.15.24 [E va-in-f188.1e100.net (74.125.31.188)
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Time Source Destination Application Name

Dec 15, 2021 9:00:00 PM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

Resource

&S v|-in-f188.1e100.net (74.125.141.188)

&= 104.18.25.243

URL-Microsoft

http://ocsp.msocsp.com/
MFQwUjBQME4wTDAJBgU
rbgMCGgUABBSjA8CoiHv
UecQnjrXXWHO8EsBNpAQ
U/y9/4Qb00PMt7SWNmMM
L+DvZs/PoCE38AGNApSP+
z0ng+hy4AAAAacCk=

_~|INTRA-10.129.21.42 (10.129.21.42)

[E572.21.91.29

URL-PermitidosPol1113-
1155

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBSAUQYBMq
2awn1Rh6Doh/sBYgFV7gQ
UA95QNVDbRTLtM8KPiIGxv
DI7I90VUCEAJOLqoXyo4hxx
e7H/z9DKA=

[E5 40.90.64.59 windows.com

E= mia09s20-in-f4.1€100.net (172.217.15.196)

Gotomeeting

https://www.google.com/g
en_204?
atyp=i&ei=XA06YYirGdiM
wbkPk9SuoAQ&ct=slh&v=
t1&im=M&pv=0.81610393
51573152&me=245:16395
90183383,V,0,0,0,0:354058
15,e,H&zx=163962558919
8

= 40.126.24.81 URL-Microsoft

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 15, 2021 8:00:00 PM ~110.7.15.24 = uf-in-f188.1e100.net (172.217.203.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)
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Source Destination Application Name Resource

Dec 15, 2021 8:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

&= INTRA-142.250.98.188 (142.250.98.188)

= 13.107.21.200 Bing Maps

&S vy-in-f188.1e100.net (64.233.170.188)

[E 52.109.20.39 https://wbd.ms/windows-
app-web-link

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 15, 2021 7:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

ES 8.240.252.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e3c905h63a8ec71e

http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
69663286b4d8f7a9

E= mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gvt2.com/
gvt2.com domainreliability/upload-
nel

https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad

_~ | INTRA-10.149.20.83 (10.149.20.83)

E= vj-in-f188.1e100.net (74.125.134.188)
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Source

Destination

Application Name

Resource

Dec 15, 2021 7:00:00 PM ~110.7.15.24

E=| tzmiaa-aa-in-f14.1e100.net
(142.251.35.238)

YouTube

https://i.ytimg.com/vi/B7U
mUX68KtE/hqdefault.jpg?
sqp=-
oaymwECCNACELWBSFXyq
4qpAw4IARUAAIhCGAFWAC
ABBg==&rs=A0On4CLAcsdz
3ZtHK-
Sm5A10Rahot9xWDKw

mia09s20-in-f2.1€100.net (172.217.15.194)

Google Ads

https://googleads.g.double
click.net/pagead/id

=
&S 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

E= 13.107.42.16

URLs_Skype_For_Business

E= mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMgaOAP&size=invisible &
cb=9vtkgwlo8w44

| INTRA-10.3.128.70 (10.3.128.70)

-~ 10:0:0:0:0:0:0:0

Dec 15, 2021 6:00:00 PM ~110.7.15.24

_~ | INTRA-10.149.20.84 (10.149.20.84)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

&= 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1675a2f105a9cf02
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Time Source Destination

Dec 15, 2021 6:00:00 PM ~110.7.15.24 &S vx-in-f188.1€100.net (173.194.218.188)

Application Name

Resource

| INTRA-10.149.20.85 (10.149.20.85)

&= 13.107.4.50

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4d120a14bf59d111

B 323-56-6-

51.deploy.static.akamaitechnologies.com
(23.56.6.51) Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1b99de28c9ef79be

&= vo-in-f188.1e100.net (173.194.211.188)

| INTRA-10.129.21.42 (10.129.21.42)

&S 323-56-6-

27.deploy.static.akamaitechnologies.com
(23.56.6.27) Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e6b5f463a4052ac8

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 15, 2021 5:00:00 PM ~110.7.15.24 E=72.21.81.240

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

| INTRA-10.149.20.83 (10.149.20.83)

&5 8.252.165.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ccfd944d6b4dcele

E= v|-in-f188.1e100.net (74.125.141.188)
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Time Source Destination

Dec 15, 2021 5:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

Application Name Resource

[E= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

&= 13.107.4.50

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
990b0c8363a60d95

Windows Update

[E5 52.183.220.149

Windows Update

E=552.185.211.133

Windows Update

@S vt-in-f188.1€100.net (173.194.215.188)

S 8.253.165.230

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
€340d0f06126a81c

Windows Update

&= vu-in-f188.1e100.net (173.194.216.188)

&5 323-56-6- http://ctldl.windowsupdat
35.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.35) Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2e912ac3eaae329f
_~ |INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0

Dec 15, 2021 4:00:00 PM . 110.7.15.24 B 72.21.81.240

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows Update

_~ | INTRA-10.149.20.85 (10.149.20.85)
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Time Source

Dec 15, 2021 4:00:00 PM ~110.7.15.24

Destination

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

Application Name

edgedl.me.gvtl.com

Resource

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.901b
afac19ecd7c68a40396b5d
303a3caf0c293e6164267d4
69244f4e86bd77b/1.59d6
54685fd0cbe60008eb02c7
e46d1b16ee50dd878c584
b47f05e8d4f4546e7/a060d
c03396bee5dc010dff37a6
67d6be5b239ff3e9f7b82e
33b26b245edc149.crxd

= 52.183.220.149

Windows Update

http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/ac
0f32a7-47f4-45a9-b013-
e239cf3c9f2a?
P1=1640210336&P2=404&
P3=2&P4=bvD8NxdPfNFW
QUtU4qD6gLDJ4K)Vo/hOQ)j
mYrsfNsv4RIjhSPk1F2AKo
NOHahUKBj9ykxYWgjsApX
01UKFX2J)Q==

E552.185.211.133

Windows Update

&= 40.126.24.148

URL-Microsoft

= 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl
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Time

Dec 15, 2021 4:00:00 PM

Source

~110.7.15.24

Destination

&= 64.62.194.17

Application Name

foxitsoftware.com

Resource

https://startpage.foxitsoft
ware.com/index.php/page
/promotion/?
product=reader&version=
11.1&edition=Free&langu
age=en-
US&id=mhXtg0/UvtUs&dist
ID=0&token=9ad12afba34
602e6€3280939¢2b56db0

E= mia07s57-in-f2.1e100.net (142.250.64.226)

Google Ads

https://googleads.g.double
click.net/pagead/id

[E513.107.42.16

URLs_Skype_For_Business

E= mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWI9wsIPbECORmM
zMqaOAP&size=invisible&
cb=kgnnu2bn7ibl

E552.111.239.4

Office365-Delve

@S vz-in-f188.1e100.net (108.177.11.188)

[E= ua-in-f188.1e100.net (108.177.12.188)

S 8.253.165.241

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
536b12d19dcf09e1

~~10:0:0:0:0:0:0:0
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Time Source Destination Application Name Resource

Dec 15, 2021 4:00:00 PM -~ 110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/ac
0f32a7-47f4-45a9-b013-
e239cf3c9f2a?

Windows Update P1=1640210336&P2=404&
P3=2&P4=bvD8NxdPfNFW
QUtU4qD6gLD)4K]Vo/hOQj
mYrsfNsv4RIjhSPk1F2AKo
NOHahUKBj9ykxYWgjsApX
01UKFX2J)Q==

E= 2184-26-132-
12.deploy.static.akamaitechnologies.com
(184.26.132.12)

[E] 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/w
eathermapdata/1/static/sv

MSN-web g/72/MostlyCloudyNight.sv
8
E5 52.109.20.39
i==i INTER-201.191.210.163 (201.191.210.163) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6ff395da803b99f4
&S ue-in-f188.1e100.net (172.217.204.188)
. . S . 5 H
Dec 15, 2021 3:00:00 PM ~110.7.15.24 &la 139.45.195.8 rtmark net https://my.rtmark.net/gid.j

S
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Application Name

baufaich.com

Resource

https://baufaich.com/hea...
https://baufaich.com/ima...
https://baufaich.com/bra...
https://baufaich.com/styl...
https://baufaich.com/styl...
https://baufaich.com/inde.
https://baufaich.com/jque.

Time Source Destination
Dec 15, 2021 3:00:00 PM 110.7.15.24 15 139.45.197.103
~~10:0:0:0:0:0:0:0

==188.42.224.24

baufaich.com

https://baufaich.com/inde.
https://baufaich.com/boo..
https://baufaich.com/jque.

72.21.81.240

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

=
S mia07s54-in-f3.1e100.net (172.217.3.67)

gvt2.com

beacons.gcp.gvt2.com

https://beacons.gvt2.com/
domainreliability/upload

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

_~ | INTRA-10.149.20.83 (10.149.20.83)

E5 170.72.231.0

Cisco Webex Teams

| INTRA-10.149.20.85 (10.149.20.85)

= 52.183.220.149

Windows Update

B 172.67.22.216

offerimage.com

https://offerimage.com/w
ww/images/b33c86811f66
9a4597c184fdb33aff0a.pn

8
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Time

Dec 15, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

£1% 139.45.197.239

Application Name

inpage-push.com

Resource

https://inpage-
push.com/500/4461932?
excludes=&oaid=17721fe7
e55648758c6386b262b1c
b3a&Ise=12372483&fs=0&
cf=0&sw=1536&sh=960&s
ah=920&wx=-25600&wy=-
25600&ww=160&wh=28&
cw=1519&wiw=1536&wih
=818&wfc=3&pl=https://w
ww2.jkanime.to/sekai-
saikou-no-ansatsusha-
isekai-kizoku-ni-tensei-
suru/11/&drf=https://www
2.jkanime.to/&np=1&pt=0
&nb=1&ng=1&ix=0&nw=1
&tb=false

= https-69-28-165-0.atl.lInw.net
(69.28.165.0)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
€6771dc373614baf

&5 vj-in-f188.1€100.net (74.125.134.188)

[l §200.1.240.35.bc.googleusercontent.com
(35.240.1.200)

gcp.gvt2.com

https://e2c14.gcp.gvt2.co
m/nel/

[E= vo-in-f188.1€100.net (173.194.211.188)

== 201.191.210.155

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4c5108e47519ce55
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Source Destination Application Name Resource

Dec 15, 2021 3:00:00 PM ~110.7.15.24 == 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5ac71f92dcd3a879

&= vy-in-f188.1e100.net (64.233.170.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 15, 2021 2:00:00 PM ~110.7.15.24 £15139.45.195.8 https://my.rtmark.net/gid.j

S

rtmark.net

https://my.rtmark.net/gid.j
S

£15139.45.197.103 https://baufaich.com/bun..
https://baufaich.com/bra...

baufaich.com https://baufaich.com/styl...

https://baufaich.com/inde.

https://baufaich.com/boo..

= 188.42.224.24 https://baufaich.com/logo..
https://baufaich.com/ima...

baufaich.com https://baufaich.com/inde.

https://baufaich.com/jque.

https://baufaich.com/boo..

HTTP/2 over TLS

_~ | INTRA-10.149.20.83 (10.149.20.83)

= 52.183.220.149 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
61674cb237d1f65e

E= va-in-f188.1e100.net (74.125.31.188)

_~ | INTRA-10.149.20.84 (10.149.20.84)
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Source

Destination

Application Name

Resource

Dec 15, 2021 2:00:00 PM

~110.7.15.24

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

Google Chrome-update

http://edgedl.me.gvt1.co
m/edgedl/release2/chrom
e/o7jiagjg77znmkcqcenqge
umze4_96.0.4664.110/96.0
.4664.110_96.0.4664.93_ch
rome_updater.exe

B mia07s56-in-f14.1e100.net
(142.250.64.206)

Gotomeeting

https://clients2.google.co
m/service/check2?
crx3=true&appid=
{430FD4D0-B729-4F61-
AA34-
91526481799D}&appversi
on=1.3.36.112&applang=&
machine=1&version=1.3.3
6.112&userid={283FECF6-
85CF-4B17-83B9-
B6FA78E45882}&o0sversio
n=10.0&servicepack=

E= vn-in-f188.1e100.net (173.194.210.188)

EE 13.107.21.200

Bing Maps

E= mia09s20-in-f2.1e100.net (172.217.15.194)

Google Ads

https://googleads.g.double
click.net/pagead/id

5 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

| INTRA-10.129.21.42 (10.129.21.42)

| INTRA-10.129.21.36 (10.129.21.36)
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Time Source Destination

Dec 15, 2021 2:00:00 PM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=7imrabxyzxs9

&5 ud-in-f188.1€100.net (172.217.193.188)

&5 vr-in-f188.1e100.net (173.194.213.188)

E= 323-56-6-
27.deploy.static.akamaitechnologies.com
(23.56.6.27)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9507980fbaec2d17

= 923-56-6-
59.deploy.static.akamaitechnologies.com
(23.56.6.59)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2b4bb754c2fd3c5c¢

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ele5a2fea85b4f60

&= 3-0003.a-msedge.net (204.79.197.203)

MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/AAehOqC.svg

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

~~10:0:0:0:0:0:0:0
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Time

Dec 15, 2021 1:00:00 PM

Source

~110.7.15.24

Destination

£13 139.45.195.8

Application Name

rtmark.net

Resource

https://my.rtmark.net/gid.j
s

&3 139.45.197.103

baufaich.com

https://baufaich.com/hea...
https://baufaich.com/war...
https://baufaich.com/bun..
https://baufaich.com/bra...
https://baufaich.com/styl...
https://baufaich.com/star...

==188.42.224.24

baufaich.com

https://baufaich.com/erro.
https://baufaich.com/bun..
https://baufaich.com/ima...
https://baufaich.com/rese.

_~ | INTRA-10.149.20.85 (10.149.20.85)

EE https-208-111-176-0.dfw.lInw.net
(208.111.176.0)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
64bee2de917a2277

&= vg-in-f188.1e100.net (173.194.212.188)

| INTRA-10.149.20.84 (10.149.20.84)

&5 v|-in-f188.1€100.net (74.125.141.188)

[E5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
dd87a9e70607f0f3

&= 52.185.211.133

Windows Update
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Time Source Destination Application Name

Dec 15, 2021 1:00:00 PM ~110.7.15.24 [l 120.50.80.210

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
b6873132b1666e5e

== 201.191.210.147

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
76126cead345b8e0

== 201.191.210.155

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
93e4211f93611205

B 323-56-6-

27.deploy.static.akamaitechnologies.com
(23.56.6.27) Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ab5d8a7cb74e8017

= vy-in-f188.1e100.net (64.233.170.188)

[E552.109.20.39

= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ce2f6b840ef68d9d

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

00" [ ]
Dec 15, 2021 12:00:00 PM _~110.7.15.24 it 139.45.195.8 rtmark.net

https://my.rtmark.net/gid.j
S

£12139.45.197.237

http://iphumiki.com/5/446
1926/?00=1
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Time

Dec 15, 2021 12:00:00 PM

Source

~110.7.15.24

Destination

£l% 139.45.197.237

Application Name

HTTP/2 over TLS

offfurreton.com

Resource

https://offfurreton.com/40
0/3395407

== 188.42.224.24

baufaich.com

https://baufaich.com/styl...
https://baufaich.com/inde.
https://baufaich.com/jque.
https://baufaich.com/rese.

5 222.234.227.35.bc.googleusercontent.com
(35.227.234.222)

35.227.234.222

http://35.227.234.222/3/PU
_CR_PA_SB_DT?
source=4444031&geo=CR
&device_type=desktop&b
rowser_type=chrome&os
=windows&region=h&use
ragent=Mozilla/5.0
(Windows NT 10.0; Win64;
x64) AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/96.0.4664.45
Safari/537.36&language=e
s&connection_type=broad
band&internet_provider=i
nstituto costarricense de
electricidad y
telecom.&carrier=?

£l% 139.45.197.103

baufaich.com

https://baufaich.com/bun..
https://baufaich.com/styl...
https://baufaich.com/boo..

[ Bns3169051.ip-51-195-5.eu (51.195.5.15)
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Time

Dec 15, 2021 12:00:00 PM

Source

~110.7.15.24

Destination

[ A ns3169051.ip-51-195-5.eu (51.195.5.15)

Application Name

tapecontent.net

Resource

https://868418831.tapeco
ntent.net/radosgw/7RQQ)j
8k42LS86D/nzt-
TOOMrkDnsTQ62zDrzmo
Nsagu1tEzQOh3EI11TmyGp
aATsbFXbL)7gQkTEUEDfCX
E4nCL_MQfUphyUxQIkTaN
Qy710qvn2AAk278WB47fd
IEDUSPMNMZP_kjaXUqdN
b_-NOd7kBjj30788CvXm-
2g1-
BrC8DtNNGuc4MkgeP1zZ
_DWzwkljoOuNLHO8890G
mvQta6lKpfi76g9qB2xIt44
HPLSeLvtR4Z0oAglqt_xmT
E4AwV-
IIGFA5GLNuZzDkf7ylg-
vQ5ecv79Kb/3532_11.mp4
7stream=1

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

S| 52.183.220.149
=

172.64.196.12

streamtape.com

https://streamtape.com/e..
https://streamtape.com/g..

&5 323-56-6-
27.deploy.static.akamaitechnologies.com
(23.56.6.27)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

| INTRA-10.149.20.85 (10.149.20.85)

= 104.21.31.238

http://tagcachestaticx.com
/tag.js
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Source Destination Application Name Resource
Dec 15, 2021 12:00:00 PM 110.7.15.24 = mc.yandex.ru (77.88.21.119) https://mc.yandex.ru/watc
h/61426822?

wmode=7&page-
url=https://streamtape.co
m/e/yoea)vJmOPi1p99/&p
age-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy6303):fp:6044:fu:0:
en:utf-8:la:es-
ES:v:720:cn:1:dp:0:1s:62155
Yandex-multimedia 8636235:hid:287948806:z:
360:i:20211215122413:et:1
639592654:c:1:rn:7984346
21:rqn:413:u:16289777581
063843397:w:848x468:s:15
36x960x24:sk:1.25:ifr:1:cpf
:1:ntf:1:ns:16395926 46396
:ds:0,0,573,416,8,0,,5265,0,
,»,6071:dsn:0,0,573,416,8,0,
,5076,0,,,6071:wv:2:co:0:rq
nl:1:st:1639592654:t:Strea
mtape.com&t=gdpr(14)aw(

Nti2)
vandex h.ttps://rr'wc.yandex.ru/met
rika/tag.js
E= mia09s26-in-f14.1e100.net ) https://www.google-
Google Analytics . _—
(142.250.189.142) analytics.com/analytics.js

E= va-in-f188.1e100.net (74.125.31.188)

B xx-fbcdn-shv-02-mia3.fbcdn.net
(157.240.14.19)
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Time Source

Dec 15, 2021 12:00:00 PM ~110.7.15.24

Destination Application Name Resource
&S 104.21.49.37 animeflv.id https://cdn.animeflv.id/
[E5 104.21.83.54 https://animeid.cc/streami
ng.php?
id=NjAyNjU=&title=Sekai
animeid.cc 1O=NIAYT Hemekal

Saikou no Ansatsusha,
Isekai Kizoku ni Tensei
suru Episodio 11

= mia09s20-in-f4.1e100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=1&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILMNvbToONDM.&hl=es
&v=rPvsONyx3sANE-ZHUN-
OnM85&size=invisible&cb
=idfpdb202x7t

E= 172.67.156.220

jkanime.to

https://www2.jkanime.to/s
hin-no-nakama-ja-nai-to-
yuusha-no-party-wo-
oidasareta-node-
henkyou-de-slow-life-
suru-koto-ni-shimas/10/

[E=5 mia07s61-in-f8.1e100.net (142.250.217.200)

googletagmanager.com

https://www.googletagma
nager.com/gtag/js?id=UA-
112386827-4

= 323-56-6-
64.deploy.static.akamaitechnologies.com
(23.56.6.64)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
845368b5f48a02a9
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Source Destination Application Name Resource
Dec 15, 2021 12:00:00 PM 110.7.15.24 [E= 1.80.190.35.bc.googleusercontent.com https://a.nel.cloudflare.co
(35.190.80.1) m/report/v3?

s=R8NRe8WogEGjlySvICUv
uxcQo+t2vjoShhjJFmj2RVh
nel.cloudflare.com m8kyDewVEEbUd2LSMI1
mogVrUhmolQYf4UyLpqV
hHCAya7sPSWmJqrSOPGO
FQaRUFASEG6K6RVMY;jil9
5Se/Tzqbk=

S vu-in-f188.1e100.net (173.194.216.188)

&= 104.21.235.147 https://thumb.tapeconten
t.net/thumb/7RQQj8k42LS
86D/pdZ60D)xB9fradp.jp
g
https://sbplay1.com/e/v6
mh2oq8jxly

tapecontent.net

E= 172.67.185.
= 67.185.30 sbplay1.com

== INTER-201.191.210.163 (201.191.210.16 3) ak.hetaruvg.com

&= 104.26.5.250 https://animeid.to/streami
ng.php?
id=NjAyNjU=&title=Sekai
Saikou no Ansatsusha,
Isekai Kizoku ni Tensei
suru Episodio 11

animeid.to

[E=] 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl|/release2/chrom
e_component/acyrlkvhqw
edgedl.me.gvtl.com 6cr7qplbj724gefi_110/efni
ojlnjndmcbiieegkicadnoec
jjef_110_all_kyuodx3c2mm
bbhivsbcrm5zt3u.crx3

= 188.42.160.30

£13 5.226.176.16
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Time Source Destination

Dec 15, 2021 12:00:00 PM ~110.7.15.24 = 52.185.211.133

Application Name

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
607a8c6e0fd235dd

Windows Update

72.21.91.29

http://crl.verisign.com/pca

Certificate Revocation List
3.crl

B
E= mia07s57-in-f2.1e100.net (142.250.64.226)

https://googleads.g.double

Google Ads click.net/pagead/id

[E5 13.107.42.16

URLs_Skype_For_Business

£15139.45.197.238

https://agacelebir.com/4/4

agacelebir.com 461927

glE 139.45.197.239

https://inpage-

inpage-push.com
inpage-pu push.com/400/4461932

&S vx-in-f188.1€100.net (173.194.218.188)

== hosted-by.host-palace.com
(103.194.169.190)

https://api.movcloud.net/v
1/count/anime/es/episode
/60265

movcloud.net

== 201.191.210.153

ak.hetaint.com

55 8.240.253.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5739644ff6f9bf34

Windows Update

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 15, 2021 11:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

E=52.185.211.133

http://ctldl.windowsupda...

Wi
indows Update http://ctldl.windowsupda...
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Time Source Destination Application Name Resource
Dec 15, 2021 11:00:00 AM 110.7.15.24 &= jad23s23-in-f206.1e100.net (172.217.2.206) https://encrypted-
vtbnO.gstatic.com/video?
Gotomeeting g=tbn:ANd9GcRePgKnD97
fZzwfnoMMdzqlCeji_KJCbC
YLrYg
| INTRA-10.149.20.84 (10.149.20.84)
@5 40.126.24.146 URL-Microsoft
[E=] 3-0001.a-msedge.net (204.79.197.200) Bing Maps
E=13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
165fced3ba5c5405
[E 52,183.220.149 Windows Update
&= jad23s23-in-f195.1e100.net (172.217.2.195) https://beacons3.gvt2.com
gvt2.com /domainreliability/upload-
nel
= https-208-111-136-0.fll.lInw.net
(208.111.136.0)
| INTRA-10.129.21.42 (10.129.21.42)
&S vk-in-f188.1e100.net (74.125.139.188)
&= uf-in-f188.1e100.net (172.217.203.188)
[E552.111.239.4 Office365-Delve
[E 104.208.16.90 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
b3a0a809d131d918

E= vz-in-f188.1€100.net (108.177.11.188)
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Time Source Destination Application Name

Dec 15, 2021 11:00:00 AM ~110.7.15.24 &5 8.253.165.230

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9259522d639ca158

[EE mia07s54-in-f3.1e100.net (172.217.3.67)
beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

&= 52.109.20.39

[E= 3-0003.a-msedge.net (204.79.197.203)
MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/LightRainV3.svg

= 67.26.127.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
€2514485861046ea

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 15, 2021 10:00:00 AM _~110.7.15.24 E=52.185.211.133 Windows Update

E5 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
8a095ddb78ff7714

| INTRA-10.149.20.84 (10.149.20.84)

&= 52.242.101.226

&S vj-in-f188.1e100.net (74.125.134.188)
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Time Source Destination

Dec 15, 2021 10:00:00 AM ~110.7.15.24 &= 13.107.4.50

Application Name

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
18b33850b8b84f74

[E5 52.183.220.149

Windows Update

E=72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

E= mia07s54-in-f2.1e100.net (172.217.3.66)

Google Ads

https://googleads.g.double
click.net/pagead/id

| INTRA-10.129.21.36 (10.129.21.36)

= ue-in-f188.1e100.net (172.217.204.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 15, 2021 9:00:00 AM _~110.7.15.24 E= mia09s20-in-f4.1€100.net (172.217.15.196)

Google Search

HTTP/2 over TLS

Gotomeeting

https://www.google.com/c
omplete/search?
client=chrome-
omni&gs_ri=chrome-ext-
ansg&xssi=t&g=er&oit=1&
cp=2&pgcl=7&gs_rn=42&p
si=74Ax9gKJjaTqqeB8&sug
key=AlzaSyBOti4mM-
6x9WDnNZljleyEU210pBXq
WBgw&safe=active

= 52.183.220.149

Windows Update

E= mia07s54-in-f3.1e100.net (172.217.3.67)

gvt2.com

https://beacons.gvt2.com/
domainreliability/upload-
nel
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Time Source Destination

Dec 15, 2021 9:00:00 AM ~110.7.15.24 =5 mia07s54-in-f3.1e100.net (172.217.3.67)

Application Name Resource

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

beacons.gcp.gvt2.com

= 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
da1d46057625344e

Windows Update

&= va-in-f188.1e100.net (74.125.31.188)

[E552.109.20.46

[E552.109.20.23

E552.185.211.133

Windows Update

=5 mia07s57-in-f14.1e100.net (142.250.64.238)

=5 mia07s62-in-f2.1e100.net (142.250.217.226)

https://googleads.g.double

le A
Google Ads click.net/pagead/id

&5 INTRA-108.177.13.188 (108.177.13.188)

E= ud-in-f188.1e100.net (172.217.193.188)

== 201.191.210.147

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
910a7af47f1691d0

Windows Update

[E e2a.google.com (216.239.32.116)

ES 223-204-156-
181.deploy.static.akamaitechnologies.com
(23.204.156.181)

Webex

= 40.126.24.81

URL-Microsoft

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 15, 2021 8:00:00 AM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
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Time

Dec 15, 2021 8:00:00 AM

Source

~110.7.15.24

Destination

| INTRA-10.149.20.83 (10.149.20.83)

Application Name

Resource

&5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
ac94707334a8fa39

E=52.185.211.133

Windows Update

E5170.72.231.0

Cisco Webex Teams

i==i INTER-201.191.210.171 (201.191.210.171)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
8deec5cbeddc221f

S 323-67-195-
144.deploy.static.akamaitechnologies.com
(23.67.195.144)

cdn.onenote.net

_~ | INTRA-10.149.20.84 (10.149.20.84)

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

&= idbrokertemp.webex.com (64.68.100.6)

Webex

&= cloudproxy10036.sucuri.net
(192.124.249.36)

GoDaddy

http://ocsp.godaddy.com/
MEQwQjBAMD4wPDAJBgU
rDgMCGgUABBTkIINKBAzX
kFOQhOpel3IfHJ9GPAQUOs
SwWOpHUTBFxs2HLPaH+3a
hg1OMCAxvnFQ==

B, 40.126.24.149

URL-Microsoft

= 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

| INTRA-10.129.21.42 (10.129.21.42)

&= 20.189.173.13

Windows Update
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Dec 15, 2021 8:00:00 AM ~110.7.15.24

Destination

E552.111.239.4

Application Name

Office365-Delve

Resource

&S vx-in-f188.1€100.net (173.194.218.188)

&S a23-222-77-
144.deploy.static.akamaitechnologies.com
(23.222.77.144)

EchoSign

https://static.echocdn.co
m/office365integration/ic
ons/as_96.png

E= vz-in-f188.1€100.net (108.177.11.188)

&= 3-0003.a-msedge.net (204.79.197.203)

MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/MostlyCloudyDay.svg

E= 184.105.214.144

foxitsoftware.com

https://startpage.foxitsoft
ware.com/index.php/page
/promotion/?
product=reader&version=
11.1&edition=Free&langu
age=en-
US&id=mhXtg0/UvtUs&dist
ID=0&token=9ad12afba34
602e6€3280939¢c2b56db0

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 15, 2021 7:00:00 AM _~110.7.15.24

E=52.185.211.133

Windows Update

[E552.152.108.96

&S va-in-f188.1e100.net (74.125.31.188)

&S 104.208.138.202

&= 20.112.144.70

| INTRA-10.149.20.83 (10.149.20.83)

= mia09s26-in-f2.1e100.net
(142.250.189.130)

Google Ads

https://googleads.g.double
click.net/pagead/id

&5 52.183.220.149

Windows Update

&= vu-in-f188.1e100.net (173.194.216.188)

Acceso a Internet Report

Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM
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Time Source Destination Application Name Resource

Dec 15, 2021 7:00:00 AM ~110.7.15.24 [l 120.54.89.106 Windows Update

&= 52.109.20.39

&S vk-in-f188.1e100.net (74.125.139.188)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 15, 2021 6:00:00 AM -~ 110.7.15.24 [E552.183.220.149 http://ctldl.windowsupda...
Windows Update http://ctldl.windowsupda...

http://msedge.b.tlu.dl.de...

E= ud-in-f188.1e100.net (172.217.193.188)

&= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co

(34.104.35.123) m/edgedl|/delta-
update/hfnkpimlhhgieadd

gfemjhofmfblmnib/1.59d
654685fd0cbe60008eb02c
7e46d1b16ee50dd878c58
edgedl.me.gvtl.com 4b47f05e8d4f4546e7/1.78
80db566fbd4ede 1f244575
cd7cb38c22bbfa5bbfc011c
58fff3cbh5825bb04b/5a911
b286d21732b4f30eb9940c
68d097d609552ch55af0e
8d16133225979¢02.crxd

[E520.190.152.20 URL-Microsoft

Acceso a Internet Report Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM
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Time Source Destination Application Name Resource

Dec 15, 2021 6:00:00 AM ~110.7.15.24 S 67.24.73.254 http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/ac
0f32a7-47f4-45a9-b013-
e239cf3c9f2a?

Windows Update P1=1640174338&P2=404&
P3=2&P4=eCx0OqCTDvukx4
20a4zROhktCSsM2ZFI+HO0S
iD8RSUMIi4Crt9b1xX8RyG9
jf99hoWtUO4QGEOLwJdh
wOF+dm4)g==

= 13.107.42.16 URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

Dec 15, 2021 5:00:00 AM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

E552,185.211.133 Windows Update

| INTRA-10.149.20.84 (10.149.20.84)

[E=52,183.220.149 Windows Update

| INTRA-10.129.21.42 (10.129.21.42)

= 72.21.91.29 http://crl.verisign.com/pca

Certificate Revocation List

3.crl

&S vk-in-f188.1e100.net (74.125.139.188)

ES mia09s22-in-f2.1e€100.net (142.250.64.162) G A5 thps://googIeads:g.double
click.net/pagead/id

ES uf-in-f188.1e100.net (172.217.203.188)

[E= vo-in-f188.1e100.net (173.194.211.188)

&= 20.42.73.26 Windows Update
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Source

Destination

Dec 15, 2021 5:00:00 AM ~110.7.15.24

== 201.191.210.153

Application Name Resource

http://msedge.f.dl.deliver
y.mp.microsoft.com/filest
Windows Update reamingservice/files/ac0f3
2a7-47f4-45a9-b013-
e239cf3c9f2a/pieceshash

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 15, 2021 4:00:00 AM _~110.7.15.24

[E= 104.208.138.202

_~ | INTRA-10.149.20.83 (10.149.20.83)

@S vn-in-f188.1e100.net (173.194.210.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

ES vt-in-f188.1e100.net (173.194.215.188)

E=5 mia07s54-in-f3.1€100.net (172.217.3.67)

https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad

&= vy-in-f188.1e100.net (64.233.170.188)

5 52.109.20.39

Dec 15, 2021 3:00:00 AM ~110.7.15.24

~~10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.84 (10.149.20.84)

&S v|-in-f188.1e100.net (74.125.141.188)

] 40.126.24.83

URL-Microsoft

E= 923-213-225-
39.deploy.static.akamaitechnologies.com
(23.213.225.39)

CustomApp-
TraficoExcesivoMicrosoft

=5 52.109.20.38

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 15, 2021 2:00:00 AM ~110.7.15.24

_~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

Acceso a Internet Report
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Time

Dec 15, 2021 2:00:00 AM

Source

Destination Application Name

~110.7.15.24 &S vg-in-f188.1e100.net (173.194.212.188)

Resource

E552.109.20.23

&= 3-0001.a-msedge.net (204.79.197.200) Bing Maps

| INTRA-10.129.21.42 (10.129.21.42)

Google Ads

https://googleads.g.double
click.net/pagead/id

&S mia07s62-in-f2.1e100.net (142.250.217.226)

vu-in-f188.1e100.net (173.194.216.188)

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 15, 2021 1:00:00 AM

_~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

= va-in-f188.1e100.net (74.125.31.188)

_~ | INTRA-10.149.20.84 (10.149.20.84)

[E5 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/jflookgnkcckhobag
Indicnbbgbonegd/1.e1c32
d255e29cfe97ffec11adeb
5b01881a8461db8a81914
aad6b18223cf9f43/1.b066
aff5258f7bc5bd7aac1b8a2
5b221d6afa8fc1be0619b2
1684ac282f39a80/34c06db
7fa2d07587f5be24ecb11b
94123ff1ff16efbeddecddd
8a4a07f99804.crxd

&5 52.109.20.46

&S vz-in-f188.1€100.net (108.177.11.188)

&= ua-in-f188.1e100.net (108.177.12.188)

Acceso a Internet Report
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Acceso a Internet 1105

Time Source Destination Application Name Resource
Dec 15, 2021 1:00:00 AM -~ 110.7.15.24 w=72.21.91.29 Certificate Revocation List http://crl.verisign.com/pca
3.crl
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 15, 2021 12:00:00 AM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)
E= ui-in-f188.1e100.net (142.250.97.188)
E= mia07s61-in-f14.1e100.net https://play.google.com/lo
(142.250.217.206) g?

Gotomeetin
& format=json&hasfast=true

&authuser=0

&= vh-in-f188.1e100.net (74.125.26.188)

&= ug-in-f188.1e100.net (172.253.123.188)

[#513.107.42.16 URLs_Skype_For_Business

= 52.109.20.39

_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
| INTRA-10.3.128.70 (10.3.128.70) . 10:0:0:0:0:0:0:0
Dec 14, 2021 11:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

&5 v|-in-f188.1€100.net (74.125.141.188)

[E552.109.20.23
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Time Source

Dec 14, 2021 11:00:00 PM ~110.7.15.24

Destination

B 52.184.215.140

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
7&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211215T050530Z &
Ic=es-MX&pl=es-MX,en-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=a435da6f
86234f2184c67cbh9669¢c80
2b&ctmode=MultiSession
&arch=x64&betaedgever=
0.0.0.0&canedgever=0.0.0.
0&cdm=1&cdmver=10.0.1
9041.1023&currsel=132840
458953134204&devedgev
er=0.0.0.0&devfam=Windo
ws.Desktop&devform=Un
known&devosver=10.0.19
043.1348&disphorzres=19

2N0 i H 42 40 .l:
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Time

Dec 14, 2021 11:00:00 PM

Source

~110.7.15.24

Destination

&= 20.190.152.21

Application Name Resource

URL-Microsoft

i== INTER-201.191.210.139 (201.191.210.139)

img-prod-cms-rt-
microsoft-
com.akamaized.net

E= vu-in-f188.1e100.net (173.194.216.188)

E= mia07s61-in-f2.1e100.net (142.250.217.194)

https://googleads.g.double

Google Ads click.net/pagead/id

| INTRA-10.149.143.70 (10.149.143.70)

.~ 10:0:0:0:0:0:0:0

_~|INTRA-10.149.20.85
(10.149.20.85)

| INTRA-10.149.20.84
(10.149.20.84)

&= vn-in-f188.1e100.net
(173.194.210.188)

E=| vt-in-f188.1e100.net
(173.194.215.188)

E= ua-in-f188.1e100.net
(108.177.12.188)

| INTRA-10.129.21.42
(10.129.21.42)

= 72.21.91.29

_~ | INTRA-10.149.143.70
(10.149.143.70)

Dec 14, 2021 10:00:00 PM

_~110.7.15.24

_~|INTRA-10.149.20.83
(10.149.20.83)

http://crl.verisign.com/pca

Certificate Revocation List
3.crl

~~10:0:0:0:0:0:0:0

Dec 14, 2021 9:00:00 PM

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

~110.7.15.24

&S uf-in-f188.1e100.net (172.217.203.188)

Acceso a Internet Report
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Time Source Destination Application Name Resource

Dec 14, 2021 9:00:00 PM ~110.7.15.24 &5 52.109.20.46

&= vo-in-f188.1e100.net (173.194.211.188)

| INTRA-10.129.21.36 (10.129.21.36)

Dec 14, 2021 8:00:00 PM ~110.7.15.24 &S va-in-f188.1e100.net (74.125.31.188)

| INTRA-10.149.20.84 (10.149.20.84)

[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-
update/imefjhfbkmcmeb
odilednhmaccmincoa/1.9
0d6e329a99396aced52c1
3595b29a8af1e2711cdd6f
73008ae51d0be83356be/1
.8ebc045593c4647e6€e9c3
765b5fd7d8ba12219¢58cc
de2216aab8ca557c737a1/
5fd1af64c9443a708f740e4
2dbac798d92fc68d6d6bb
986f640e41b9ed357569.c
rxd

edgedl.me.gvtl.com

[E] 40.97.124.226 Office365-Outlook-web

E= mi ine .
B mia09s21-in-f2.1e100.net (142.250.64.130) Condle Ads ht'tps.//googleadstg.doubIe
click.net/pagead/id

&5 ui-in-f188.1€100.net (142.250.97.188)

&= 13.107.21.200 Bing Maps

= ug-in-f188.1e100.net (172.253.123.188)

| INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 14, 2021 7:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)
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Source Destination

Application Name

Resource

Dec 14, 2021 7:00:00 PM ~110.7.15.24 = 72.21.91.29

URL-PermitidosPol1113-
1155

Certificate Revocation List

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+28SiPI7ZWEWVXDIQQUTI
UIBiV5uNu5g/6+rkS7QYXj
zkCEAQvpsXKY8RRQeo74ff
HUxc=

http://crl.verisign.com/pca
3.crl

| INTRA-10.149.20.84 (10.149.20.84)

[E5 mia09s22-in-f14.1€100.net (142.250.64.174)

YouTube

[E= vz-in-f188.1e€100.net (108.177.11.188)

[E5 8.253.165.241

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
8a259e99f8d2107e

_~|INTRA-10.129.21.42 (10.129.21.42)

E= vu-in-f188.1e100.net (173.194.216.188)

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Dec 14, 2021 6:00:00 PM _110.7.15.24 [E5 mia07s54-in-f3.1e100.net (172.217.3.67)

HTTP/2 over TLS

beacons.gcp.gvt2.com

Gotomeeting

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

https://fonts.gstatic.com/s/
montserrat/v18/JTUS]lg1_i
6t8kCHKmM459WIhyw.woff
2

= 72.21.81.240

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

Acceso a Internet Report

Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM
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[110

Time Source Destination

Dec 14, 2021 6:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

Application Name

Resource

&5 20.189.173.21

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
df5d2e5eb84aebed

E= 13.107.4.50

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6a767d87fd5e95bb

[E5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4d94a74d83f6592d

[E5 8.240.252.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
42842c52b0cfe822

E5 13.107.42.16

URLs_Skype_For_Business

&5 vk-in-f188.1e100.net (74.125.139.188)

[ 104.46.162.226

Windows Update

[E523.56.6.82

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8d8ff975bcd08c8c

_~ |DMZS5-172.16.1.66 (172.16.1.66)

E5 172.67.147.58

promisejs.org

https://www.promisejs.org
/polyfills/promise-6.1.0.js
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Time

Dec 14, 2021 6:00:00 PM

Source

~110.7.15.24

Destination

&= vr-in-f188.1e100.net (173.194.213.188)

Application Name

Resource

E= 216.239.34.117

gvt2.com

https://beacons2.gvt2.com
/domainreliability/upload-
nel

&= vy-in-f188.1e100.net (64.233.170.188)

&5 vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
43fbf910cbd7672e

[E= 3-0003.a-msedge.net (204.79.197.203)

MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/MostlyCloudyNight.sv

g

[E5 20.190.152.19

URL-Microsoft

_~ | INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 14, 2021 5:00:00 PM

- 110.7.15.24

_~ | INTRA-10.149.20.83 (10.149.20.83)

= 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2d6ad2fbbda664fe

== INTER-201.191.210.171 (201.191.210.171)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
53b1333f14aaabdc

EE 52.109.20.46

_~ | INTRA-10.149.20.85 (10.149.20.85)

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps
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Time

Dec 14, 2021 5:00:00 PM

Source Destination

~110.7.15.24 &= INTRA-142.250.98.188 (142.250.98.188)

Application Name

Resource

B mia07s62-in-f2.1e100.net (142.250.217.226)

Google Ads

https://googleads.g.double
click.net/pagead/id

= INTRA-108.177.13.188 (108.177.13.188)

E552.182.141.63

Windows Update

_~ | INTRA-10.129.21.36 (10.129.21.36)

= ua-in-f188.1e100.net (108.177.12.188)

&= 323-56-6- http://ctldl.windowsupdat
58.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.58) Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6437eeeadac6efca
E= 67.24.73.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
€13394411bc9962e
&= 323-56-6- http://ctldl.windowsupdat
27.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.27) Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
deeel1ed45164bf06
&= 23.56.6.18 http://ctldl.windowsupdat

Windows Update

e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
d04cebbfd4c72474

E=| vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
06b9657608c20f35

Acceso a Internet Report

Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM
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Time Source Destination Application Name Resource
Dec 14, 2021 5:00:00 PM - |INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 14, 2021 4:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
&= 23.56.6.19 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
47dd2022a27638ca
&= 8.252.16.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e97ff25dffca4798

_~ | INTRA-10.149.20.84 (10.149.20.84)

E= vI-in-f188.1e100.net (74.125.141.188)

@5 52.183.220.149 Windows Update
E552.185.211.133 Windows Update
E=552.182.143.211 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
€155e24526599e96

= 72.21.91.29 http://crl.verisign.com/pca

Certificate Revocation List
3.crl

_~|INTRA-10.129.21.42 (10.129.21.42)

5 52.96.122.50

&= vh-in-f188.1e100.net (74.125.26.188)

E= uf-in-f188.1e100.net (172.217.203.188)
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Source Destination Application Name Resource

Dec 14, 2021 4:00:00 PM 110.7.15.24 &= 8.252.88.126 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9e8952fa3962deff

E= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
6119d69b03c179a6

S| 3184-26-132-
12.deploy.static.akamaitechnologies.com
(184.26.132.12)

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 14, 2021 3:00:00 PM ~110.7.15.24 - 10:0:0:0:0:0:0:0

| INTRA-10.149.20.83 (10.149.20.83)

E= 13.107.4. http://ctldl.wi
E513.107.4.50 Windows Update ttp://ctld w!ndowsupda
http://ctldl.windowsupda...

E=72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ded39782a0624c6b

| INTRA-10.149.20.84 (10.149.20.84)
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Acceso a Internet 1115

Source Destination Application Name Resource
Dec 14, 2021 3:00:00 PM 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edged|/delta-

update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.7880
db566fbd4ede1f244575cd
7cb38c22bbfa5bbfc011c5

edgedl.me.gvtl.com 8fff3ch5825bb04b/1.6427

5e75612c0b86794a9be43

d9cb236d3ea6a033283083
e272e48512ab5bfa0/64000
47645ac359b4f3f99e8b2f

934f68424e8cb96c074f301
a98abc1e4088de.crxd

[ idbrokertemp.webex.com (64.68.100.6) Webex

[E 52.183.220.149 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8e729c5bdcch304c

&= cloudproxy10036.sucuri.net http://ocsp.godaddy.com/
(192.124.249.36) MEQwQjBAMD4wPDAJBgU
rbDgMCGgUABBTkIINKBAzX
kFOQhOpel3IfHJ9GPAQUOs
SWOpHUTBFxs2HLPaH+3a
hg1OMCAxvnFQ==

GoDaddy

[#552.185.211.133 Windows Update

[E= vn-in-f188.1e100.net (173.194.210.188)

[E5 mia09s20-in-f2.1€100.net (172.217.15.194) https://googleads.g.double

Google Ads click.net/pagead/id
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Acceso a Internet 1116

Source Destination Application Name Resource
Dec 14, 2021 3:00:00 PM ~110.7.15.24 i==i 201.191.210.147 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
€238d3bd028ef8f5
&= 8.253.165.230 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7da57802ec3a40cf
&= 170.72.231.161 Cisco Webex Teams
5 20.190.152.19 URL-Microsoft
| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 14, 2021 2:00:00 PM 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
E= 52.183.220.149 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
22511ec3b3ce2ae9

= https-208-111-136-0.fll.lInw.net

(208.111.136.0) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
d0c895e7486f05b1

E5 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7fa0ef7f017632a9

| INTRA-10.149.20.84 (10.149.20.84)
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Acceso a Internet 1117

Time Source Destination Application Name Resource

Dec 14, 2021 2:00:00 PM 110.7.15.24 &= 8.240.253.126 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5b53f07da6b941e9

£1251.132.193.105 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e8404763e7241ba2

[E= 3-0001.a-msedge.net (204.79.197.200) Bing Maps

&5 20.42.65.92

E= 72.21.91.29 http://crl.verisign.com/pca

3.crl

== 52.178.17.2 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
d61da134345d4c98

Certificate Revocation List

B 52.111.239.4 Office365-Delve

E=| vx-in-f188.1e100.net (173.194.218.188)

=15 51.105.71.136 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f4f17045f5fbe933

== 201.191.210.136 LinkedIn

ES mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
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Source

Destination Application Name

Resource

Dec 14, 2021 2:00:00 PM ~110.7.15.24

&S 323-204-156-
69.deploy.static.akamaitechnologies.com
(23.204.156.69)

&= ug-in-f188.1e100.net (172.253.123.188)

&= 3-0003.a-msedge.net (204.79.197.203)
MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/MostlyCloudyDay.svg

[E552.96.97.130

| INTRA-10.149.143.70 ~~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 14, 2021 1:00:00 PM ~110.7.15.24 [E 52.242.97.97

&5 20.189.173.21

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
7eac827016590ffa

= 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2de3ec9c3fb8667e

_~ | INTRA-10.149.20.85 (10.149.20.85)

E= 13.107.4.50

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
8cc41a0c173e260a
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Source Destination Application Name Resource

Dec 14, 2021 1:00:00 PM 110.7.15.24 [E= 52.183.220.149 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
Obdfdf841b8bf7a5

E552.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
af5071895e48aa21

| INTRA-10.129.21.42 (10.129.21.42)

E={ 20.189.173.13 Windows Update

&= vh-in-f188.1e100.net (74.125.26.188)

| INTRA-10.129.21.36 (10.129.21.36)

E= mia07s56-in-f2.1e100. 142.250.64.194 h s | .8. I
== mia07s56-in e100.net ( 50.64.194) Google Ads t.tps goog eads.g double
click.net/pagead/id

E= vr-in-f188.1e100.net (173.194.213.188)

@5 20.190.152.22 URL-Microsoft

@S ya-in-f188.1e100.net (108.177.12.188)

i==i 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ff68353b92c54e73

https://googleads.g.double

YouTub
outube click.net/pagead/id

&S mia07s61-in-f2.1e100.net (142.250.217.194)
B

8.240.253.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f303fb204469d473
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Time

Dec 14, 2021 1:00:00 PM

Source

~110.7.15.24

Destination

&S ue-in-f188.1e100.net (172.217.204.188)

Application Name

Resource

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 14, 2021 12:00:00 PM

_~110.7.15.24

== INTER-201.191.210.171 (201.191.210.171)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

= 52.185.211.133

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
470fc37209129620

| INTRA-10.149.20.84 (10.149.20.84)

E= vI-in-f188.1e100.net (74.125.141.188)

_~ | INTRA-10.149.20.85 (10.149.20.85)

[E5 52.109.20.46

= 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2031a4941ebb9a13

E= mia07s62-in-f14.1e100.net
(142.250.217.238)

Gotomeeting

https://play.google.com/lo
g?
format=json&hasfast=true
&authuser=0

= 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

= INTRA-108.177.13.188 (108.177.13.188)

E552.182.141.63

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e2b8b65c060decc5
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[121

Time Source Destination

Dec 14, 2021 12:00:00 PM ~110.7.15.24 E= 13.107.42.16

Application Name Resource

URLs_Skype_For_Business

== 13.69.109.131

Windows Update

== 201.191.210.155

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
48f71d7f3695337b

Windows Update

i==i INTER-201.191.210.163 (201.191.210.163)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f196a2ca8311be28

Windows Update

[E= 3-0003.a-msedge.net (204.79.197.203)

MSN-web

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 14, 2021 11:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

[E5 52.183.220.149

Windows Update

[E= va-in-f188.1e100.net (74.125.31.188)

[E=] 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

http://edgedl.me.gvt1.co
m/edgedl|/release2/chrom
e_component/d3jjgwbgdw
fplewbw2izgyvwc4_109/ef
niojlnjndmcbiieegkicadno
ecjjef_109_all_f3f5hl4cwrb
Ihh6ijiwkzft2yq.crx3

edgedl.me.gvtl.com

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

&= 52.185.211.133

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9cf22428bfbec72a

Windows Update
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Source Destination Application Name Resource

Dec 14, 2021 11:00:00 AM ~~110.7.15.24 E= mia07s62-in-f2.1e100.net (142.250.217.226) Google Ads https://googleads.g.double
& click.net/pagead/id

[E5 20.189.173.10 Windows Update

= ud-in-f188.1e100.net (172.217.193.188)

[E552.168.112.67 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ec9a64e2602eafbf
E=] 20.42.73.25 Windows Update
[E={ 104.208.16.88 Windows Update

[E552.96.37.34

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 14, 2021 10:00:00 AM ~110.7.15.24 [E 52.183.220.149 Windows Update

5 52.109.20.39

E=72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
34c8ba16f737557b

| INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.85 (10.149.20.85)

E552.185.211.133 Windows Update

| INTRA-10.129.21.42 (10.129.21.42)

Certificate Revocation List
3.crl

E= 72.21.91.29 http://crl.verisign.com/pca
B

INTRA-108.177.13.188 (108.177.13.188)
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Source Destination Application Name Resource

Dec 14, 2021 10:00:00 AM ~110.7.15.24 &S vk-in-f188.1e100.net (74.125.139.188)

&S vj-in-f188.1e100.net (74.125.134.188)

E=] 104.208.16.90 Windows Update

E=52,182.143.210 Windows Update

i==i 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
63a331841af9af76

[ §13.69.239.72 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
5dbfd3f5a9982a22

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)

Dec 14, 2021 9:00:00 AM 110.7.15.24 E552.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/aut
hrootstl.cab?
362c036dfcb7843c

[E=] 40.126.24.147 URL-Microsoft

&S v|-in-f188.1e100.net (74.125.141.188)

35.156.70.210 http://ocsp.quovadisglobal
.com/MFUwUzBRMESWTT
AJBgUrDgMCGgUABBTyhc
KR1A4XhQLFZRt5u+T8TDs
YdQQUGoRiVEhRMMyUE10
7Q9gPEGUbRIGSCFHI7b+X
CUNVNIYmwkVVSGjGHKW
24

OCSP Protocol
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[124

Time Source Destination

Dec 14, 2021 9:00:00 AM ~110.7.15.24 &= 52.109.20.46

Application Name Resource

= 52.178.17.3

Windows Update

S jad23s23-in-f195.1e100.net (172.217.2.195)

https://www.gstatic.com/c
hrome/config/plugins_3/pl
ugins_win.json

Gotomeeting

= 20.189.173.5

Windows Update

& 20.189.173.12

Windows Update

E5 13.107.42.16

URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

[E552.96.189.34

&S vx-in-f188.1€100.net (173.194.218.188)

5 52.184.215.140

https://arc.msn.com/v3/D

MSN-web ) .
elivery/Events/Impression
B 223-204-156-
181.deploy.static.akamaitechnologies.com Webex
(23.204.156.181)
B mia07s54-in-f2.1€100.net (172.217.3.66 https://googleads.g.double
E=mi I ( ) Google Ads ps://goog g.aou

click.net/pagead/id

5 52.109.20.39

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
9dd7603d495fc2a5

Windows Update

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 14, 2021 8:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

= 52.183.220.149

Windows Update
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[125

Time Source Destination

Dec 14, 2021 8:00:00 AM ~110.7.15.24 5 52.185.211.133

Application Name Resource

Windows Update

&S va-in-f188.1e100.net (74.125.31.188)

| INTRA-10.149.20.84 (10.149.20.84)

[E= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

5 52.182.143.210

Windows Update

&= INTRA-142.250.98.188 (142.250.98.188)

&S vt-in-f188.1e100.net (173.194.215.188)

[E552.168.117.169

Windows Update

[E572.21.91.29

http://crl.verisign.com/pca

Certificate Revocation List
3.crl

= 104.208.16.88

Windows Update

| INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Dec 14, 2021 7:00:00 AM ~110.7.15.24 == INTER-201.191.210.171 (201.191.210.171)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
2d19d1af32877f2f

Windows Update

&S v|-in-f188.1e100.net (74.125.141.188)

| INTRA-10.149.20.85 (10.149.20.85)

S 52.183.220.149

Windows Update

= 52.185.211.133

Windows Update

g3 51.104.15.252

Windows Update

_~|INTRA-10.129.21.42 (10.129.21.42)

I 120.50.80.210

Windows Update

E= vk-in-f188.1e100.net (74.125.139.188)
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Time Source Destination Application Name Resource

Dec 14, 2021 7:00:00 AM ~110.7.15.24 E552.111.239.4 Office365-Delve

&S vx-in-f188.1€100.net (173.194.218.188)

E=] 20.42.65.89 Windows Update

E= mia09s21-in-f2.1e100.net (142.250.64.130) Gowde A6 ht'tps://googleads:g.double
click.net/pagead/id

E= vr-in-f188.1e100.net (173.194.213.188)

@5 20.42.73.26 Windows Update

[E552.109.20.39

[E 13.89.179.8 Windows Update
| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 14, 2021 6:00:00 AM ~110.7.15.24 5 52.185.211.133 Windows Update
== 13.69.116.104 Windows Update
[E=] 23.202.86.121 cdn.onenote.net

| INTRA-10.149.20.84 (10.149.20.84)

[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl|/release2/chrom
e_component/ac2bsiwkc3
ek7k3Ifewvedrd2vla_7035/
hfnkpimIhhgieaddgfemjh
ofmfblmnib_7035_all_adq3
17722fnyh72zv67fgmn72b7
a.crx3

edgedl.me.gvtl.com

E= vn-in-f188.1e100.net (173.194.210.188)

E=| yi-in-f188.1e100.net (142.250.97.188)

E=] 20.42.73.26 Windows Update
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Source

Destination

Application Name

Resource

Dec 14, 2021 6:00:00 AM ~110.7.15.24

5 52.168.112.67

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
ff488842ba5f6189

E= 13.107.42.16

URLs_Skype_For_Business

E5 20.44.10.123

Windows Update

&S] 3-0003.a-msedge.net (204.79.197.203)

MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/LightRainV3.svg

| INTRA-10.149.143.70

(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 14, 2021 5:00:00 AM ~110.7.15.24

| INTRA-10.149.20.85 (10.149.20.85)

S 52.183.220.149

Windows Update

[E= va-in-f188.1e100.net (74.125.31.188)

= 52.182.143.208

Windows Update

&= 52.185.211.133

Windows Update

= 20.42.65.90

Windows Update

E572.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

| INTRA-10.129.21.36 (10.129.21.36)

E= uf-in-f188.1e100.net (172.217.203.188)

[E= 104.208.16.88

Windows Update

=5 mia07s60-in-f2.1e100.net (142.250.217.162)

Google Ads

https://googleads.g.double
click.net/pagead/id

I 113.69.239.74

Windows Update

= 52.109.20.39
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Time Source Destination

Dec 14, 2021 5:00:00 AM | INTRA-10.149.143.70

(10.149.143.70)

~~10:0:0:0:0:0:0:0

Application Name Resource

Dec 14, 2021 4:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

[E= 104.208.138.202

E= vg-in-f188.1e100.net (173.194.212.188)

E=S 40.126.24.147

URL-Microsoft

_~ | INTRA-10.149.20.84 (10.149.20.84)

[E=] 123.35.104.34.bc.googleusercontent.com

(34.104.35.123)

http://edgedl.me.gvt1.co
m/edgedl|/release2/chrom
e_component/kjnxjuwwlle
jlegdf5sgupcgoa_99.0.476
5.0/jamhcnnkihinmdlkakk
aopbjbbcngflc_99.0.4765.0
_all_cqhrgxphp4zo46aww
np224onky.crx3

edgedl.me.gvtl.com

| INTRA-10.129.21.42 (10.129.21.42)

= 72.21.91.29

http://ocsp.digicert.com/

MFEwTzBNMEswSTAJBgUr
. DgMCGgUABBTBLOV27RV
:J1R5L5—Perm|t|dosPoI1113— 77LBduom/nYB45SPUEW

QUS5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA+NRyLFPYjl
Dlie+x+dSjo=

&= vu-in-f188.1e100.net (173.194.216.188)

&S 923-213-225-

== CustomApp-

39.deploy.static.akamaitechnologies.com
(23.213.225.39)

TraficoExcesivoMicrosoft

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 14, 2021 3:00:00 AM _~110.7.15.24 [E5 40.97.28.98

Acceso a Internet Report
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Time Source Destination

Dec 14, 2021 3:00:00 AM ~110.7.15.24 = vw-in-f188.1e100.net (173.194.217.188)

Application Name Resource

| INTRA-10.149.20.82 (10.149.20.82)

&= ua-in-f188.1e100.net (108.177.12.188)

= 82.202.185.148

~~10:0:0:0:0:0:0:0

E552.96.97.130

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)

Dec 14, 2021 2:00:00 AM ~110.7.15.24 ~~10:0:0:0:0:0:0:0

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.84 (10.149.20.84)

S 40.126.24.149

= 13.107.21.200

Bing Maps

= 82.202.185.146

= 52.96.122.66

E572.21.91.29

http://crl.verisign.com/pca

Certificate Revocation List
3.crl

[E552.96.173.210

ES INTER-40.97.171.114 (40.97.171.114)

E= mia09s22-in-f2.1e100.net (142.250.64.162)

https://googleads.g.double

le A
Google Ads click.net/pagead/id

= 52.96.165.34

= 52.96.165.130

= 52.96.165.146

E= vz-in-f188.1€100.net (108.177.11.188)

Acceso a Internet Report
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Source

Destination Application Name Resource

Dec 14, 2021 2:00:00 AM ~110.7.15.24

[E552.96.104.18

[E552.96.183.226

&= vu-in-f188.1e100.net (173.194.216.188)

&S INTER-52.96.97.162 (52.96.97.162)

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 14, 2021 1:00:00 AM _~110.7.15.24

Zl8 139.45.195.8 https://my.rtmark.net/gid.j

S

rtmark.net

&3 139.45.197.103 https://baufaich.com/ima...
https://baufaich.com/styl...
https://baufaich.com/styl...
https://baufaich.com/jque.

baufaich.com

i 188.42.224.24 https://baufaich.com/bun..
https://baufaich.com/inde.
https://baufaich.com/jque.
https://baufaich.com/rese.

baufaich.com

| INTRA-10.149.20.85 (10.149.20.85)

&= v|-in-f188.1e100.net (74.125.141.188)

&= 52.109.20.46

[E552.109.6.26

&5 vt-in-f188.1e100.net (173.194.215.188)

_~|INTRA-10.129.21.42 (10.129.21.42)

| INTRA-10.129.21.36 (10.129.21.36)

E552.96.122.18

E= uf-in-f188.1e100.net (172.217.203.188)

[E= 104.208.138.202

Acceso a Internet Report
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Time Source Destination Application Name Resource
Dec 14, 2021 1:00:00 AM 10.7.15.24 [E5 54,92.249.11 h J//fls-
ec 14, 20 00:00 ~110.7.15 == 549 9.116 Amazon WorkSpaces - ttps://fls
na.amazon.com/1/batch/1
Forrester Log JOE/

= 52.96.165.50

= 52.96.173.130

S 40.126.24.84

= 52.96.165.226

[E552.96.37.34

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

~~10:0:0:0:0:0:0:0

Dec 14, 2021 12:00:00 AM _~110.7.15.24 &3 139.45.195.8

https://my.rtmark.net/gid.j
S

rtmark.net

== 188.42.224.24

https://baufaich.com/styl...
https://baufaich.com/inde.
https://baufaich.com/boo..
https://baufaich.com/jque.
https://baufaich.com/rese.

baufaich.com

£15139.45.197.103

https://baufaich.com/bun..
https://baufaich.com/styl...
https://baufaich.com/boo..

baufaich.com

&5 va-in-f188.1e100.net (74.125.31.188)

| INTRA-10.149.20.84 (10.149.20.84)

&= ui-in-f188.1e100.net (142.250.97.188)

E= mia07s61-in-f14.1e100.net
(142.250.217.206)

https://play.google.com/lo
g?
format=json&hasfast=true
&authuser=0

Gotomeeting

Acceso a Internet Report
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Source Destination

Dec 14, 2021 12:00:00 AM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=rPvsONyx3sANE-ZHUN-
OnM85&size=invisible&cb
=f0Tmel103myvj

[E5 40.126.24.81

URL-Microsoft

| INTRA-10.149.143.70 ~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 11:00:00 PM - 110.7.15.24 gl 139.45.195.8 https://my.rtmark.net/gid.j

rtmark.net

S

£l% 139.45.197.103

baufaich.com

https://baufaich.com/bun..
https://baufaich.com/styl...
https://baufaich.com/inde.
https://baufaich.com/jque.
https://baufaich.com/rese.
https://baufaich.com/star...

1 188.42.224.24

baufaich.com

https://baufaich.com/erro.
https://baufaich.com/bun..
https://baufaich.com/bra...
https://baufaich.com/rese.

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.84 (10.149.20.84)

&5 209.54.180.59

Amazon

https://unagi.amazon.com
/1/events/com.amazon.cs
m.csa.prod

&5 INTRA-142.250.98.188 (142.250.98.188)

Acceso a Internet Report
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Source Destination Application Name Resource

Dec 13, 2021 11:00:00 PM ~~110.7.15.24 &= tzmiaa-aa-in-f2.1e100.net (142.251.35.226) Google Ads https://googleads.g.double
& click.net/pagead/id

Acceso a Internet Report Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM
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[134

Time

Dec 13, 2021 11:00:00 PM

Source

~110.7.15.24

Destination

&5 52.184.206.73

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
7&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211214T051756Z&
Ic=es-MX&pl=es-MX,en-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=9d29311b
f3224c64bb54f2b967be74
48&ctmode=MultiSession
&arch=x64&betaedgever=
0.0.0.0&canedgever=0.0.0.
0&cdm=1&cdmver=10.0.1
9041.1023&currsel=13283
9602542474417&devedge
ver=0.0.0.0&devfam=Wind
ows.Desktop&devform=U
nknown&devosver=10.0.1
9043.1348&disphorzres=1

faXaYaXo NN H H 42 40 .l

Acceso a Internet Report
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Time Source Destination Application Name Resource
Dec 13, 2021 11:00:00 PM ~110.7.15.24 E= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
" DgMCGgUABBSAUQYBMgq
;J1R5L5Perm|t|dosPoI1 113 2awn1Rh6DOh/SBYgFV72Q
UA95QNVDbRTLtM8KPiGxv
DI7I90VUCEAH90+tuynXIiE
OLckvPvJE=
i==i 201.191.210.154 img-prod-cms-rt-
microsoft-
com.akamaized.net
| INTRA-10.149.143.70 (10.149.143.70) _10:0:0:0:0:0:0:0

Acceso a Internet Report Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM
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Time Source Destination Application Name Resource

Dec 13, 2021 11:00:00 PM Dec 13, 2021 10:00:00 PM 110.7.15.24 2l 139.45.195.8
rtmark.net

= 188.42.224.24 https://baufaich.com/styl...
https://baufaich.com/inde.
https://baufaich.com/styl...

baufaich.com P o a! . y

https://baufaich.com/jque.
https://baufaich.com/boo..
https://baufaich.com/icon..

Acceso a Internet Report Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM



Acceso a Internet

[ 137

Time

£l 139.45.197.103

Source

baufaich.com

Destination

https://baufaich.com/image.png?aHROCHMG6L..
https://baufaich.com/style.css?7aHROcHM6Ly9..
https://baufaich.com/bootstrap.css?7aHROCHM.
https://baufaich.com/web.html

| INTRA-10.149.20.85
(10.149.20.85)

5 52.109.20.46

S vt-in-f188.1e100.net
(173.194.215.188)

E=72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca3.crl

| INTRA-10.129.21.42
(10.129.21.42)

&= vh-in-f188.1e100.net
(74.125.26.188)

= 13.107.42.16

URLs_Skype_For_Business

= 52.109.20.38

E= ye-in-f188.1e100.net
(172.217.204.188)

Application Name Resource

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 9:00:00 PM 110.7.15.24 £15139.45.195.8 https://my.rtmark.net/gid.j

rtmark.net .

£l% 139.45.197.103

https://baufaich.com/hea...
https://baufaich.com/bro...
https://baufaich.com/erro.
https://baufaich.com/logo..
https://baufaich.com/ima...
https://baufaich.com/icon..

baufaich.com

Acceso a Internet Report
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[138

Time Source Destination

Dec 13, 2021 9:00:00 PM ~110.7.15.24 = 188.42.224.24

Application Name Resource

https://baufaich.com/erro.
https://baufaich.com/logo..
https://baufaich.com/bra...
https://baufaich.com/bro...

baufaich.com

&= 52.109.20.46

= 40.126.24.149

URL-Microsoft

&S jad23s23-in-f195.1e100.net (172.217.2.195)

https://beacons3.gvt2.com
/domainreliability/upload-
nel

gvt2.com

| INTRA-10.129.21.36 (10.129.21.36)

B mia09s20-in-f4.1€100.net (172.217.15.196)

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmNvbToONDM.&hl=es
&v=rPvsONyx3sANE-ZHUN-
OnM85&size=invisible&cb
=jycimljkz86r

Google reCAPTCHA

&5 vx-in-f188.1e100.net (173.194.218.188)

&5 ua-in-f188.1e100.net (108.177.12.188)

E= mia07s54-in-f3.1e100.net (172.217.3.67)

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

beacons.gcp.gvt2.com

&S vy-in-f188.1e100.net (64.233.170.188)

&= 40.97.29.50

Office365-Outlook-web

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 13, 2021 8:00:00 PM _~110.7.15.24 &3 139.45.195.8

https://my.rtmark.net/gid.j
S

rtmark.net

Acceso a Internet Report

Dec 13, 2021 12:00 AM-Dec 17, 2021 11:59 PM



Acceso a Internet
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Time Source Destination Application Name Resource
Dec 13, 2021 8:00:00 PM 110.7.15.24 £13 139.45.195.8 HTTP/2 over TLS
215 139.45.197.103 https://baufaich.com/hea...
https://baufaich.com/war-...
baufaich.com https://baufaich.com/erro.
https://baufaich.com/ima...
https://baufaich.com/icon..
0 188.42.224.24 https://baufaich.com/erro.
https://baufaich.com/logo..
baufaich.com https://baufaich.com/bra...
https://baufaich.com/styl...
https://baufaich.com/icon..
| INTRA-10.149.20.85 (10.149.20.85)
| INTRA-10.149.20.84 (10.149.20.84)
= vw-in-f188.1e100.net (173.194.217.188)
&S vz-in-f188.1€100.net (108.177.11.188)
&S tzmiaa-aa-in-f2.1e100.net (142.251.35.226 https://googleads.g.double
= tzml I ( ) Google Ads 'p s .g !
click.net/pagead/id
&= 13.107.21.200 Bing Maps
Dec 13, 2021 7:00:00 PM 110.7.15.24 £15139.45.195.8 rtmark net https://my.rtmark.net/gid.j

S

==188.42.224.24

https://baufaich.com/war...
https://baufaich.com/erro.
https://baufaich.com/bra...
https://baufaich.com/styl...
https://baufaich.com/inde.
https://baufaich.com/styl...
https://baufaich.com/jque.
https://baufaich.com/favi...

baufaich.com

_~ | INTRA-10.149.20.85 (10.149.20.85)

Acceso a Internet Report
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Time Source Destination

Dec 13, 2021 7:00:00 PM ~110.7.15.24 = 72.21.91.29

Application Name

URL-PermitidosPol1113-
1155

Certificate Revocation List

Resource

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+28SiPI7ZWEWVXDIQQUTI
UIBiV5uNu5g/6+rkS7QYXj
zkCEAXxg6Xz01ZmDhpCgC
p6IMhQ=

http://crl.verisign.com/pca
3.crl

E= 13.107.5.91

https://www.xboxab.com/
ab?

b b.
xboxab.com gameid=AC70E74F8D1044C
5894D0DC261838A8D
S v|-in-f188.1e100.net (74.125.141.188)
[E5 52.94.238.249 https://unagi.amazon.com
Amazon /1/events/com.amazon.cs

m.csa.prod

&= 2184-28-22-
59.deploy.static.akamaitechnologies.com
(184.28.22.59)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
fOcb59b0076f87fa

5 23.46.196.7

| INTRA-10.129.21.42 (10.129.21.42)

E= vu-in-f188.1e100.net (173.194.216.188)

£12139.45.197.103

baufaich.com

https://baufaich.com/erro
r.png?
aHROcHM6Ly9teS5ydG 1hc
msubmVOL2dpZC5qcw==

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Acceso a Internet Report
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Time Source Destination Application Name Resource
Dec 13, 2021 6:00:00 PM 10.7.15.24 £lZ139.45.195. h J//my. k.net/gid.j
ec 13, 2021 6:00:00 _~110.7.15 atm 139.45.195.8 rtmark.net Sttps my.rtmark.net/gid.j
0 188.42.224.24 https://baufaich.com/inde.

https://baufaich.com/bun..
https://baufaich.com/inde.
https://baufaich.com/rese.

baufaich.com

£15139.45.197.237 https://offfurreton.com/40

0/3395407

http://iphumiki.com/5/446
1926/?00=1

offfurreton.com

eZertt.com https://e2ertt.com/bucket

£% 139.45.197.103 https://baufaich.com/bun..
baufaich.com https://baufaich.com/styl...
https://baufaich.com/inde.

% ]B0T-62.0.58.94 (62.0.58.94) gmaiil.com
gmial.com
tagcachestaticx.com
iphumiki.com

[E5 192.243.59.13 https://sensationescalator.
com/5c/2c/a6/5c2cabd2f1
c5d1785a0c679ac01a5c78
s

sensationescalator.com

http://sensationescalator.c
om/5c¢/2c/ab/5c2cabd2f1c

5d1785a0c679ac01a5¢78.j
S

&= 222.234.227.35.bc.googleusercontent.com
(35.227.234.222)
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Time

Dec 13, 2021 6:00:00 PM

Source

~110.7.15.24

Destination

[ES 222.234.227.35.bc.googleusercontent.com
(35.227.234.222)

Application Name

35.227.234.222

Resource

http://35.227.234.222/3/PU
_WW_PA_SB_DT_SMART_R
EM?
source=4444031&geo=CR
&device_type=desktop&b
rowser_type=chrome&os
=windows&region=h&use
ragent=Mozilla/5.0
(Windows NT 10.0; Win64;
x64) AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/96.0.4664.45
Safari/537.36&language=e
s&connection_type=broad
band&internet_provider=i
nstituto costarricense de
electricidad y
telecom.&carrier=?

&= 13.107.4.50

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

== hosted-by.host-palace.com
(103.194.169.190)

movcloud.net

https://api.movcloud.net/..
https://api.movcloud.net/..
https://api.movcloud.net/..

S 172.67.180.203

http://tagcachestaticx.com
/tag.js

Acceso a Internet Report
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Source Destination Application Name Resource
Dec 13, 2021 6:00:00 PM _~110.7.15.24 = mc.yandex.ru (87.250.250.119) https://mc.yandex.ru/watc
h/61426822?

wmode=7&page-
url=https://streamtape.co
m/e/aGaV03z081sx4Lq/&p
age-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy6303):fp:4176:fu:0:
en:utf-8:la:es-
ES:v:720:cn:1:dp:0:1s:62155
8636235:hid:191726475:z:-
360:i:20211213180436:et:1
639440276:c:1:rn:40523741
7:rqn:407:u:162897775810
63843397:w:848x468:5:153
6x960x24:sk:1.25:ifr:1:cpf:
1:ntf:1:ns:1639440271486:
ds:0,0,381,845,13,0,,2226,0,
,,,3040:dsn:0,0,381,845,13,0
.,1801,0,,,,3040:wv:2:co:0:r
qnl:1:st:1639440277:t:Strea
mtape.com&t=gdpr(14)aw(
ti(2)

Yandex-multimedia

https://mc.yandex.ru/met

Yand
andex rika/tag.js

= 172.67.141.12

https://cdn.animeflv.id/co
animeflv.id ver/ore-dake-haireru-
kakushi-dungeon.jpg

E= 104.21.19.224 ) https://cdn.imgsb.net/v7i...
imgsb.net .
https://cdn.imgsb.net/t3q...
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Source

Destination

Application Name

Resource

Dec 13, 2021 6:00:00 PM ~110.7.15.24

ES amung.us (67.202.94.94)

whos.amung.us

https://whos.amung.us/swi
dget/streamsbx

= 104.22.75.171

amung.us

https://widgets.amung.us/
draw/?
w=small&n=46400&c=&p=

21 139.45.197.238

agacelebir.com

https://agacelebir.com/4/4
461927

[[ A ns3068005.ip-217-182-200.eu
(217.182.200.82)

E= 2184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
€286c804b750803c

fembed-hd.com

https://fembed-
hd.com/v/gglmyt-x21013Ip

= 172.67.199.4
=

20.189.173.6

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
3767c87fdaeab59a

= 104.21.83.54

animeid.cc

https://animeid.cc/streami
ng.php?
id=Mzk1Njg=&title=Ore ga
Ojousama Gakkou ni
"Shomin Sample" Toshite
Gets&hearts;Sareta Ken
Episodio 12

Acceso a Internet Report

Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM



Acceso a Internet

| 145

Time Source Destination Application Name

Dec 13, 2021 6:00:00 PM _~110.7.15.24 E= mia07s61-in-f8.1e100.net (142.250.217.200)
googletagmanager.com

Resource

https://www.googletagma
nager.com/gtag/js?id=UA-
112386827-4

&= 1.80.190.35.bc.googleusercontent.com
(35.190.80.1)

nel.cloudflare.com

https://a.nel.cloudflare.co
m/report/v3?
s=/Lrt6xlu/UA7buMPrelO0
9LaeCeCrXE37)6Z7HC8 MU
CsVtp2YksuXZmi+Y7e/ntg
DgkXABNPcW6zBXSPsjTwg
a9sj6MO5h6Ymd/NoDrSb
XVihshtOkD7DKT SjI3i1BWh

= 172.67.183.57 sbplay2.com

E= 104.21.235.147
tapecontent.net

https://thumb.tapeconten
t.net/thumb/IQ2zj8q40eC
Z60/XA4LwrZv7YcXV].jpg

i== INTER-201.191.210.163 (201.191.210.163) ak.hetaruvg.com

| INTRA-10.149.20.83 (10.149.20.83)

&= 52.109.20.46

== 109.206.162.83
= 2aus34sie6po5m.com

https://2aus34sie6po5m.c
om/1877492/

—188.42.160.30
= ofnumeltor.com

https://ofnumeltor.com/4/
4667975

= 67.202.114.212

&= 172.67.167.226

streamtape.com

https://streamtape.com/g
et video?
id=1Q2zj8q40eCZ60&expi
res=1639510707&ip=FRON
KRWAES9XKxR&token=Uu
qnBgtj7rYc&stream=1
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Time Source

Dec 13, 2021 6:00:00 PM ~110.7.15.24

Destination

El551.89.173.228

Application Name

tapecontent.net

Resource

https://861515236.tapeco
ntent.net/radosgw/IQ2zj8
q40eCZ60/Xj9_XJX8-
AYtE5TNmM5q3Yo02jTIEhOA
C2ud6feMTsTEeWBS8u 9
HYUU2aVpSdf1id3bnvmaN
hgU_udC3Crisy09kFLWNEN
sZeBMzP1XYTUKnhbmMx
mJgs3JvI TEt3fXSITNk_xdry-
0XG7qEvN-
ajCxtYUz_b5630k9kLV-
SEm_pBZ9TGDGWkA-
bBkuS0ZpbBmghBauY3nb
IWLVGIINDD44ussNdv58K
WO5BVNoxRN7piyGMDe8
MSDT37Us6WIluJmplp90RX
x_NDf6E2ne/3106_1.mp4?
stream=1

= 213.152.174.17

sbcdnvideo.com

https://www210.sbcdnvide
o.com/hls/tysxff7bus66j6c
dabubzgczgfzatramufqz3g
pmz,epsmpdulunghk2o4c
ia,cosopdulunuxvie23ta,.u
rlset/master.m3u8?
client=201.194.102.187

[E= vx-in-f188.1e100.net (173.194.218.188)

== 201.191.210.153

ak.hetaint.com

5 mia09s26-in-f14.1e100.net
(142.250.189.142)

Google Analytics

https://www.google-
analytics.com/analytics.js

B xx-fbcdn-shv-02-mia3.fbcdn.net
(157.240.14.19)

&= 20.42.65.85

Windows Update
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Time Source

Dec 13, 2021 6:00:00 PM ~110.7.15.24

Destination

B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=1&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=rPvsONyx3sANE-ZHUN-
OnM85&size=invisible&cb
=gql4stfdvuc9

[E5172.67.156.220

jkanime.to

https://www2.jkanime.to/o
re-ga-ojousama-gakkou-
ni-shomin-sample-toshite-
gets-sareta/11/

[EE e2a.google.com (216.239.32.116)

E= 104.26.5.250

animeid.to

https://animeid.to/streami
ng.php?
id=Mzk1Njg=&title=Ore ga
Ojousama Gakkou ni
"Shomin Sample" Toshite
Gets&hearts;Sareta Ken
Episodio 12
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Time Source

Dec 13, 2021 6:00:00 PM ~110.7.15.24

Destination

&= 172.64.104.7

Application Name

streamtape.com

Resource

https://streamtape.com/st
at/e0e389227b0990e6a1?
a=0&rc=03AGdBq2460NZR
hbTjnVmzLHNApA8IZZOX
06g3NJuHjiznvrwGThZRkS
PvdnVEtkY8Wbk9I5Vhi2LU
JDeXDCuSu90DaXFoODtTs
XmMIMGdtbKGcjpMm-
Ot_MYs70dBkhd5_oKB2w
MNmMnNKO3RyXFbSYeVZ-
_MVFKI2PXAN4CT dJ-
B3NGU92JTJmmTWZSMnv
uZEukYNOnCzooH-
Gx_fpIM5RwfD_15SHwW8R
OTwYdMn3YVa2eK4BK59f
GyYHPF1-
WBKrsODhvcRxxDzgiOVcy
hdmGF1_jLM4DBYEpEUb
AOVt8vOSBAQ_zfTcGhphP
Gi4K1GT5imddf-
F_pivYkO19yAa_Ptb4rPizF
uTuqg3bo-

e8uRvv4 XuaF2YYAyp1lw
RKO-eaaqBp4QhB3-
4QNR__onUHRak0B)zO0fX
CyV-
mHghhb2hg65SNfINK5Gs;j
5yxxd8oPQaJ70DWHcx5T

[ 179.137.70.79

o1 5.226.176.16

E= vh-in-f188.1e100.net (74.125.26.188)

&= 104.21.54.161

watchsb.com

https://watchsb.com/strea
mSB_images/logo.png
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Time Source Destination Application Name Resource
Dec 13, 2021 6:00:00 PM ~110.7.15.24 ES mia09s20-in-f22.1e100.net (172.217.15.214) https://i.ytimg.com/vi/B7U
mUX68KtE/hqdefault.jpg?
qu:_
EcCNACELwWBSFX
YouTube oaymwEcCNACELwWBSFXyq

4qpAw4IARUAAIhCGAFWAC
ABBg==&rs=A0On4CLAcsdz
3ZtHK-
Sm5A10Rahot9xWDKw

£15139.45.197.239 . https://inpage-
Inpage-push.com push.com/400/4461932

== 213.152.183.131 https://www116.sbcdnvide
o.com/hls/tysxf6fdus66j6¢
daalrzwycgkd5mgd5htys7
sbcdnvideo.com v5om,ecghdf2uqn2priy7u
6a,6dgfdf2ugnyyz2hegxa,.
urlset/master.m3u8?
client=201.194.102.187

[E5 152.199.5.228 ‘wolaver.com https://entitlements.jwpla
Jwplayer. yer.com/GCCG.json
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Time Source Destination Application Name Resource

Dec 13, 2021 6:00:00 PM ~110.7.15.24 E= 151.101.6.114 https://prd.jwpltx.com/v1/
error/ping.gif?h=-
132603465&e=err&n=284
4442945107899 &abc=0&ai
d=GCCG&amp=0&at=0&c=
0&ccp=08&cp=0&d=08&eb=
0&ed=6&emi=fp3okk8hlrs
k&gfb=0&gifr=0&gios=0&i
=1&lid=Ixel4z1eg0qj&Isa=r
ead&mt=0&pbd=1&pbr=1
&pgi=5wtkf846t70i&ph=0
&pii=0&pl=468&plc=1&pli
=4emsqj6q4utc&pp=hlsjs
&prc=1&ps=3&pss=1&pt=
&pu=https://animeid.to/&
pv=8.9.5&pyc=08&s=0&sdk
=0&stc=1&stpe=0&t=trinit
y-seven-movie-2-tenkuu-
toshokan-to-shinku-no-
maou-
1&tv=3.26.1&vb=0&Vvi=0&v
[=90&wd=848&cme=0&er
€=232011&sa=1639440699

prd.jwpltx.com

835
E13.89.179.8 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis

allowedcertstl.cab?
2a2defa4505c4331

_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0

(10.149.143.70)

Dec 13, 2021 5:00:00 PM 110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196) Google Search

HTTP/2 over TLS
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Source

Destination

Application Name

Resource

Dec 13, 2021 5:00:00 PM

~110.7.15.24

B mia09s20-in-f4.1€100.net (172.217.15.196)

Gotomeeting

https://www.google.com/c
omplete/search?
client=chrome-
omni&gs_ri=chrome-ext-
ansg&xssi=t&g=&o0it=0&gs
_rn=42&sugkey=AlzaSyBOt
i4mM-
6x9WDNZljleyEU210pBXq
WBgw&safe=active

S| 3184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

B 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7ceaf405dd8033f1

| INTRA-10.149.20.85 (10.149.20.85)

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

E552.185.211.133

Windows Update

&5 vn-in-f188.1e100.net (173.194.210.188)

[E5 13.107.21.200 Bing Maps

= uj-in-f188.1e100.net (142.251.107.188)

[E5173.194.195.94 https://beacons2.gvt2.com
gvt2.com /domainreliability/upload-

nel

&= 20.42.72.131

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
01671e460a8ff927
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Source

Destination

Application Name

Resource

Dec 13, 2021 5:00:00 PM

~110.7.15.24

&= 20.189.173.1

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
11161b766ca3d017

[E5 20.189.173.13

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
170b71afead9f13b1

= 923-222-77-
8.deploy.static.akamaitechnologies.com
(23.222.77.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
fad91edcb1ffe713

E= 13.107.42.16

URLs_Skype_For_Business

_~ | INTRA-10.129.21.36 (10.129.21.36)

E5 67.26.123.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
bb1cc74c36ce0dat

E552.168.112.66

Windows Update

[E5 34.130.135.16

gcp.gvt2.com

https://e2c21.gcp.gvt2.co
m/nel/

E=S mia07s54-in-f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

B mia07s61-in-f2.1€100.net (142.250.217.194)

Google Ads

https://googleads.g.double
click.net/pagead/id
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Source

Destination

Application Name

Resource

Dec 13, 2021 5:00:00 PM

~110.7.15.24

B 8.252.169.126

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
14d6c3d5436878ec

E= 40.126.24.82

URL-Microsoft

_~|INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 13, 2021 4:00:00 PM

_~110.7.15.24

_~ | INTRA-10.149.20.85 (10.149.20.85)

5 20.189.173.20

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
0ad10bf49f2b0ceb

= vg-in-f188.1e100.net (173.194.212.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

5 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
68234c444e2ae77f

5 13.89.179.10

Windows Update

= 52.178.17.3

MSN-web

&= 13.107.4.50

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f3af9ef318cf02ea
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Time

Dec 13, 2021 4:00:00 PM

Source

~110.7.15.24

Destination

B 8.252.171.254

Application Name

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9586e48e2d112705

[E5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1bdf71f88f4bbabf

S| 3184-28-22-
59.deploy.static.akamaitechnologies.com
(184.28.22.59)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f9464ec6433ce3b9

5 54.239.26.255

Amazon

https://unagi.amazon.com
/1/events/com.amazon.cs
m.csa.prod

= 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

= 52.178.17.2

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
251ea1424db8a9%14

E552.111.239.4

Office365-Delve

== 20.50.201.200

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
43d1b6caec560af6

E= ua-in-f188.1e100.net (108.177.12.188)

[E552.96.183.226
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Source Destination Application Name Resource
Dec 13, 2021 4:00:00 PM 110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8eddc06a9022f2cf
E= 923-222-77- http://ctldl.windowsupdat
80.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.222.77.80) Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
21af4e555403c3e0
&= 3-0003.a-msedge.net (204.79.197.203) MSN-web

S| 3184-26-132-
12.deploy.static.akamaitechnologies.com
(184.26.132.12)

-~ |INTRA-10.3.2.199 (10.3.2.199) . 10:0:0:0:0:0:0:0
_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 3:00:00 PM 110.7.15.24 - |INTRA-10.149.20.84 (10.149.20.84)
E=52.185.211.133 http://ctldl.windowsupda...

Wind Updat
indows Lpdate http://ctldl.windowsupda...

&= https-208-111-136-0.fll.lInw.net

(208.111.136.0) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
aald19a1fc38d69e
- 10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.83 (10.149.20.83)

= 170.72.231.0 Cisco Webex Teams

_~ | INTRA-10.149.20.85 (10.149.20.85)
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Source

Destination

Application Name

Resource

Dec 13, 2021 3:00:00 PM ~110.7.15.24

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl/release2/chrom
e_component/acwof734nc
avgdesuezldgwuvbqga_310/
Imelglejhemejginpboagdd
gdfbepgmp_310_all_ZZ_kc
2mulnedyhe4jf5hhcah5nl.
crx3

E= cloudproxy10024.sucuri.net
(192.124.249.24)

GoDaddy

http://ocsp.godaddy.com/
MEQwQjBAMD4wPDAJBgU
rDgMCGgUABBTKkIINKBAzX
kFOQhOpel3IfH]9GPAQUOs
SWOpHUTBFxs2HLPaH+3a
hg1OMCAxvnFQ==

[E5 23.200.236.169

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8e004f77d69d62d8

& 20.189.173.12

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
db56e377dceef06e

&5 23.200.236.179

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1e851a88611032f7

E= uf-in-f188.1e100.net (172.217.203.188)
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Time Source Destination

Dec 13, 2021 3:00:00 PM ~110.7.15.24 &= 20.189.173.15

Application Name Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5a6980ada93ef840

Windows Update

5 23.200.236.162

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
007573823e1ff903

Windows Update

[E5 vz-in-f188.1€100.net (108.177.11.188)

= ui-in-f188.1e100.net (142.250.97.188)

[E564.68.99.6

Webex

B mia07s60-in-f2.1€100.net (142.250.217.162)

https://googleads.g.double

Google Ad
008le Ads click.net/pagead/id

[E5 20.190.152.19

URL-Microsoft

ES 67.26.127.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?

Windows Update

e17f39fe0557b311
| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 2:00:00 PM 110.7.15.24 - 10:0:0:0:0:0:0:0

B 223-213-224-
246.deploy.static.akamaitechnologies.com
(23.213.224.246)

HTTP/2 over TLS

https://tags.tigcdn.com/ut
ag/tigapp/utag.v.js?
a=luxottica/ray-
ban/202112091532&cb=16
39428100597

tags.tigcdn.com

| INTRA-10.149.20.84 (10.149.20.84)
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Source Destination Application Name Resource

Dec 13, 2021 2:00:00 PM 10.7.15.24 E5 52.185.211.1 http://ctldl.wi
ec 13, 20 00:00 _~110.7.15 [E5 52,185 33 Windows Update ttp://ctld w!ndowsupda
http://ctldl.windowsupda...

E=72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
be287e782ab96d3e

5 mia09s26-in-f14.1e100.net https://www.google-

Google Analytics ) .
(142.250.189.142) analytics.com/analytics.js

E= 23.213.225.188 https://www.amazon.com/
rd/uedata?
at&v=0.220928.0&id=WMK
DH7V3VB41SWV562CZ&ct
b=1&m=1&sc=WMKDH7V3
VB41SWV562CZ&pc=1323
54688&at=13235469&t=163
9428077194&bfnt=18&nrbf
=0&bft=1&csmtags=aui:sw:
browser:unregister:suppo
rted | DPhttpProtocolh2| rt
t:100_200| downlink:5_10|
EffectiveConnectionType:
4g| aui| aui:ajax | pwAddre
ssValidatorJSLoaded | pwO
nBoardingHint)SLoaded&v
iz=visible:13235468&pty=
Detail&spty=Glance&pti=
BOOJADEELK&tid=CY76X88
B06X8SH61QR6D&aftb=1

Amazon

&= 3-0001.a-msedge.net (204.79.197.200) Bing Maps

E= 151.101.4.84 https://s.pinimg.com/ct/co

Pinterest .
re.js
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Time

Dec 13, 2021 2:00:00 PM

Source

~110.7.15.24

Destination

[ES ec2-3-234-202-189.compute-
T.amazonaws.com (3.234.202.189)

Application Name

everesttech.net

Resource

https://cm.everesttech.ne
t/cm/dd?
d_uuid=633521298781230
2754183884333900442226
0

@S xx-fbocdn-shv-02-mia3.focdn.net
(157.240.14.19)

_~|INTRA-10.129.21.42 (10.129.21.42)

[E552.7.50.206

tealiumig.com

https://collect.tealiumiq.c
om/luxottica/ray-
ban/2/i.gif

B 64.62.194.17

foxitsoftware.com

https://startpage.foxitsoft
ware.com/index.php/page
/promotion/?
product=reader&version=
11.1&edition=Free&langu
age=en-
US&id=mhXtg0/UvtUs&dist
ID=0&token=9ad12afba34
602e6€3280939¢2b56db0

[E5 34.238.184.94

E5 mia09s20-in-f4.1e100.net (172.217.15.196)

Gotomeeting

https://www.google.com/g
en_204?
atyp=i&ei=HXy3YdPkDoel
wbkP7su8mAE&ct=slh&v=
t1&im=M&pv=0.811363437
0548841&me=333:163941
5659581,V,0,0,0,0:1241493
9,v,0,0,1536,818:2583,e,U
&zx=1639428077104

E= 151.101.4.157

Twitter

https://static.ads-
twitter.com/uwt.js

Acceso a Internet Report

Dec 13,2021 12:00 AM-Dec 17, 2021 11:59 PM



Acceso a Internet

[ 160

Source

Destination

Application Name

Resource

Dec 13, 2021 2:00:00 PM

~110.7.15.24

E= mia09s20-in-f14.1e100.net (172.217.15.206)

Google Social Plugins

https://apis.google.com/js/
plusone.js

E=5 mia07s61-in-f8.1e100.net (142.250.217.200)

googletagmanager.com

https://www.googletagma
nager.com/gtag/js?id=UA-
15393223-2

54.207.51.207

demdex.net

https://luxottica.demdex.n
et/dest5.htmI?d_nsid=0

[ 120.50.80.209

Windows Update

&5 mia07s54-in-f3.1e100.net (172.217.3.67)

Google Search

https://www.google.co.cr/
ads/ga-audiences?
t=sr&aip=1&_r=4&slf_rd=1
&v=1&_v=j96 &tid=UA-
15393223-
28&¢id=357222746.1639175
300&jid=1536591434& _u=
4ADAAUAAAAAAAC~&z=20
65628605

E= https-208-111-136-128.fll.IInw.net
(208.111.136.128)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
537d2861da89f686

[E5 8.253.165.248

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
b2fee26cfb0a9e86

&S ec2-52-73-153-177.compute-
1.amazonaws.com (52.73.153.177)

_~ | INTRA-10.149.20.85 (10.149.20.85)
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Time

Dec 13, 2021 2:00:00 PM

Source

~110.7.15.24

Destination

&= 13.107.4.50

Application Name

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8c1f116353802a90

E552.1.196.40

Amazon WorkSpaces -
Forrester Log

https://fls-
na.amazon.com/1/batch/1
/OP/ATVPDKIKXODER:132-
0569955-
6823066:WMKDH7V3VB41
SWV562CZ$uedata=s:/rd/u
edata?
at&v=0.220928.0&id=WMK
DH7V3VB41SWV562CZ&ct
b=1&m=1&sc=WMKDH7V3
VB41SWV562CZ&pc=1323
54688&at=13235469&t=163
9428077194&bfnt=1&nrbf
=0&bft=1&csmtags=aui:sw:
browser:unregister:suppo
rted | DPhttpProtocolh2| rt
t:100_200| downlink:5_10|
EffectiveConnectionType:
4g| aui| aui:ajax | pwAddre
ssValidatorjSLoaded | pwO
nBoardingHint)SLoaded&v
iz=visible:13235468&pty=
Detail&spty=Glance&pti=
BOOJADEELK&tid=CY76X88
B06X8SH61QR6D&aftb=1:
13235471

E= vn-in-f188.1e100.net (173.194.210.188)

E=151.101.4.217

Vimeo
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Time Source Destination

Dec 13, 2021 2:00:00 PM ~110.7.15.24 = 72.21.91.29

Application Name

Certificate Revocation List

Resource

http://crl.verisign.com/pca
3.crl

54.94.122.241

dpm.demdex.net

https://dpm.demdex.net/i
d?
d_visid_ver=3.3.0&d_fieldg
roup=AAM&d_rtbd=json&
d_ver=2&d_orgid=125138
B3527845350A490D4C@A
dobeOrg&d_nsid=0&d_mi
d=65690613974744687041
5329637599983382308&d_
blob=RKhpRz8krg2tLO6pg
uxXWp5olkAcUniQYPHaMW
Wgd)3xzPWQmdjOy&ts=16
39428092161

= 52.111.239.4

Office365-Delve

= 923-202-64-
183.deploy.static.akamaitechnologies.com
(23.202.64.183)

= 104.26.2.39

almaceneselrey.com

https://almaceneselrey.co
m/catalogsearch/result/in
dex/?p=128&q=CARRO
METAL

E5 mia09s22-in-f10.1e100.net (142.250.64.170)

Google Translate

&= 35.185.205.163

quebuenlugar.com

https://quebuenlugar.com
/lugares/catarata-las-
trillizas-turrialba/

E=67.26.121.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
fad89fa0635ed365
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Source

Destination

Application Name

Resource

Dec 13, 2021 2:00:00 PM ~110.7.15.24

= 18.205.241.19

ray-ban.com

https://smetrics.ray-
ban.com/b/ss/luxray-ban-
noecom/1/JS-
2.1.0/s84441889679274

&= 3-0003.a-msedge.net (204.79.197.203)

MSN-web

&5 23.208.86.72

= 104.16.94.65

static.cloudflareinsights.co
m

https://static.cloudflareinsi
ghts.com/beacon.min.js/v
64f9daad31f64f81be21cbe
f6184a5e31634941392597

| INTRA-10.149.143.70

(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 13, 2021 1:00:00 PM ~110.7.15.24

| INTRA-10.149.20.85 (10.149.20.85)

52.183.220.149

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

ES
&= 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
02eb967dadc610af

&= yf-in-f188.1e100.net (172.217.203.188)

= yw-in-f188.1e100.net (173.194.217.188)

=5 mia09s21-in-f2.1e100.net (142.250.64.130)

Google Ads

https://googleads.g.double
click.net/pagead/id

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
518380688ff216c9

5 20.42.73.24

Windows Update
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Time Source Destination Application Name
Dec 13, 2021 1:00:00 PM ~110.7.15.24 &S 323-56-6-

27.deploy.static.akamaitechnologies.com

(23.56.6.27) Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
cd56a63004896df1

[E5 20.190.152.19 URL-Microsoft

[E= 20.189.173.10

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8efcfceadc3254b5

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 13, 2021 12:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.84 (10.149.20.84)

[#5 8.253.165.248

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
505436ec55d90fdf

[E523.62.216.63

&5 v|-in-f188.1e100.net (74.125.141.188)

&= 13.107.4.50

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9be6ba96f796629a

5 52.185.211.133 Windows Update

= INTRA-142.250.98.188 (142.250.98.188)

515 51.104.15.253 Windows Update
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Time Source Destination

Dec 13, 2021 12:00:00 PM ~110.7.15.24 = https-208-111-136-0.fll.IInw.net

(208.111.136.0)

Application Name

Resource

[E552.96.122.66

E5 209.54.180.63

Amazon

https://unagi.amazon.com
/1/events/com.amazon.cs
m.csa.prod

= 72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

[ §20.50.73.10

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
859741cf3a6c07b9

B 8.252.168.126

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
13ccae5375c7f9e6

E552.111.239.4

Office365-Delve

&= https-208-111-136-128.fll.IInw.net
(208.111.136.128)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
d5eebd5ff1585df7

&S vy-in-f188.1e100.net (64.233.170.188)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5962846b400959a8

5 23.62.216.223
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Time

Dec 13, 2021 12:00:00 PM

Source

~110.7.15.24

Destination

[E= 184.105.214.144

Application Name

foxitsoftware.com

Resource

https://startpage.foxitsoft
ware.com/index.php/page
/promotion/?
product=reader&version=
11.1&edition=Free&langu
age=en-
US&id=mhXtg0/UvtUs&dist
ID=0&token=9ad12afba34
602e6€3280939¢2b56db0

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Dec 13, 2021 11:00:00 AM

_~110.7.15.24

| INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

[E5 8.253.184.121

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
a12b88ea35d96¢c77

S 54.213.59.33

prod.experiment.routing.
cloudfront.aws.a2z.com

https://redirect.prod.expe
riment.routing.cloudfront.
aws.a2z.com/x.png

E= 13.107.21.200

Bing Maps

_~|INTRA-10.129.21.42 (10.129.21.42)

&S 104.208.138.202
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Time Source Destination Application Name Resource

Dec 13, 2021 11:00:00 AM ~110.7.15.24 [E=] 54.209.252.45 https://fls-
na.amazon.com/1/batch/1
/OP/ATVPDKIKXODER:132-
0569955-
6823066:WMKDH7V3VB41
SWV562CZ$uedata=s:/rd/u
edata?
|d&v=0.220928.0&id=WMK
DH7V3VB41SWV562CZ &sw
=1536&sh=960&vw=1519
&vh=818&m=1&sc=WMKD
H7V3VB41SWV562CZ&ue=
94&bb=1061&ns=1076&x1
=1422&ne=1727&be=2725
&af=2943&cf=3050&fn=73
24&pc=8524&tc=-
3083&na_=-3083&ul_=-

Amazon WorkSpaces - 1639414841725&_ul=-
Forrester Log 1639414841725&rd_=-
1639414841725&_rd=-
1639414841725&fe_=-

2967&Ik_=-2967& _lk=-
2967&co_=-2967& _co=-
2967&sc_=-
1639414841725&rq_=-
2958&rs_=-
2890&_rs=102&dI_=-
756&di_=2763&de_=2764
&_de=2894& _dc=8522&Id
_=8522&_ld=-
1639414841725&ntd=0&ty
=2&rc=0&hob=2&hoe=94
&1d=8530&t=16394148502
55&ctb=1&bfnt=1&nrbf=0
&bft=1&rt=cf:39-0-18-13-
2-0-0_af:38-0-18-12-2-0-

A ld.AarC 44 40 A0 A 4
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Source Destination

Application Name

Resource

Dec 13, 2021 11:00:00 AM ~110.7.15.24 &= 184.26.133.106

Amazon

https://images-na.ssl-
images-
amazon.com/images/G/01
/x-locale/common/grey-
pixel.gif

== 201.191.210.147

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
028106€48918c709

S ua-in-f188.1e100.net (108.177.12.188)

gvt2.com

https://beacons.gvt2.com/
domainreliability/upload

&S mia07s54-in-f3.1e100.net (172.217.3.67)
=

20.42.73.24

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e40cc21e506fe388

= https-208-111-136-128.fll.IInw.net
(208.111.136.128)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4342a04682744aa7

== INTER-201.191.210.163 (201.191.210.16 3)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
0966b61eal5dalchb

= 184.105.214.144

| INTRA-10.149.20.84 (10.149.20.84)
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Source Destination Application Name Resource

Dec 13, 2021 11:00:00 AM 110.7.15.24 E=52.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
21ca2cb03136a5b6

&= vh-in-f188.1e100.net (74.125.26.188)

= 13.107.42.16 URLs_Skype_For_Business

E= mia09s21-in-f2.1e100.net (142.250.64.130) G A5 ht.tps://googleads:g.double
click.net/pagead/id

== 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7de30f22a915ae95

35.215.90.198 https://e2c52.gcp.gvt2.
gcp.gvt2.com p:IeLCoSECP-gVisco
m/nel/

B
&5 vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8bed9e8a3c323c3a

E13.89.179.9 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f81c4018bc34ac2b

[E5 54.230.125.207 https://aaaccc04658f91b5f
3e9122f811047678.profile.
hio50-

c2.cloudfront.net/test.png

Dropbox

_~ | INTRA-10.149.143.70 (10.149.143.70) _~10:0:0:0:0:0:0:0
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Time Source Destination Application Name Resource

Dec 13, 2021 11:00:00 AM Dec 13, 2021 10:00:00 AM _~110.7.15.24 E= mia09s20-in-
f4.1e100.net https://www.google.co.cr/
(172.217.15.196) ads/ga-audiences?

t=sr&aip=1&_r=4&slf_rd=1
&v=1&_v=j96 &tid=UA-
Google Search 15217930-
36&¢id=1418200283.16394
14258&jid=1123660331&_
u=YGBAIEABBAAAAE~&z=
230687219

HTTP/2 over TLS

https://www.google.com/c
omplete/search?
client=chrome-
omni&gs_ri=chrome-ext-
ansg&xssi=t&qg=tradu&oit=
Gotomeeting 1&cp=5&pgcl=7&gs_rn=42
&psi=FkAytZMV-
nmvirdQ&sugkey=AlzaSyB
Oti4mM-
6x9WDNZljleyEU210pBXq
WBgw&safe=active

i==i [INTER-201.191.210.163 LinkedIn
(201.191.210.163) img-s-msn-

com.akamaized.net

_~|INTRA-10.149.20.85
(10.149.20.85)
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Time Source Destination Application Name Resource

E= 72.21.91.29 http://ocsp.digicert.com/MFEwTzBNMEswSTA
JBgUrDgMCGgUABBSAUQYBMqg2awn1Rh6Do
h/sBYgFV7gQUA95QNVbRTLtm8KPiGxvDI7I90
VUCEAH90+tuynXliEOLckvPvJE=

URL-PermitidosPol1113-1155

Certificate Revocation List http://crl.verisign.com/pca3.crl

&5 mia09s26-in-
f14.1e100.net Google Analytics https://www.google-analytics.com/analytics.js
(142.250.189.142)

[E5 104.18.10.207

https://maxcdn.bootstrapcdn.com/font-

maxcdn.bootstrapcdn.com )
P awesome/4.6.0/css/font-awesome.min.css

= 52.178.17.3 MSN-web

E5151.101.6.137 New Relic https://js-agent.newrelic.com/nr-1212.min.js

= 52.183.220.149 http://ctldl.windowsupdate.com/msdownload
Windows Update /update/v3/static/trustedr/en/disallowedcerts

tl.cab?9246c7b95ed4a912

&S xx-fbcdn-shv-02-
mia3.fbcdn.net
(157.240.14.19)

[E5 54.174.50.57

https://cumminsincstamfordavk.mpeasylink.c

link.
mpeasylink.com om/mpel/mpel.js

5 23.213.205.26 MSN-web

[Z= server-13-32-87-
102.mia3.r.cloudfront.net
(13.32.87.102)

[E5 20.189.173.10 Windows Update

i==i 201.191.210.147 http://ctldl.windowsupdate.com/msdownload
Windows Update /update/v3/static/trustedr/en/disallowedcerts
tl.cab?de8087599ce464e8

E= 18.216.230.126
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Time Source

= mia07s54-in-
f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

Destination

https://beacons.gcp.gvt2.com/domainreliabili
ty/upload

[ ug-in-f188.1e100.net
(172.253.123.188)

[#E= server-18-67-0-
90.mia3.r.cloudfront.net hotjar.com
(18.67.0.90)

https://vars.hotjar.com/box-
a1ae2079824d1c48aa9ce06efb256118.html

E= 162.247.243.146

nr-data.net

https://bam-cell.nr-data.net/1/65f70fe 72f?
a=644099181&v=1212.e95d35c&to=NI1TYhRS
XxVRVKALWw8XcFUSWI4IHOVVBVE+W1BVDIY =
&rst=7898&ck=1&ref=https://www.stamford-
avk.com/es/parts/avr/cosimat-
n&ap=51&be=2007&fe=7199&dc=4494&perf=
{"timing":
{"0f":1639414252327,"n":0,"f":13,"dn":33,"dne
":33,"c":33,"s":42,"ce":353,"rq":354,"rp":819,"r
pe":837,"dl":1787,"di":4493,"ds":4494,"de":454
6,"dc":7199,"1":7199,"le":7214},"navigation":
{}}&fp=4230&fcp=4230&at=GhpQFFxITBs=&js
onp=NREUM.setToken

E= 8.253.165.248
Windows Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts
tl.cab?87bfeb2059d114bc

[E=104.19.161.37
stamford-avk.com

https://www.stamford-
avk.com/sites/stamfordavk/files/COSIMATNPI
usdatasheet.PDF

_~ | INTRA-10.149.20.84
(10.149.20.84)

123.35.104.34.bc.googleuse
rcontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvtl.com/edgedl|/release2/c
hrome_component/acntphqvvyzqulxfj65gsh
ebiadqg_108/efniojlnjndmcbhiieegkicadnoecjjef
_108_all_pr3sauvbusqeitmnsnhwzdmqgmy.crx
3
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Acceso a Internet
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Time

= 52.185.211.133

Source

Windows Update

Destination

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts

tl.cab?ec1cffa50a394c74

&S INTRA-142.250.98.188
(142.250.98.188)

&= 104.18.2.106

cummins.com

https://www.cummins.com/themes/custom/c
ummins/js/cummins-marketing-forms.js

[E= 18.64.236.6

static.hotjar.com

https://static.hotjar.com/c/hotjar-1003540.js?

svV=6

E= mia09s22-in-
f8.1e100.net
(142.250.64.168)

googletagmanager.com/gtm.js

https://www.googletagmanager.com/gtm.js?

id=GTM-W32XQ6Z

ES vx-in-f188.1e100.net
(173.194.218.188)

&= 104.122.158.50

img.en25.com

https://img.en25.com/i/elqCfg.min.js

&= 20.190.152.22

URL-Microsoft

== 201.191.210.155

Windows Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts

tl.cab?70f2f04ed20b1a47

[E518.67.0.123

lift.acquia.com

https://lift3assets.lift.acquia.com/stable/lift.js

== 201.191.210.153

Windows Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts

tl.cab?aeae17db57ae6834

vip0x008.map2.ssl.hwcdn.

net (209.197.3.8)

Windows Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts

tl.cab?0a016babbbc0a156

E= 142.0.160.13

t.eloqua.com

https://s1094129124.t.eloqua.com/visitor/v200
/svrGP?pps=70&siteid=1094129124&ms=295

Application Name Resource

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0
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Source Destination Application Name Resource

Dec 13, 2021 9:00:00 AM ~110.7.15.24 = 72.21.81.240 http://ctldl.windowsupda...

Wind Updat
Indows Update http://ctldl.windowsupda...

EE] https-208-111-136-0.fll.lInw.net

(208.111.136.0) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
3fdf414d22a13e70

&5 vqg-in-f188.1e100.net (173.194.212.188)

&5 v|-in-f188.1€100.net (74.125.141.188)

#® 40.79.197.34 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
23e38c7b856016¢f

&5 20.189.173.9 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
44f9add8a04ddfdf

E= 20.189.173.6 Windows Update

E= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Z7LBduom/nYB45SPUEwW
QUS5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UIIBEIGmM
ZT9XHrHijQel=

URL-PermitidosPol1113-
1155

&= vk-in-f188.1e100.net (74.125.139.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)
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[175

Time Source Destination

Dec 13, 2021 9:00:00 AM ~110.7.15.24

= mia09s22-in-f2.1€100.net (142.250.64.162)

Application Name Resource

https://googleads.g.double

G le Ad
008l AdS click.net/pagead/id

[E= 104.208.138.202

= mia07s60-in-f14.1e100.net
(142.250.217.174)

https://android.clients.goo

Gotomeetin
& gle.com/checkin

= 52.184.215.140

https://arc.msn.com/v3/D

MSN-web . .
elivery/Events/Impression

&= vo-in-f188.1e100.net (173.194.211.188)

[E5 104.119.230.64

Webex

[E5 8.253.165.230

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
0984ea987c26e562

Windows Update

== 201.191.210.154

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
25eb721224b1d8a0

Windows Update

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 13, 2021 8:00:00 AM ~110.7.15.24 _~ | INTRA-10.149.20.84 (10.149.20.84)

= 108.156.83.47

http://ad.foxitsoftware.co

ad.foxitsoftware.com
m/adserve.php

ad.foxitsoftware.com/adlo | http://ad.foxitsoftware.co
g.php m/adlog.php

[E= ec2-54-87-124-183.compute-
1T.amazonaws.com (54.87.124.183)

foxitcloud.com

= 40.126.24.146

URL-Microsoft

&= 40.97.126.178
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Source Destination Application Name

Resource

Dec 13, 2021 8:00:00 AM ~110.7.15.24 &= 20.189.173.9 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
97c5d7faab560966
[E=] 3-0001.a-msedge.net (204.79.197.200) Bing Maps
@5 52.183.220.149 Windows Update

[E5 20.189.173.3

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
233cbdc62b98557e

| INTRA-10.129.21.42 (10.129.21.42)

&= https-208-111-136-128.fll.lInw.net

(208.111.136.128)
Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
90488f4644eed9f8

E= ue-in-f188.1e100.net (172.217.204.188)

= 13.89.179.10

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
cbabc971aa15c5f5

&= e2-3-233-213-50.compute-

T.amazonaws.com (3.233.213.50) cws.connectedpdf.com

https://cws.connectedpdf.
com/2.0.0.0/Foxit
Reader/11.1.0.52543/en-
US/cpdfApi.json
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Source

Destination

Application Name

Resource

Dec 13, 2021 8:00:00 AM

~110.7.15.24

5 52.182.143.208

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
a2e2c8b95b9306d9

_~ | INTRA-10.149.20.85 (10.149.20.85)

= 52.109.20.46

E= 13.107.246.57

msftauth.net

@S yvn-in-f188.1e100.net (173.194.210.188)

E=72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl

&= 104.76.213.49

EchoSign

https://static.echocdn.co
m/office365integration/ic
ons/as_96.png

= 64.62.208.12

us-
request.foxitservice.com

https://us-
request.foxitservice.com/
addons/get_addons.php?
addon=Update
List&product=Reader&ver
sion=11.1&build=0.52543&
language=lang_en-
US&major=6&minor=2&c
odepage=1252&Embeded
Language=en-
US&platform=&AgentID=0
&PackageType=en-US

= 52.111.239.4

Office365-Delve

= mia09s21-in-f2.1e100.net (142.250.64.130)

Google Ads

https://googleads.g.double
click.net/pagead/id

&S vj-in-f188.1e100.net (74.125.134.188)

&5 52.114.159.245

URLs_Skype_For_Business
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Source Destination Application Name Resource
Dec 13, 2021 8:00:00 AM ~110.7.15.24 i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4c4cefeb6ad50a5ff
_~|INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 7:00:00 AM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

= mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gvt2.com/
gvt2.com domainreliability/upload-
nel

https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad

&S va-in-f188.1e100.net (74.125.31.188)

| INTRA-10.149.20.84 (10.149.20.84)

E= 223-67-195-
144.deploy.static.akamaitechnologies.com cdn.onenote.net
(23.67.195.144)

[E55296.184.18

&5 52.109.20.23

[E= 20.189.173.7 Windows Update

E552.185.211.133 Windows Update

E=] 40.126.24.148 URL-Microsoft

E= 20.189.173.4 http://ctldl.windowsupdat
e.com/msdownload/updat

Windows Update e/v3/static/trustedr/en/pin

rulesstl.cab?
74c67a71ab465ef9
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Time Source Destination

Dec 13, 2021 7:00:00 AM ~110.7.15.24 = 72.21.91.29

Application Name

Resource

http://crl.verisign.com/pca

Certificate Revocation List
3.crl

=5 mia07s62-in-f2.1e100.net (142.250.217.226)

https://googleads.g.double

le A
Google Ads click.net/pagead/id

= 20.42.65.89

Windows Update

B3 104.46.162.226

Windows Update

= ya-in-f188.1e100.net (108.177.12.188)

[ 120.50.73.9

Windows Update

&= 3-0003.a-msedge.net (204.79.197.203)

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/LightRainV3.svg

MSN-web

| INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Dec 13, 2021 6:00:00 AM ~110.7.15.24 &5 52.183.220.149

Windows Update

== 13.69.116.104

Windows Update

== INTER-201.191.210.171 (201.191.210.171)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6el1cd4edc6b2a405

Windows Update

= 13.107.4.50

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
43c43e3b395e50b1

Windows Update

&S vt-in-f188.1e100.net (173.194.215.188)

® 13.78.111.198

Windows Update

[l 120.50.80.210

Windows Update
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Source Destination Application Name Resource
Dec 13, 2021 6:00:00 AM | INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 5:00:00 AM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)
E= 20.42.65.89 Windows Update
E552.185.211.133 Windows Update

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E= 104.208.138.202

[E=] 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/release2/chrom
e_component/admek3vfv
4prrwxp7rs7dyéwowhq_7
033/hfnkpimlhhgieaddgfe
mjhofmfbimnib_7033_all_a
c4hdweb5rdoaz5qtuqomfx
f7h5ta.crx3

edgedl.me.gvtl.com

= 3-0001.a-msedge.net (204.79.197.200) Bing Maps

[E 52,183.220.149 Windows Update

E= mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo

ad

| INTRA-10.129.21.42 (10.129.21.42)

E=] 20.42.72.131 Windows Update

&= vh-in-f188.1e100.net (74.125.26.188)

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 4:00:00 AM _~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)
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Time Source Destination Application Name Resource

Dec 13, 2021 4:00:00 AM ~~110.7.15.24 | INTRA-10.149.20.81 (10.149.20.81)
&= jad23s23-in-f194.1e100.net (172.217.2.194 https://googleads.g.double
= | ( ) Google Ads ps://goog g.aou

click.net/pagead/id

= ui-in-f188.1e100.net (142.250.97.188)

= vu-in-f188.1e100.net (173.194.216.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)

E= ue-in-f188.1e100.net (172.217.204.188)

| INTRA-10.149.143.70 ~~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 3:00:00 AM ~110.7.15.24 [E=| vx-in-f188.1e€100.net (173.194.218.188)

&= 52.109.20.46

&= vj-in-f188.1e100.net (74.125.134.188)

E= 40.126.24.84 URL-Microsoft

E= 72.21.91.29 http://crl.verisign.com/pca

Certificate Revocation List
3.crl

&S vy-in-f188.1e100.net (64.233.170.188)

5 52.109.20.38

Dec 13, 2021 2:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

-~ 10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.83 (10.149.20.83)

[#E= vz-in-f188.1e100.net (108.177.11.188)

E= vr-in-f188.1e100.net (173.194.213.188)

E= 13.107.21.200 Bing Maps

E= vt-in-f188.1e100.net (173.194.215.188)

_~|INTRA-10.129.21.42 (10.129.21.42)
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Time Source

Dec 13, 2021 2:00:00 AM ~110.7.15.24

Destination

E= 13.107.42.16

Application Name

URLs_Skype_For_Business

Resource

&= 52.109.20.39

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 1:00:00 AM ~110.7.15.24 - 10:0:0:0:0:0:0:0

&5 mia09s26-in-f2.1e100.net

https://googleads.g.double

(142.250.189.130) Google Ads click.net/pagead/id
- |INTRA-10.149.20.85 (10.149.20.85)
| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 13, 2021 12:00:00 AM 110.7.15.24 ES mia07s54-in-f3.1e100.net (172.217.3.67) SR https://beacons.gvt2.com/

beacons.gcp.gvt2.com

domainreliability/upload

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

== 7.91.93.34.bc.googleusercontent.com
(34.93.91.7)

gcp.gvt2.com

https://e2c6.gcp.gvt2.com/
nel/

[E= 269-192-141-
96.deploy.static.akamaitechnologies.com
(69.192.141.96)

CustomApp-
TraficoExcesivoMicrosoft

= INTRA-142.250.98.188 (142.250.98.188)

=5 mia07s61-in-f14.1e100.net
(142.250.217.206)

Gotomeeting

https://play.google.com/lo
g?
format=json&hasfast=true
&authuser=0

E=72.21.91.29

Certificate Revocation List

http://crl.verisign.com/pca
3.crl
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Time

Dec 13, 2021 12:00:00 AM

Source

~110.7.15.24

Destination

&S vk-in-f188.1e100.net (74.125.139.188)

Application Name Resource

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0
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