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Acceso a Internet 2

Resultados
Time Source Destination Application Name Resource

Dec 24, 2021 11:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

E={ vo-in-f188.1e100.net (173.194.211.188)

E= 13.107.21.200 Bing Maps

E572.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Z7L.Bduom/nYB45SPUEw
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UII8gIGmM
ZT9XHrHijQel=

URL-PermitidosPol1113-
1155

&= vh-in-f188.1e100.net (74.125.26.188)

&= ue-in-f188.1e100.net (172.217.204.188)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 24, 2021 10:00:00 PM ~110.7.15.24 | INTRA-10.129.21.42 (10.129.21.42)

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

&S vx-in-f188.1€100.net (173.194.218.188)

[E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook

&5 vr-in-f188.1e100.net (173.194.213.188)

_~ | INTRA-10.149.20.81 (10.149.20.81)

&= vy-in-f188.1e100.net (64.233.170.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 24, 2021 9:00:00 PM ~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

5 52.109.20.54

_~ | INTRA-10.149.20.81 (10.149.20.81)
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Acceso a Internet

Time Source Destination Application Name Resource
Dec 24, 2021 9:00:00 PM -~ 110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)
E= mia07s56-in-f14.1e100.net https://clients2.google.co
(142.250.64.206) Gotomeeting m/domainreliability/uploa
d-nel
[E5 jad23s60-in-f3.1e100.net (172.217.13.67) https://beacons2.gvt2.com
gvt2.com /domainreliability/upload-
nel
| INTRA-10.149.20.82 (10.149.20.82)
[E INTRA-108.177.13.188 (108.177.13.188)
~~10:0:0:0:0:0:0:0
= mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
G I CAPTCHA -
cogle re aHROCHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqaOAP&size=invisible &
cb=kno9bey99gf4
| INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0
Dec 24, 2021 8:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
&= va-in-f188.1e100.net (74.125.31.188)
&5 2-0001.a-msedge.net (204.79.197.200) Bing Maps
&= vn-in-f188.1e100.net (173.194.210.188)
&= vu-in-f188.1e100.net (173.194.216.188)
[E5 13.107.42.16 URLs_Skype_For_Business
| INTRA-10.129.21.36 (10.129.21.36)
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
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Acceso a Internet

Time Source Destination

Dec 24, 2021 7:00:00 PM ~110.7.15.24 - 10:0:0:0:0:0:0:0

Application Name Resource

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

&S vx-in-f188.1€100.net (173.194.218.188)

== INTER-201.191.210.171 (201.191.210.171)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
7b4387b332b497bc

Windows 10 Update

E= 40.126.24.146

URL-Microsoft

E=5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

&= v|-in-f188.1e100.net (74.125.141.188)

= 52.185.211.133

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f41a6c47c5588bd7

Windows Update

=5 mia07s54-in-f3.1€100.net (172.217.3.67)

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

beacons.gcp.gvt2.com

| INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0

Dec 24, 2021 6:00:00 PM ~110.7.15.24 = 72.21.81.240

http://ctldl.windowsupda...

Wind 10 Updat
inaows paate http://ctldl.windowsupda...

_~ | INTRA-10.149.20.85 (10.149.20.85)

= 52.183.220.149

Windows Update

E=52.185.211.133

Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.129.21.42 (10.129.21.42)
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Acceso a Internet

Time Source Destination Application Name

Dec 24, 2021 6:00:00 PM ~110.7.15.24 &5 8.252.85.126

Windows 10 Update

Resource

http://ctldl.windowsupda...
http://ctldl.windowsupda...

S 323-56-6-
35.deploy.static.akamaitechnologies.com
(23.56.6.35)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

=SV . 2.ssl.h . 209.197.3.
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

[E= INTRA-142.250.98.188 (142.250.98.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

&S ec2-3-210-68-27.compute-
T.amazonaws.com (3.210.68.27)

=5 mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=plwvdzeewgln

&5 ud-in-f188.1€100.net (172.217.193.188)

E5 170.72.231.161 Cisco Webex Teams

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 24, 2021 5:00:00 PM _~110.7.15.24 E=52.185.211.133 Windows Update

E=72.21.81.240
= Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

E=13.107.4.50
= Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
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Acceso a Internet 6

Time Source Destination Application Name Resource

Dec 24, 2021 5:00:00 PM ~110.7.15.24 &5 323-56-6- )
http://ctldl.windowsupda...

i i i Wind 10 Updat
35.deploy.static.akamaitechnologies.com Indows pdate http://ctldl.windowsupda...
(23.56.6.35)

&5 8.253.165.248 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
4b770457827de48e
| INTRA-10.149.20.84 (10.149.20.84)
[E 52,183.220.149 Windows Update
= 13.107.21.200 Bing Maps
&= ua-in-f188.1e100.net (108.177.12.188)
&= ug-in-f188.1e100.net (172.253.123.188)
=] vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
ae30cccdbaec8bf7
[ 113.69.239.72 Windows Update
| INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0
Dec 24, 2021 4:00:00 PM ~110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)
E= 72.21.81.240 http://ctldl.windowsupda...

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows 10 Update

E552.185.211.133 Windows Update

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet

Time Source Destination

Dec 24, 2021 4:00:00 PM ~110.7.15.24 &= 13.107.4.50

Application Name Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
86fdde987072301a

Windows 10 Update

[E5 52.183.220.149

Windows Update

= vn-in-f188.1e100.net (173.194.210.188)

_~ | INTRA-10.149.20.81 (10.149.20.81)

5 20.189.173.4

Windows Update

E552.182.141.63

Windows Update

&= 3184-28-22-
50.deploy.static.akamaitechnologies.com
(184.28.22.50)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
50224b72e3ee85f1

Windows 10 Update

&S uf-in-f188.1e100.net (172.217.203.188)

&5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

&S 223-213-224-
8.deploy.static.akamaitechnologies.com
(23.213.224.8)

5 323-56-6-
27.deploy.static.akamaitechnologies.com
(23.56.6.27)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
adl1cf6baeaa733aa

Windows 10 Update

E= 13.89.179.9

Windows Update

E5 20.44.10.122

Windows Update

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 24, 2021 3:00:00 PM _~110.7.15.24 = 52.183.220.149

Windows Update

Acceso a Internet Report

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM



Acceso a Internet

Time Source Destination

Dec 24, 2021 3:00:00 PM ~110.7.15.24 = 72.21.81.240

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupda...
http://ctldl.windowsupda...

_~|INTRA-10.129.21.42 (10.129.21.42)

[E552.109.20.48

_~ | INTRA-10.149.20.84 (10.149.20.84)

E= v|-in-f188.1e100.net (74.125.141.188)

E= 2184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
ee9f096d7c5c3a06

&= 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
a7e069aa89f3a369

E=52.185.211.133

Windows Update

[E5 20.42.65.90

Windows Update

E= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
aabdc488bb997513

&5 20.42.65.84

Windows Update

&= 20.189.173.13

Windows Update

&= 2184-28-22-
50.deploy.static.akamaitechnologies.com
(184.28.22.50)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
59f1bef093be4697
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Acceso a Internet

Time

Dec 24, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

=5 mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=026u09g53k51

| INTRA-10.129.21.36 (10.129.21.36)

&5 ud-in-f188.1e€100.net (172.217.193.188)
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Acceso a Internet

[10

Time Source

Dec 24, 2021 3:00:00 PM ~110.7.15.24

Destination

&5 52.184.215.140

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
8&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211224T210051Z &l
c=es-MX&pl=es-MXen-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=e74fb1a2
031e4901bce9d6910fa04cf
f&ctmode=MultiSession&
arch=x64&betaedgever=0.
0.0.0&canedgever=0.0.0.0
&cdm=1&cdmver=10.0.19
041.1023&currsel=1372708
80000000000&devedgever
=0.0.0.0&devfam=Window
s.Desktop&devform=Unkn
own&devosver=10.0.1904
3.1415&disphorzres=1920

o i H 42 40 .l: "
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Acceso a Internet 111

Time Source Destination Application Name Resource

Dec 24, 2021 3:00:00 PM ~110.7.15.24 &= vo-in-f188.1e100.net (173.194.211.188)

&= ui-in-f188.1e100.net (142.250.97.188)

[l §20.50.80.209 Windows Update
&= https-208-111-136-128.fll.IInw.net http://ctldl.windowsupdat
(208.111.136.128) e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
b531499720d15d63
&= 323-56-6- http://ctldl.windowsupdat
27.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.27) Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
a9c77d25b051d1bc
_1INTRA-10.3.128.70 (10.3.128.70) 1 0:0:0:0:0:0:0:0
Dec 24, 2021 2:00:00 PM -~ 110.7.15.24 _~ | INTRA-10.149.20.85
(10.149.20.85)
@5 52.183.220.149 Windows Update
E=72.21.81.240 http://ctldl.wind da...
= Windows 10 Update prver L WInCoWsupea
http://ctldl.windowsupda...
E552,185.211.133 Windows Update

| INTRA-10.149.20.81
(10.149.20.81)

E= 323-56-6- .

) ) Windows 10 Update http://ctldl.windowsupda...
35.dep!oy.statlc.akamaltec P http://ctldl.windowsupda...
hnologies.com (23.56.6.35)

&5 323-56-6- .

. _ Windows 10 Update http://ctldl.windowsupda...
27.deploy.static.akamaitec P http://ctldl.windowsupda...
hnologies.com (23.56.6.27)

[E=] 40.126.24.147 URL-Microsoft

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet

[12

Time Source

| INTRA-10.149.20.84
(10.149.20.84)

Destination Application Name Resource

123.35.104.34.bc.googleuse
rcontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvtl.com/edgedl|/release2/c
hrome_component/eimou6l4sb4iwfjmgksc7p
yo7a_119/efniojlnjndmcbiieegkicadnoecjjef_1
19_all_hyyszxnjpbcrpfad3wk62r6dag.crx3

&= 3-0001.a-msedge.net

Bing Maps
(204.79.197.200)

E= mia07s56-in-
f14.1€100.net
(142.250.64.206)

Gotomeeting

https://clients2.google.com/service/check2?
crx3=true&appid={430FD4D0-B729-4F61-
AA34-
91526481799D}&appversion=1.3.36.112&appl
ang=&machine=1&version=1.3.36.112&userid
={283FECF6-85CF-4B17-83B9-
B6FA78E45882}&osversion=10.0&servicepac
k=

_~|INTRA-10.149.20.82
(10.149.20.82)

E=| vt-in-f188.1e100.net
(173.194.215.188)

E= vh-in-f188.1e100.net
(74.125.26.188)

&= 20.189.173.12 Windows Update
==20.50.201.200 Windows Update
E5 20.189.173.14 Windows Update

B 67.26.121.254
Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
dc445081a4744b98

E5 67.26.125.254
Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
d42e11d0c1fa68c1

Acceso a Internet Report

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM



Acceso a Internet

[13

Time Source Destination Application Name Resource
ES http://ctldl.windowsupdate.com/msdownload

vip0x008.map2.ssl.hwcdn. Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?

net (209.197.3.8) 07b151b762964d18

_~ |INTRA-10.3.128.70 _~10:0:0:0:0:0:0:0

(10.3.128.70)

Dec 24, 2021 1:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

&= 52.185.211.133

Windows Update

&= 72.21.81.240

http://ctldl.windowsupda...

Wi 1
Indows 10 Update http://ctldl.windowsupda...

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
d109¢ca030c1bcf30

Windows 10 Update

E= 13.107.4.50

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
leelbee71428ab39

Windows 10 Update

[E552.183.220.149

Windows Update

1 INTRA-10.149.20.81 (10.149.20.81)

== 13.69.109.130

Windows Update

B 13.107.42.16

URLs_Skype_For_Business

&5 20.42.65.88

Windows Update

&S vk-in-f188.1e100.net (74.125.139.188)

&= 152.195.50.205

http://update.itopvpn.com
/infofiles/screenshot1/upd
ate.upt

Web Browsing
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Acceso a Internet

[14

Time Source Destination

Dec 24, 2021 1:00:00 PM ~110.7.15.24 El%51.105.71.136

Application Name Resource

Windows Update

&5 8.252.88.126

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
df6e504b8df9c5a3

Windows 10 Update

E5 67.24.73.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
38edc43e74819b23

Windows 10 Update

[ 323-56-6-
35.deploy.static.akamaitechnologies.com
(23.56.6.35)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
29a2174bcb55c1ea

Windows 10 Update

[ §20.50.73.9

Windows Update

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
a156b5c5878a3f5b

Windows 10 Update

| INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0

Dec 24, 2021 12:00:00 PM ~110.7.15.24 &5 52.183.220.149

Windows Update

&= 13.107.4.50

http://ctldl.windowsupda...

Wind 10 Updat
ndows paate http://ctldl.windowsupda...

5 52.242.97.97

E5 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
7c¢7446ad96289788

Windows 10 Update

Acceso a Internet Report
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Acceso a Internet

[15

Time

Dec 24, 2021 12:00:00 PM

Source

~110.7.15.24

Destination

&S vg-in-f188.1e100.net (173.194.212.188)

Application Name

Resource

| INTRA-10.149.20.83 (10.149.20.83)

&S va-in-f188.1e100.net (74.125.31.188)

== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
356d155fb355b0b8

_~ | INTRA-10.149.20.84 (10.149.20.84)

== 52.178.17.3

Windows Update

= 52.185.211.133

Windows Update

= 20.42.65.90

Windows Update

= 8.252.168.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
ce373687a0ab7b3b

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=28&k=6LfDWNsSUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &
cb=14ij8m3hwx21

= 13.89.178.27

Windows Update

E= mia07s54-in-f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad
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Time

Dec 24, 2021 12:00:00 PM

Source

~110.7.15.24

Destination

== 201.191.210.155

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin

rulesstl.cab?
deebf928d99c6¢c66

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 24, 2021 11:00:00 AM

_~110.7.15.24

_~ | INTRA-10.149.20.85 (10.149.20.85)

= 52.183.220.149

Windows Update

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

_~ | INTRA-10.149.20.81 (10.149.20.81)

_~|INTRA-10.129.21.42 (10.129.21.42)

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

= 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin

rulesstl.cab?
2731e5a60019dcee

E= idbrokertemp.webex.com (64.68.100.6)

Webex

[E552.185.211.133

Windows Update

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= 13.107.21.200

Bing Maps

B 323-213-224-
154.deploy.static.akamaitechnologies.com
(23.213.224.154)

Webex

= 20.189.173.11

Windows Update

| INTRA-10.129.21.36 (10.129.21.36)
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[17

Time Source

Dec 24, 2021 11:00:00 AM ~110.7.15.24

Destination

&S uf-in-f188.1e100.net (172.217.203.188)

Application Name Resource

&5 20.42.65.89

Windows Update

[E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook

&S 923-222-78- http://ctldl.windowsupdat

136.deploy.static.akamaitechnologies.com e.com/msdownload/updat

(23.222.78.136) Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
532f0c5190ae9a5a

E5 170.72.231.10

Cisco Webex Teams

&= vu-in-f188.1e100.net (173.194.216.188)

&= ug-in-f188.1e100.net (172.253.123.188)

&= vy-in-f188.1e100.net (64.233.170.188)

= 20.44.10.123

Windows Update

_~|INTRA-10.3.128.70 (10.3.128.70)

-~ 10:0:0:0:0:0:0:0

Dec 24, 2021 10:00:00 AM _~110.7.15.24

= 52.183.220.149

Windows Update

= 52.182.143.211

Windows Update

E=| vx-in-f188.1e100.net (173.194.218.188)

_~ | INTRA-10.149.20.84 (10.149.20.84)

E= vw-in-f188.1e100.net (173.194.217.188)

= 52.178.17.3

Windows Update

&= 13.89.179.9

Windows Update

&= 52.109.20.49

| INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 24, 2021 9:00:00 AM ~110.7.15.24

| INTRA-10.149.20.83 (10.149.20.83)

&5 52.183.220.149

Windows Update
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Time Source Destination Application Name Resource
Dec 24, 2021 9:00:00 AM 110.7.15.24 E=52.185.211.133 Windows Update
~~10:0:0:0:0:0:0:0

| INTRA-10.149.20.84 (10.149.20.84)

[E= 8.252.165.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
e8e6c0a99736646b

@5 jad23s23-in-f195.1e100.net (172.217.2.195) https://www.gstatic.com/c
Gotomeeting hrome/config/plugins_3/pl
ugins_win.json

E= 40.126.24.149 URL-Microsoft

= uj-in-f188.1e100.net (142.251.107.188)

&5 20.189.173.2 Windows Update
[E5 20.189.173.12 Windows Update
&5 mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/r

ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWI9wsIPbECORmM
zMgaOAP&size=invisible &
cb=vkasp681ieltu

Google reCAPTCHA

E= ya-in-f188.1e100.net (108.177.12.188)

&5 vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
387a882cbc757c56
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Time Source Destination Application Name Resource
Dec 24, 2021 9:00:00 AM - |INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 24, 2021 8:00:00 AM 110.7.15.24 &= 52.183.220.149 Windows Update

&S va-in-f188.1e100.net (74.125.31.188)

&S v|-in-f188.1e100.net (74.125.141.188)

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

[E= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

E=52.185.211.133

Windows Update

&5 vt-in-f188.1€100.net (173.194.215.188)

[E520.189.1734

Windows Update

E552.168.112.67

Windows Update

5 20.42.65.84

Windows Update

[E= 104.208.16.88

Windows Update

E5 13.107.42.16

URLs_Skype_For_Business

Dec 24, 2021 7:00:00 AM _~110.7.15.24 _10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.85 (10.149.20.85)

E=52.185.211.133

Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.129.21.42 (10.129.21.42)

S 52.109.20.47

S 52.183.220.149

Windows Update

| INTRA-10.129.21.36 (10.129.21.36)

E= vz-in-f188.1€100.net (108.177.11.188)

g3 51.105.71.136

Windows Update
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Time Source Destination Application Name Resource

Dec 24, 2021 7:00:00 AM 110.7.15.24 E=52.168.117.169 Windows Update

&S vy-in-f188.1e100.net (64.233.170.188)

I 113.69.239.73 Windows Update
l 113.69.239.72 Windows Update
| INTRA-10.3.128.70 (10.3.128.70) | | 0:0:0:0:0:0:0:0
Dec 24, 2021 6:00:00 AM 110.7.15.24 = 52.185.211.133 Windows Update

&S vx-in-f188.1€100.net (173.194.218.188)

| INTRA-10.149.20.84 (10.149.20.84)

[ 104.46.162.226 Windows Update
[E=52.183.220.149 Windows Update
== 20.50.201.195 Windows Update
E= 20.42.73.25 Windows Update
E= mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/r

ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDWI9wsIPbECORmM
zMqgaOAP&size=invisible &
cb=qgl9hvcn6xoi6

Google reCAPTCHA

[ES vk-in-f188.1e100.net (74.125.139.188)

| INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0
Dec 24, 2021 5:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
[E=52,183.220.149 Windows Update

_~ | INTRA-10.149.20.84 (10.149.20.84)
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Time Source Destination Application Name Resource
Dec 24, 2021 5:00:00 AM 110.7.15.24 B mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
# 40.79.189.58 Windows Update
E=52.185.211.133 Windows Update

&= INTRA-108.177.13.188 (108.177.13.188)

&= vh-in-f188.1e100.net (74.125.26.188)

[E552.182.141.63 Windows Update

[ 013.69.239.74 Windows Update

&5 ye-in-f188.1e100.net (172.217.204.188)

Dec 24, 2021 4:00:00 AM ~110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co

(34.104.35.123) m/edgedl/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.2cb7
e73b57758ca51b3cabd09
bealdecffc92287e09120c7

edgedl.me.gvtl.com a448fbb1fefbc940/1.fd28d

e9515efa9d1e7a9660f39e
0cd5b4ba9adf290660d3a9
€ce9032ab620682d/c6eb52
40ca5d932774ed6578290a
ac80571bb509caf5488631
ee41f1192cf8b9.crxd

= vo-in-f188.1€100.net (173.194.211.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 24, 2021 3:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.81 (10.149.20.8 1)

_~|INTRA-10.129.21.42 (10.129.21.42)
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Time Source Destination Application Name Resource
Dec 24, 2021 3:00:00 AM -~ 110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)
= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr

DgMCGgUABBSAUQYBMq

URL-PermitidosPol1113- 2awn1Rh6DOh/SBYgFV72Q

11
22 UA95QNVDbRTLtmM8KPiGxv
DI7190VUCEAJOLqoXyo4hxx
e7H/z9DKA=
E= s3-1.amazonaws.com (52.216.139.101) Amazon S3
E= mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/r

ecaptcha/api2/anchor?
ar=28&k=6LfDWNsSUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqaOAP&size=invisible &
cb=8ws6x8w3q3gx

Google reCAPTCHA

_~ | INTRA-10.129.21.36 (10.129.21.36)

E= ui-in-f188.1e100.net (142.250.97.188)

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet

|23

Time

Dec 24, 2021 3:00:00 AM

Source

~110.7.15.24

Destination

&5 52.184.206.73

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
7&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211224T092456Z &
Ic=es-MX&pl=es-MX,en-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=6ff7e6b3
€3f94¢3990acc73d016b72
eb&ctmode=MultiSession
&arch=x64&betaedgever=
0.0.0.0&canedgever=0.0.0.
0&cdm=1&cdmver=10.0.1
9041.1023&currsel=13284
8390663647910&devedge
ver=0.0.0.0&devfam=Wind
ows.Desktop&devform=U
nknown&devosver=10.0.1
9043.1415&disphorzres=1

faXaYaXo NN H H 42 40 .l
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Time Source Destination Application Name Resource
Dec 24, 2021 3:00:00 AM -~ 110.7.15.24 E= 40.126.24.83 URL-Microsoft
i==i 201.191.210.154 img-prod-cms-rt-
microsoft-

com.akamaized.net

B3 139.99.239.244

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 24, 2021 2:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.84
(10.149.20.84)

[E552.109.20.48

| INTRA-10.149.20.83

(10.149.20.83)

5 vI-in-f188.1e100.net

(74.125.141.188)

E= vn-in-f188.1e100.net

(173.194.210.188)

&= 13.107.21.200 Bing Maps

@S vh-in-f188.1e100.net
(74.125.26.188)

[#E513.107.42.16 URLs_Skype_For_Business
| INTRA-10.3.128.70 _~10:0:0:0:0:0:0:0

(10.3.128.70)

Dec 24, 2021 1:00:00 AM ~110.7.15.24 .~ |INTRA-10.149.20.83 (10.149.20.83)

5 va-in-f188.1e100.net (74.125.31.188)

B mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook

E= vt-in-f188.1e100.net (173.194.215.188)

_~ | INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 24, 2021 12:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.81 (10.149.20.81)
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Time Source Destination

Dec 24, 2021 12:00:00 AM ~110.7.15.24 | INTRA-10.129.21.42 (10.129.21.42)

Application Name

Resource

| INTRA-10.149.20.83 (10.149.20.83)

&= 104.18.25.243

URL-Microsoft

http://ocsp.msocsp.com/
MFQwUjBQME4wTDAJBgU
rbgMCGgUABBSjA8CoiHv
UecQnjrXXWHO8EsBNpAQ
U/y9/4Qb00OPMt7SWNmMM
L+DvZs/PoCE38AGT2CeC1
eFrg+YagAAAAZPYI=

&5 vj-in-f188.1€100.net (74.125.134.188)

&5 323-213-145-
35.deploy.static.akamaitechnologies.com
(23.213.145.35)

CustomApp-
TraficoExcesivoMicrosoft

&= INTRA-108.177.13.188 (108.177.13.188)

=5 mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqgaOAP&size=invisible &
cb=vrpbk3b6y2xI

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 23, 2021 11:00:00 PM _~110.7.15.24 5 52.109.20.48

_~ | INTRA-10.149.20.83 (10.149.20.83)

E= uf-in-f188.1e100.net (172.217.203.188)

&S ec2-3-90-30-171.compute-

1.amazonaws.com (3.90.30.171)
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Time Source Destination

Dec 23, 2021 11:00:00 PM ~110.7.15.24 &= 20.190.152.22

Application Name Resource

URL-Microsoft

B 52.23.219.152

5 52.217.135.104

Amazon S3

&= vh-in-f188.1e100.net (74.125.26.188)

[E= e c2-35-88-63-89.us-west-

2.compute.amazonaws.com (35.88.63.89)

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 23, 2021 10:00:00 PM ~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

B mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

E= yw-in-f188.1e100.net (173.194.217.188)

E= vz-in-f188.1€100.net (108.177.11.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 23, 2021 9:00:00 PM ~110.7.15.24 -~ 10:0:0:0:0:0:0:0

| INTRA-10.149.20.83 (10.149.20.83)

&5 va-in-f188.1e100.net (74.125.31.188)

S tzmiaa-aa-in-f4.1e100.net (142.251.35.228)

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=6tql3nps41w0

Google reCAPTCHA

Acceso a Internet Report

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM



Acceso a Internet

|27

Time Source Destination Application Name

Dec 23, 2021 9:00:00 PM ~110.7.15.24 &= ug-in-f188.1e100.net (172.253.123.188)

Resource

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 23, 2021 8:00:00 PM ~110.7.15.24 | INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.129.21.42 (10.129.21.42)

&S vx-in-f188.1€100.net (173.194.218.188)

&5 3-0001.a-msedge.net (204.79.197.200) Bing Maps

5 72.21.91.29

URL-PermitidosPol1113-

http://ocsp.digicert.com/

MFEwTzBNMEswSTAJBgUr
DgMCGgUABBSAUQYBMq
2awn1Rh6Doh/sBYgFV7gQ

1155 UA95QNVDbRTLtM8KPiGxv
DI7I90VUCEAJOLqoXyo4hxx
e7H/z9DKA=
-~ |INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0
Dec 23, 2021 7:00:00 PM _~110.7.15.24 -~ |INTRA-10.149.20.83 (10.149.20.83)

[E uf-in-f188.1e100.net (172.217.203.188)

&= yd-in-f188.1e100.net (172.217.193.188)

&S v|-in-f188.1e100.net (74.125.141.188)

[E= mia09s21-in-f3.1e100.net (142.250.64.131) AppOutlook

&= 52.185.211.133

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4f63cb4d35f4bcco

&= ua-in-f188.1e100.net (108.177.12.188)
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Time Source Destination Application Name Resource

Dec 23, 2021 7:00:00 PM 110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
40005f915b9df17a

_~ | INTRA-10.129.21.36 (10.129.21.36)

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 23, 2021 6:00:00 PM _~110.7.15.24 _10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E#552.185.211.133 Windows Update

= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupda...
Windows 10 Update http://ctldl.windowsupda...
http://ctldl.windowsupda...

_~ | INTRA-10.149.20.84 (10.149.20.84)

[E=13.107.4.50 http://ctldl.windowsupda...

Wi 1
indows 10 Update http://ctldl.windowsupda...

= 40.125.122.151

[E5 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co

(34.104.35.123) m/edgedl/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.fd28
de9515efa9d1e7a9660f39
e0cd5b4ba9adf290660d3a

edgedl.me.gvtl.com 9ce9032ab620682d/1.751

81d137268f82b8ca471071
078db0cc5c2d2983de76¢
b0f738bc998966e501/92f
b0534af79c00336f065ec5
efcecObb7b90b531633b45
b3ec1a67c2461ffe0.crxd

[E 52,183.220.149 Windows Update
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Time Source Destination Application Name Resource

Dec 23, 2021 6:00:00 PM ~110.7.15.24 [E5 44.195.94.168

&= INTRA-142.250.98.188 (142.250.98.188)

E= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqgaOAP&size=invisible &
cb=919btn60uu0k

Google reCAPTCHA

@5 40.126.24.84 URL-Microsoft
EE mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
E= 67.26.125.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
a82b3468a155fb6f
&= ug-in-f188.1e100.net (172.253.123.188)
[E552.216.179.133 Amazon S3
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 23, 2021 5:00:00 PM ~110.7.15.24 &5 52.185.211.133 Windows Update
&S vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupda...
Windows 10 Update http://ctldl.windowsupda...
http://ctldl.windowsupda...
E=13.107.4.50 http://ctldl.windowsupda...

Windows 10 Update http://ctldl.windowsupda...
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Time Source Destination Application Name Resource
Dec 23, 2021 5:00:00 PM ~110.7.15.24 &S 323-56-6- )
. ) ) Windows 10 Update http://ctldl.windowsupda...
27.deploy.static.akamaitechnologies.com p http:/ctidl.windowsupda...
(23.56.6.27)
B 2-0001.a-msedge.net (204.79.197.200) Bing Maps
E=] vt-in-f188.1e100.net (173.194.215.188)
E= 323-56-6- http://ctldl.windowsupdat
35.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.35) Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
485f89c87e361804
E= 13.107.42.16 URLs_Skype_For_Business
E= vk-in-f188.1e100.net (74.125.139.188)
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 23, 2021 4:00:00 PM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

[E5 52.183.220.149

Windows Update

= 172.67.180.203

http://tagcachestaticx.com
/tag.js

& 13.107.4.50

http://ctldl.windowsupda...

Wind 10 Updat
ndows paate http://ctldl.windowsupda...

| INTRA-10.149.20.81 (10.149.20.81)

_~|INTRA-10.129.21.42 (10.129.21.42)

E5 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6496ffa295b9fbea

Windows 10 Update

= 170.72.231.0

Cisco Webex Teams

S 52.109.20.47
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Source

Destination

Application Name

Resource

Dec 23, 2021 4:00:00 PM

~110.7.15.24

[E552.109.20.54

= 52.185.211.133

Windows Update

£l% 139.45.197.103

baufaich.com

https://baufaich.com/rese
t.css?
aHROcHM6Ly9qb210aW5n
aS5uZXQvYXB1LnBocD96
b251aWQINDQ2MTkyNyZv
Zjox

[ES vx-in-f188.1€100.net (173.194.218.188)

[E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

&= vj-in-f188.1e100.net (74.125.134.188)

&5 8.252.88.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
028277a72225fd53

=1B0T-62.0.58.94(62.0.58.94)

gmial.com

E= ui-in-f188.1e100.net (142.250.97.188)

@S] 323-213-224-
8.deploy.static.akamaitechnologies.com
(23.213.224.8)

| idbrokersj-s.webex.com (64.68.99.6)

Webex

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
al2aldcb23d35a0c
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Time

Dec 23, 2021 4:00:00 PM

Source

~110.7.15.24

Destination

S 67.24.73.254

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
Tbacf3f71fdbf5e7

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
5fccbf16f1211975

| INTRA-10.3.128.70 (10.3.128.70)

-~ 10:0:0:0:0:0:0:0

Dec 23, 2021 3:00:00 PM

110.7.15.24

#1B0OT-62.0.58.94 (62.0.58.94)

hotmailc.om
www.thescreensnapshot...
gmailm.com
00.beahh.com
email.yg9.me
park-mx.above.com
iphumiki.com
tagcachestaticx.com

&3 139.45.197.236

dooloust.net

http://dooloust.net/5/3765
555/?00=1&aab=1

https://dooloust.net/5/376
5555/?00=1&aab=1
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Time Source

Dec 23, 2021 3:00:00 PM ~110.7.15.24

Destination

£l% 139.45.197.236

Application Name

jomtingi.net

Resource

https://jomtingi.net/?
rb=QwvO09ftinYgU8gTZzG
KS_I1hfUfzDeMhjOUokD04
GtkSwiVeuztxU8tkEy5Vo0
7-
aeSxRbTmtO7NN89FE8_6q
zk_JQq5piLEjquWRKEiyiAN
qVikZMve_06gz6Vq3QO-
VfGeOD2KDt5v3fPN6ag8pu
zWGdsk37bIFRb8f4PUg-
q_dG6Vfv8bB84pahtOUt_A
KoKlhgxCRpPIOroPsvVOSh
V5UcQ5IwKNw2aH76x5-
J4riRHcFyUIryaQYcTEgZKn
X6 AfXIXF2XfXJELONNbILOF
U9R-
79rodI335zTIkim44EZv-
zIwLS5Pn4IMY 7tJJOXt28 Tivr
LdV6e8WTo7wjvV7v_MCcG
vxtpS31fQWOT7S-8n4HM-
42HO67rXgM=&request_a
b2=0&zoneid=4478933&fs
=08&cf=0&sw=1536&sh=96
0&sah=920&wx=0&wy=08&
ww=1536&wh=920&cw=8
48&wiw=848&wih=468&w
fc=2&pl=https://animeid.t
o/streaming.php?
id=NjAzMT E=&title=Komi-
san+twa%2C+Comyushou+
desu.+Episodio+12&drf=ht
tps://www2.jkanime.to/&n
p=1&pt=0&nb=1&ng=1&ix
=1&nw=1&tb=false &js_buil
d=2&bs=f19699d6-6bab-
4dfb-b16e-

N0 adNLl 0TI C 70 lal Ol
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Time

Dec 23, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

£l% 139.45.197.236

Application Name Resource

23 139.45.197.237
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Time

Dec 23, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

offfurreton.com

Application Name

https://offfurreton.com/40
0/3395407

Resource

[ Bns3168435.ip-51-178-64.eu (51.178.64.147)

tapecontent.net

https://867319955.tapeco
ntent.net/radosgw/z70zAz
zVYQqsY01L/82pPzKFilL)diOj
JiXsSWQNIbHuIW_w2bX3q3e
8gefUvKmOOVFdmNSmM6B
SZG3t4uZAPKhEexpVaAby
FX)sbUEDVxs)pIRNhkuyrdy
5G0zBr7gXhuvwvuDQmdB
xPhYNwa7)3NM9cw 1tMv]
WbhTCg7fq-
CzKIToQI1INTavwOpB3CJkl
HalAqOeBI-
jTKCzMaUT4JRcUIFzDxvCp
cGoUfrhlsLyf35uZWLCDC
UZ1iTi5xLAIC_KNPIuvAVF8
yeE1KJ132-fN-
8t55ePXqMrPn/3536_12.m
p4?stream=1

&= 222.234.227.35.bc.googleusercontent.com
(35.227.234.222)
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Time Source Destination

Dec 23, 2021 3:00:00 PM -~ 110.7.15.24 [E= 222.234.227.35.bc.googleusercontent.com
(35.227.234.222)

Application Name

Web Browsing

35.227.234.222

Resource

http://35.227.234.222/3/PU
_CR_PA_SB_DT?
source=4444031&geo=CR
&device_type=desktop&b
rowser_type=chrome&os
=windows&region=sj&use
ragent=Mozilla/5.0
(Windows NT 10.0; Win64;
x64) AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/96.0.4664.110
Safari/537.36&language=e
s&connection_type=broad
band&internet_provider=i
nstituto costarricense de
electricidad y
telecom.&carrier=?

http://35.227.234.222/3/PU
_CR_PA_SB_DT?
source=4444031&geo=CR
&device_type=desktop&b
rowser_type=chrome&os
=windows&region=sj&use
ragent=Mozilla/5.0
(Windows NT 10.0; Win64;
x64) AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/96.0.4664.110
Safari/537.36&language=e
s&connection_type=broad
band&internet_provider=i
nstituto costarricense de
electricidad y
telecom.&carrier=?

£l% 139.45.197.239
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Time Source Destination Application Name Resource

Dec 23, 2021 3:00:00 PM -~ 110.7.15.24 £13139.45.197.239 HTTP/2 over TLS
https://inpage-

i -push.
INpage-push.com push.com/801/

[E= 52,183.220.149 Windows Update
ijra . i
&lm 139.45.195.8 I . https.//my.rtmark.net/!m...
https://my.rtmark.net/im...
E=] 104.21.49.37
animefiv.id https://cdn.animeflv.id/co

ver/qualidea-code.jpg
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Source Destination Application Name Resource
Dec 23, 2021 3:00:00 PM _~110.7.15.24 = mc.yandex.ru (93.158.134.119) https://mc.yandex.ru/watc
h/61426822?

wmode=7&page-
url=https://streamtape.co
m/e/z70zAzzVYqsYO1L/&p
age-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy6303):fp:2355:fu:0:
en:utf-8:la:es-
ES:v:722:cn:1:dp:0:1s:62155
8636235:hid:981714150:z:-
360:i:20211223153607:et:1
640295368:¢:1:rn:1975234
17:rqn:438:u:16289777581
063843397:w:848x468:s:15
36x960x24:sk:1.25:ifr:1:cpf
:1:ntf:1:ns:1640295363846:
ds:185,924,386,71,225,0,,6
70,0,,,,2446:dsn:185,924,38
6,71,226,0,,621,0,,,,2447:wv
:2:c0:0:rgnl:1:st:164029536
8:t:Streamtape.com&t=gd

Yandex-multimedia

pr(14)aw(1)ti(2)
Yandex h‘ttps://rr.1c.yandex.ru/met
rika/tag.js
E552.185.211.133 Windows Update
[E=172.67.168.5 https://streamtape.com/g..

streamtape.com
P https://streamtape.com/e..

_~ | INTRA-10.149.20.82 (10.149.20.82)

Zl8 139.45.197.103 https://baufaich.com/arti...

baufaich.com
https://baufaich.com/rese.
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Source Destination Application Name Resource
Dec 23, 2021 3:00:00 PM ~110.7.15.24 215 139.45.197.238 agacelebir.com https://agacelebir.com/4/4
461927
[E5 8.240.253.254 http://ctldl.windowsupda...
= Windows 10 Update P W! R
http://ctldl.windowsupda...
E5 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
b76ccaa37b0e941a
=5 mia09s26-in-f14.1e100.net ) https://www.google-
Google Analytics ) o
(142.250.189.142) analytics.com/analytics.js
&= jad23s23-in-f195.1e100.net (172.217.2.195) https://www.gstatic.com/c
Gotomeeting v/js/sender/v1/cast_sende

r.js?loadCastFramework=1

@S xx-focdn-shv-02-mia3.focdn.net
(157.240.14.19)

5 104.21.83.54 https://animeid.cc/streami
ng.php?
animeid.cc id=NjAzMTE=&title=Komi-
san wa, Comyushou desu.
Episodio 12

E= mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqaOAP&size=invisible &
cb=w1i06pofuxda

Google reCAPTCHA

[E552.96.189.18
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Source

Destination

Dec 23, 2021 3:00:00 PM

~110.7.15.24

&5 mia07s61-in-f8.1e100.net (142.250.217.200)

Application Name

googletagmanager.com

Resource

https://www.googletagma
nager.com/gtag/js?id=UA-
112386827-4

E= ya-in-f188.1e100.net (108.177.12.188)

&= 1.80.190.35.bc.googleusercontent.com
(35.190.80.1)

nel.cloudflare.com

https://a.nel.cloudflare.co
m/report/v3?
s=Hbup/I7Xd6t1iVD/acDhf
hXe dXF2cRuLIHiRRwFXlafs
HOT3IB48afB3RIfINCYm37
LW6FciHQ7Qp2zaqfl/i97q
egM1QkGCAWTMUGmM/ZO
Z032bW6kNbt1KOcROClpl)
xT8=

S 104.21.235.148

tapecontent.net

https://thumb.tapeconten
t.net/thumb/z70zAzzVYqs
Y01L/eGbQBkkXADUYYM6

P8

S 323-56-6-

27.deploy.static.akamaitechnologies.com
(23.56.6.27)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
ceb52c73d754f796

i==i INTER-201.191.210.163 (201.191.210.16 3)

ak.hetaruvg.com

[E5 40.126.24.81

URL-Microsoft

E= 104.26.5.250

animeid.to

https://animeid.to/streami
ng.php?

id=NjAzMT E=&title=Komi-
san wa, Comyushou desu.
Episodio 12

_~ | INTRA-10.149.20.83 (10.149.20.83)
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| 41

Time Source Destination

Dec 23, 2021 3:00:00 PM ~110.7.15.24 = https-208-111-136-0.fll.IInw.net

(208.111.136.0)

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
cafdc3e21ae7e744

E=104.22.32.172

offerimage.com

https://offerimage.com/w
ww/images/e3a95aadb0a7
02dd256501894118ch15.p

ng

| INTRA-10.129.21.36 (10.129.21.36)

= 104.21.8.53

jkanime.to

https://www2.jkanime.to/I
etra/Q

==188.42.224.22

rlitapoxinsxikw.top

https://rlitapoxinsxikw.top
/view/59703/article/4024.h
tml

== hosted-by.host-palace.com
(103.194.169.190)

movcloud.net

https://api.movcloud.net/v
1/count/anime/es/episode
/60311

E= 323-56-6-
35.deploy.static.akamaitechnologies.com
(23.56.6.35)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
4acc0a2069786227

== 201.191.210.153

ak.hetaint.com

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6aaa8368b772d548

[E=] 3-0003.a-msedge.net (204.79.197.203)

MSN-web

| INTRA-10.3.128.70 (10.3.128.70)

- 10:0:0:0:0:0:0:0

Dec 23, 2021 2:00:00 PM ~110.7.15.24

E552.185.211.133

Windows Update
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Time Source Destination Application Name Resource

E= 72.21.81.240 http://ctldl.windowsupdate.com/msdownloa...

Wind 10 Updat
indows paate http://ctldl.windowsupdate.com/msdownloa...

_~|INTRA-10.149.20.83
(10.149.20.83)

[#E5 52.183.220.149 Windows Update

= https-208-111-136-

0.fll.lInw.net http://ctldl.windowsupdate.com/msdownload

(208.111.136.0) Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
e605d32cefc18ea9

[E5 323-56-6-

http://ctldl.windowsupdate.com/msdownloa...

i i Wind 10 Updat
35.deploy static.akamaitec Inaows paate http://ctldl.windowsupdate.com/msdownloa...

hnologies.com (23.56.6.35)
vip0x008.map2.ssl.hwcdn. | Windows 10 Update
net (209.197.3.8)

&= 3-0001.a-msedge.net

http://ctldl.windowsupdate.com/msdownloa...
http://ctldl.windowsupdate.com/msdownloa...

Bing Maps
(204.79.197.200)
[E55296.182.18 . http://go.microsoft.com/fwlink/?
OneDrive-ICE LinkID=252669&clcid=0x409
[E= 8.253.184.120 http://ctldl.windowsupdate.com/msdownload
Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
d0cab8fd00bd769d
E= vn-in-f188.1e100.net
(173.194.210.188)
= 13,107.42.16 URLs_Skype_For_Business
[E#552.168.112.67 Windows Update
== 201.191.210.155 http://ctldl.windowsupdate.com/msdownload
Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
5b9bc4cb5fddal9e
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Time Source Destination

&S 323-56-6- http://ctldl.windowsupdate.com/msdownload
27.deploy.static.akamaitec | Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
hnologies.com (23.56.6.27) 36bf2a86cac616c5

= ug-in-f188.1e100.net
(172.253.123.188)

= ue-in-f188.1e100.net

Application Name

Resource

(172.217.204.188)

- |INTRA-10.3.128.70 - 10:0:0:0:0:0:0:0

(10.3.128.70)

Dec 23, 2021 1:00:00 PM ~110.7.15.24 = 52.183.220.149 Windows Update

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

| INTRA-10.149.20.84 (10.149.20.84)

&= 52.185.211.133

Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.8 1)

_~|INTRA-10.129.21.42 (10.129.21.42)

== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
640fce04216902d7

E5 67.24.75.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
71da6df0154d784c

Acceso a Internet Report

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM



Acceso a Internet
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Dec 23, 2021 1:00:00 PM -~ 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com

(34.104.35.123)

Application Name Resource

http://edgedl.me.gvt1.co
m/edgedl/release2/chrom
e_component/ll46ul73ywv
upv5f7n403odp5e_118/ef
niojlnjndmcbiieegkicadno
ecjjef_118_all_adkeow7k7k
ykqtkz4tmtv3s3jdfa.crx3

edgedl.me.gvtl.com

E= 40.126.24.148

URL-Microsoft

&S vt-in-f188.1e100.net (173.194.215.188)

&5 vh-in-f188.1e100.net (74.125.26.188)

[E552.182.141.63

Windows Update

E552.111.239.4

Office365-Delve

=5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

5 152.195.50.205

http://update.itopvpn.com
/infofiles/screenshot1/upd
ate.upt

Web Browsing

&= 8.253.165.241

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
3384674081212ae4

Windows 10 Update

S 8.252.85.126

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
cc3ffc02eaad30af

Windows 10 Update

[E53.92.149.36

https://cws.connectedpdf.
com/2.0.0.0/Foxit
PhantomPDF/10.1.0.37527/
en-US/cpdfApi.json

cws.connectedpdf.com

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
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Time Source Destination

Dec 23, 2021 12:00:00 PM ~110.7.15.24 &5 52.183.220.149

Application Name

Windows Update

Resource

| INTRA-10.149.20.83 (10.149.20.83)

== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

5 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
c20cf542eecc43b1

[E5 8.253.184.120

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
25bf61dbc77a468d

5 52.109.20.54

= uj-in-f188.1e100.net (142.251.107.188)

E= mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWI9wsIPbECORmM
zMgaOAP&size=invisible &
cb=qgsyahv9azukd

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
€312d164b00d60d5

&S vy-in-f188.1e100.net (64.233.170.188)
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Time Source Destination Application Name Resource
Dec 23, 2021 12:00:00 PM 110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1a3637e01c2ed4af
[E=] 3-0003.a-msedge.net (204.79.197.203) MSN-web https://arc.msn.com/v3/D
elivery/Events/Impression
E=] 40.126.24.81 URL-Microsoft
Dec 23, 2021 11:00:00 AM 110.7.15.24 [#E5 52.183.220.149 Windows Update
| INTRA-10.149.20.83 (10.149.20.83)
| INTRA-10.149.20.84 (10.149.20.84)
= 13.69.116.104 Windows Update
E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
b197c¢8a1000f1740
[E#552.96.184.18 OneDrive-ICE
[E#552.185.211.133 Windows Update
&= yvn-in-f188.1e100.net (173.194.210.188)
[E= 13.107.21.200 Bing Maps

| INTRA-10.129.21.36 (10.129.21.36)

E= ui-in-f188.1e100.net (142.250.97.188)
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Time Source Destination Application Name Resource
Dec 23, 2021 11:00:00 AM 110.7.15.24 35.156.48.155 http://ocsp.quovadisglobal
.com/MFUwUzBRMESWTT
AIBgUrDgMCGgUABBTYyhc
KR1A4XhQLFZRt5u+T8TDs
Wind 10 Updat
indows 1L pdate YdQQUGORIVERMMYUE10
7Q9gPEGUbRIGSCFHI7b+X
CUNVNIYmwkVVSGjGHKW
24
[E] 323-204-156-
181.deploy.static.akamaitechnologies.com Webex
(23.204.156.181)
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
69966d0c58923292
Dec 23, 2021 10:00:00 AM ~110.7.15.24 E552,185.211.133 Windows Update

[E= va-in-f188.1e100.net (74.125.31.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

E552.111.239.4 Office365-Delve

E= 20.190.152.22 URL-Microsoft

5 mia09s22-in-f10.1e100.net (142.250.64.170) | AppOutlook

&= 20.189.173.1 Windows Update
[l §20.50.80.210 Windows Update
| INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0
Dec 23, 2021 9:00:00 AM ~~110.7.15.24 E552.185.211.133 Windows Update

| INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.82 (10.149.20.82)
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Source Destination Application Name Resource

Dec 23, 2021 9:00:00 AM ~110.7.15.24 _10:0:0:0:0:0:0:0

| INTRA-10.149.20.83 (10.149.20.83)

== 52.178.17.3 Windows Update
[E= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
44bd377b2b085838
@5 52.183.220.149 Windows Update
&= 8.251.157.126 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
028818f017b4c4f5
£1%51.104.15.252 Windows Update
[E= 20.189.173.6 Windows Update
[E= 23.222.78.97 https://assets.msn.com/w
MSN-web eathermapdata/1/static/sv
g/72/MostlySunnyDay.svg
E={ 20.42.65.90 Windows Update
= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r

ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=2s8ofojogsr1

Google reCAPTCHA

&5 vz-in-f188.1€100.net (108.177.11.188)
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Time Source Destination

Dec 23, 2021 9:00:00 AM ~110.7.15.24 &S mia07s54-in-f14.1e100.net (172.217.3.78)

Application Name Resource

https://android.clients.goo

Gotomeetin
& gle.com/checkin

E= 2104-95-242-
9.deploy.static.akamaitechnologies.com
(104.95.242.9)

cdn.onenote.net

== 201.191.210.153

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
21fabf27aa75558c¢

Windows 10 Update

&= ug-in-f188.1e100.net (172.253.123.188)

= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ada930b2b747e872

Windows 10 Update

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 23, 2021 8:00:00 AM ~110.7.15.24 &5 52.183.220.149

Windows Update

5 52.185.211.133

Windows Update

| INTRA-10.149.20.83 (10.149.20.83)

[E552.109.20.47

# 40.79.197.35

Windows Update

= vI-in-f188.1e100.net (74.125.141.188)

[E=5 40.97.169.146 OneDrive-ICE
[E#5 52.109.20.54
[E= 13.107.21.200 Bing Maps

&= vk-in-f188.1€100.net (74.125.139.188)

[ 013.69.239.74

Windows Update
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Time Source Destination

Dec 23, 2021 8:00:00 AM ~110.7.15.24 = 40.126.24.82

Application Name Resource

URL-Microsoft

E= 20.44.10.122

Windows Update

&= 13.89.179.8

Windows Update

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 23, 2021 7:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

E= 13.89.179.8

Windows Update

| INTRA-10.149.20.84 (10.149.20.84)

[E552.183.220.149

Windows Update

[E552.185.211.133

Windows Update

_~|INTRA-10.129.21.42 (10.129.21.42)

[E= vx-in-f188.1e€100.net (173.194.218.188)

E=5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

[E5 20.42.65.85

Windows Update

E5 13.107.42.16

URLs_Skype_For_Business

= ug-in-f188.1e100.net (172.253.123.188)

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 23, 2021 6:00:00 AM ~110.7.15.24 -~ 10:0:0:0:0:0:0:0

S 52.183.220.149

Windows Update

= va-in-f188.1e100.net (74.125.31.188)

= 52.109.16.5

OneDrive-ICE

= 52.185.211.133

Windows Update

E=| yi-in-f188.1e100.net (142.250.97.188)

= 20.189.173.5

Windows Update
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Time Source Destination Application Name Resource
Dec 23, 2021 6:00:00 AM 110.7.15.24 [ §13.69.239.74 Windows Update
E13.89.179.9 Windows Update
E= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r

ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqgaOAP&size=invisible &
cb=xfh6qf83kyqj

Google reCAPTCHA

= 13.69.109.131 Windows Update
| INTRA-10.3.128.70 (10.3.128.70) ~~10:0:0:0:0:0:0:0
Dec 23, 2021 5:00:00 AM ~110.7.15.24 .~ |INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.81 (10.149.20.81)

[E#552.185.211.133 Windows Update

== 20.50.201.195 Windows Update

_~ | INTRA-10.149.20.83 (10.149.20.83)

E5 52.109.20.47

ES 2-0001.a-msedge.net (204.79.197.200) Bing Maps

[#E5 52.183.220.149 Windows Update

[E= vn-in-f188.1e100.net (173.194.210.188)

[#={ 20.189.173.6 Windows Update

_~ | INTRA-10.149.20.82 (10.149.20.82)

E552.168.117.170 Windows Update

= ya-in-f188.1e100.net (108.177.12.188)
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Time Source Destination Application Name Resource
Dec 23, 2021 5:00:00 AM -~ 110.7.15.24 &= vu-in-f188.1e100.net (173.194.216.188)
[ §20.50.73.9 Windows Update

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 23, 2021 4:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

&S uf-in-f188.1e100.net (172.217.203.188)

| INTRA-10.149.20.85 (10.149.20.85)

E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook

im=si [INTER-201.191.210.139 (201.191.210.139) img-prod-cms-rt-
microsoft-
com.akamaized.net

&= INTRA-142.250.98.188 (142.250.98.188)
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Time Source Destination Application Name Resource

Dec 23, 2021 4:00:00 AM ~110.7.15.24 [E5 52.184.206.73 https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
7&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211223T102250Z &l
c=es-MX&pl=es-MXen-
us,es-

MSN-web CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=befbc7b8
f15045f7bae482a31a6ffcf4
&ctmode=MultiSession&a
rch=x64&betaedgever=0.0
.0.0&canedgever=0.0.0.0&
cdm=1&cdmver=10.0.1904
1.1023&currsel=13284756
1552071174&devedgever=
0.0.0.0&devfam=Windows.
Desktop&devform=Unkno
wn&devosver=10.0.19043.
1415&disphorzres=1920&

ol H 42 40 .l: "
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Time

Dec 23, 2021 4:00:00 AM

Source

~110.7.15.24

Destination

| INTRA-10.3.128.70 (10.3.128.70)

Application Name

- 10:0:0:0:0:0:0:0

Resource

-~ |INTRA-10.149.20.84
(10.149.20.84)
_~|INTRA-10.149.20.82
(10.149.20.82)

| INTRA-10.129.21.42
(10.129.21.42)

S yx-in-f188.1e100.net
(173.194.218.188)

B
123.35.104.34.bc.googleuse

rcontent.com
(34.104.35.123)

5 40.126.24.83

@S vh-in-f188.1e100.net
(74.125.26.188)

Dec 23, 2021 3:00:00 AM

Acceso a Internet Report

~110.7.15.24

_~ |INTRA-10.149.20.83
(10.149.20.83)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.7518
1d137268f82b8ca47107107
8db0cc5c2d2983de76cb0Of
738bc998966e501/1.bagd
75599f866c60366e67fb34
4d7661719907d0ebb08b03
d401f5d11c¢9¢10d5/9b80a
d0df7184dcfcde3967ea9f2
916fd28695898a59e655d
6db2a0b3d0b6836.crxd

URL-Microsoft
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Time Source

E= mia09s20-in-

f4.1e100.net

(172.217.15.196) Google reCAPTCHA

Destination Application Name Resource

https://www.google.com/recaptcha/api2/anch
or?ar=2&k=6LfDWNsUAAAAAG axliiQpfv-
5_b8zWR4mgv7RKvs&co=aHROcHM6Ly9zdH]!
YW10YXBILmNvbToONDM.&hl=es&v=VZKEDW
9wsIPbECO9RMzMqgaOAP&size=invisible&cb=u
b1jalevwhwu

_~|INTRA-10.129.21.36
(10.129.21.36)

| INTRA-10.3.128.70 -~ 10:0:0:0:0:0:0:0
(10.3.128.70)
Dec 23, 2021 2:00:00 AM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E=] s3-1.amazonaws.com (54.231.81.244) Amazon S3

| INTRA-10.149.20.81 (10.149.20.81)

E= 13.107.21.200 Bing Maps

E= vu-in-f188.1e100.net (173.194.216.188)

[+13.96.162.54

= 13.107.42.16 URLs_Skype_For_Business

_~|INTRA-10.3.128.70 (10.3.128.70)

-~ 10:0:0:0:0:0:0:0

Dec 23, 2021 1:00:00 AM ~110.7.15.24

1 INTRA-10.149.20.85 (10.149.20.85)

&S va-in-f188.1e100.net (74.125.31.188)

| INTRA-10.149.20.83 (10.149.20.83)

&S vj-in-f188.1e100.net (74.125.134.188)

&S vz-in-f188.1€100.net (108.177.11.188)

| INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 23, 2021 12:00:00 AM ~110.7.15.24

| INTRA-10.149.20.83 (10.149.20.83)
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Time Source Destination

Dec 23, 2021 12:00:00 AM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

Application Name Resource

| INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.129.21.42 (10.129.21.42)

&S uf-in-f188.1e100.net (172.217.203.188)

[E=52.109.20.54

&S jad23s23-in-f195.1e100.net (172.217.2.195)

https://beacons3.gvt2.com
/domainreliability/upload-
nel

gvt2.com

_~ | INTRA-10.149.20.81 (10.149.20.81)

B mia07s54-in-f3.1e100.net (172.217.3.67)

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

beacons.gcp.gvt2.com

= 88.221.131.100

CustomApp-
TraficoExcesivoMicrosoft

&= INTRA-108.177.13.188 (108.177.13.188)

B mia09s20-in-f4.1€100.net (172.217.15.196)

https://www.google.com/r
ecaptcha/api2/anchor?
ar=28&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &
cb=c1bm87akw2cc

Google reCAPTCHA

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 22, 2021 11:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

[E= vx-in-f188.1e€100.net (173.194.218.188)

_~ | INTRA-10.149.20.81 (10.149.20.81)
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Time Source

Dec 22, 2021 11:00:00 PM ~110.7.15.24

Destination Application Name Resource

&S uj-in-f188.1e100.net (142.251.107.188)

= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Z7L.Bduom/nYB45SPUEw
QUS5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UII8gIGmM
ZT9XHrHijQel=

URL-PermitidosPol1113-
1155

&= vu-in-f188.1e100.net (173.194.216.188)

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 22, 2021 10:00:00 PM _~110.7.15.24

_~ | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.83 (10.149.20.83)

5 52.109.20.47

E= ua-in-f188.1e100.net (108.177.12.188)

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 22, 2021 9:00:00 PM _~110.7.15.24

_~ | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.82 (10.149.20.82)

[E5 vI-in-f188.1e100.net (74.125.141.188)

= 52.109.20.54

E= vr-in-f188.1e€100.net (173.194.213.188)

[E 40.97.170.2 Office365-Outlook-web
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Time Source

Dec 22, 2021 9:00:00 PM ~110.7.15.24

Destination

B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=mavpgat2rmzi

[E5 ye-in-f188.1€100.net (172.217.204.188)

| INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 22, 2021 8:00:00 PM _~110.7.15.24

_~ | INTRA-10.149.20.83 (10.149.20.83)

_~|INTRA-10.129.21.42 (10.129.21.42)

[E] 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

= vn-in-f188.1e100.net (173.194.210.188)

E= vt-in-f188.1e100.net (173.194.215.188)

~~10:0:0:0:0:0:0:0

@S vh-in-f188.1e100.net (74.125.26.188)

E= 13.107.42.16

URLs_Skype_For_Business

& 20.190.152.19

URL-Microsoft

| INTRA-10.3.128.70 (10.3.128.70)

-~ 10:0:0:0:0:0:0:0

Dec 22, 2021 7:00:00 PM ~110.7.15.24

&= 9184-28-22-
50.deploy.static.akamaitechnologies.com
(184.28.22.50)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
ed480b6eb7cb6197
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Source

Destination

Application Name

Resource

Dec 22, 2021 7:00:00 PM ~110.7.15.24

&= 2184-28-22-
50.deploy.static.akamaitechnologies.com
(184.28.22.50)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
59fdd5192cc34cha

E= vz-in-f188.1e€100.net (108.177.11.188)

_~ | INTRA-10.149.20.81 (10.149.20.81)

= vo-in-f188.1e100.net (173.194.211.188)

5 mia07s54-in-f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

[¥9] 34.89.141.94

gcp.gvt2.com

https://e2c16.gcp.gvt2.co
m/nel/

S 216.239.38.117

gvt2.com

https://beacons2.gvt2.com
/domainreliability/upload-
nel

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 22, 2021 6:00:00 PM ~110.7.15.24

~~10:0:0:0:0:0:0:0

E5 72.21.81.240

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

_~ | INTRA-10.149.20.85 (10.149.20.85)

[E5 52.183.220.149

Windows Update

5 52.185.211.133

Windows Update

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

[E= 52.182.143.208

Windows Update

E= v|-in-f188.1e100.net (74.125.141.188)
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Time Source Destination

Dec 22, 2021 6:00:00 PM ~110.7.15.24 &= 13.107.4.50

Application Name Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
b2c7861cc4b58c59

Windows 10 Update

[ 154.231.139.152

Amazon S3

[ §20.50.73.10

Windows Update

E=5 mia09s20-in-f4.1€100.net (172.217.15.196)

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECORmM
zMqaOAP&size=invisible &
cb=fkxus1nnj84x

Google reCAPTCHA

_~ | INTRA-10.129.21.36 (10.129.21.36)

E= uf-in-f188.1e100.net (172.217.203.188)

= 8.253.149.121

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
59e46338168b1bfd

Windows 10 Update

E552.168.112.66

Windows Update

E= 13.89.179.9

Windows Update

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 22, 2021 5:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.84 (10.149.20.84)

E5 72.21.81.240

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows 10 Update
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Time Source Destination Application Name Resource
Dec 22, 2021 5:00:00 PM 110.7.15.24 [E= 52.183.220.149 Windows Update
E552.185.211.133 Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

i==i 201.191.210.155
= Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

= 13.69.116.104 Windows Update

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E=] 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/jflookgnkcckhobag
Indicnbbgbonegd/1.0549e
685216085109aaf5d665bf
5e7c4c7b33bd421f29db67
b3eb8b9074c03f1/1.ee450
b9bab22a7ca379790ed61e
4d700cd800cab2cf2b0cal
88f735c3b70326/735a36a5
347f81c459a6a5d005d44c
9d2ea3340de7e760969d9
€31996b51a5e9.crxd

£1%51.104.15.252 Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

E= 13.107.21.200 Bing Maps

[l §20.50.80.210 Windows Update

&= ui-in-f188.1e100.net (142.250.97.188)

S 72.246.65.162

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
975f5fd84c8c922d
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Time Source Destination Application Name Resource

Dec 22, 2021 5:00:00 PM ~110.7.15.24 &5 8.253.165.230 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
caaad409b6c7acf7b

= vu-in-f188.1e100.net (173.194.216.188)

&= 20.44.10.123 Windows Update
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
eab8ce1cb62d4a95

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 22, 2021 4:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

[E 52,183.220.149 Windows Update

£1%139.45.197.239

https://google.com/domai

HTTP/2 over TLS
v nreliability/upload

https://inpage-

inpage-push.com push.com/801/
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Time

Dec 22, 2021 4:00:00 PM

Source

~110.7.15.24

Destination

[ A ns3113129.ip-54-36-108.eu (54.36.108.66)

Application Name

tapecontent.net

Resource

https://908356674.tapeco
ntent.net/radosgw/vY4pX
w862Qs44q0/A3EC5A3TZy
XL7dbQJhd0faVtMXFiUp7ix
p76ZYzI)Z3-
XdJf4eccdlOWTN-SDDw-
OKTLveghfn9amVQvstieE
1z0HpMyclpErhMKQGOV2
R3rbGJ7DMzITxfSDAT2bAt
G3v1yojATT-
T4Tehyy)VamGNiuuyTFZT
g5TZ8E1cV-
dLdZNXWCV09Q1g699Xb
MTtQN4HLi3zulVms70MF
g6TNpamKIQRxeBMDG6KTI
nnzDWGVrHGNuRIMNF7A
1an9kBeKoQ51h3PBfS1Gx
40Su/3533_12.mp4?
stream=1

i== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

== 20.50.201.195

Windows Update

E=S mia07s57-in-f14.1e100.net (142.250.64.238)

google.com

https://google.com/domai
nreliability/upload

Acceso a Internet Report

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM



Acceso a Internet |64

Source Destination Application Name Resource

Dec 22, 2021 4:00:00 PM 110.7.15.24 E= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/s
earch?g=traductor
google&rlz=1C1CHBD_esC
R877CR877&o0q=traductor

Gotomeeting &ags=chrome.2.69i59j69i
57j0i433i51216j0i512j0i433i
512.4379j0j7&sourceid=ch
rome&ie=UTF-
8&safe=active

= 923-213-224-
8.deploy.static.akamaitechnologies.com

(23.213.224.8)

E=52.168.112.67 Windows Update
E=] 20.42.73.25 Windows Update
E 170.72.231.10 Cisco Webex Teams
[ 113.69.239.74 Windows Update

E= ye-in-f188.1e100.net (172.217.204.188)

&= 8.253.165.249 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
6bad36a2dc5ff8c4

E= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
8771120639aabbe5

&= idbrokertemp.webex.com (64.68.100.6) Webex

E552,185.211.133 Windows Update

E= vn-in-f188.1e100.net (173.194.210.188)
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Time Source Destination

Dec 22, 2021 4:00:00 PM ~110.7.15.24 &= INTRA-142.250.98.188 (142.250.98.188)

Application Name Resource

= 104.21.8.53

https://www2.jkanime.to/f

jkanime.to . )
avicon.ico

[E552.96.104.18

E5 67.24.73.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
1c23a7bde2be3586

Windows 10 Update

= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
36b553a46e2092b6

Windows 10 Update

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 22, 2021 3:00:00 PM _~110.7.15.24 E=52.185.211.133

Windows Update

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

http://ctldl.windowsupda...

Windows 10 Update http://ctldl.windowsupda...

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.81 (10.149.20.81)

[E5 20.189.173.22

E5 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
3ach862113b00cd5

Windows 10 Update

S 52.183.220.149

Windows Update

= 13.107.21.200

Bing Maps
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Time Source Destination Application Name

Dec 22, 2021 3:00:00 PM 110.7.15.24 [E= 20.42.65.88 Windows Update

Resource

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqgaOAP&size=invisible &
cb=wzpj9gpsq63l

5 20.42.65.89 Windows Update

S server-13-32-232-29.atl56.r.cloudfront.net
(13.32.232.29)

[#E= vz-in-f188.1e100.net (108.177.11.188)

&= 20.42.73.24 MSN-web

E= 323-56-6- http://ctldl.windowsupdat
27.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.27) Windows 10 Update e/v3/static/trustedr/en/pin

rulesstl.cab?
6aedc73963e30677

&5 vy-in-f188.1e100.net (64.233.170.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

E= 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
29864ch83ac05dc7

_~ | INTRA-10.149.20.82 (10.149.20.82)

E=| vx-in-f188.1e100.net (173.194.218.188)
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Time Source Destination

Dec 22, 2021 3:00:00 PM ~110.7.15.24 [E8 104.46.162.226

Application Name Resource

Windows Update

&= 20.190.152.21

URL-Microsoft

&= 104.208.16.88

Windows Update

== 201.191.210.155

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
718c674bb1cac68c

Windows 10 Update

E5 67.24.73.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
bb796e658695b754

Windows 10 Update

== 201.191.210.154

img-s-msn-
com.akamaized.net

== 201.191.210.153

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
8999eb2c5529ach2

Windows 10 Update

= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
36d0fc99ee5f527e

Windows 10 Update

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 22, 2021 2:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.84 (10.149.20.84)

H572.21.81.240

i

http://ctldl.windowsupda...

Wi 1
indows 10 Update http://ctldl.windowsupda...

#513.107.4.50

i

http://ctldl.windowsupda...

Wind 10 Updat
inaows paate http://ctldl.windowsupda...
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Time

Dec 22, 2021 2:00:00 PM

Source Destination

~110.7.15.24 &5 52.183.220.149

Application Name

Windows Update

Resource

= 52.185.211.133

Windows Update

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

E= 40.126.24.146

URL-Microsoft

E= v|-in-f188.1e100.net (74.125.141.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= 13.107.21.200

Bing Maps

] 20.189.173.3

Windows Update

= 20.42.65.84

Windows Update

= 52.182.141.63

Windows Update

= 13.107.42.16

URLs_Skype_For_Business

= mia09s20-in-f4.1e100.net (172.217.15.196)

Google Search

_~ | INTRA-10.129.21.36 (10.129.21.36)

= 52.111.239.4

Office365-Delve

[E520.189.173.15

Windows Update

E=5 mia07s54-in-f3.1€100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

E= vu-in-f188.1e100.net (173.194.216.188)

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
c51c647ae81b3ffa
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Time Source Destination Application Name Resource

Dec 22, 2021 2:00:00 PM 110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
d71a937ae1a877de

= 8.252.169.126 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
884c635d4beb1ead

https://arc.msn.com/v3/D

MSN-web ) .
elivery/Events/Impression

_~ | INTRA-10.3.128.70 (10.3.128.70) 0:0:0:0:0:0:0:0

&= 3-0003.a-msedge.net (204.79.197.203)
[~ ]
=]

Dec 22, 2021 1:00:00 PM ~110.7.15.24 BOT-62.0.58.94 (62.0.58.94) www.thescreensnapshot...
gmial.com
email.yg9.me

tagcachestaticx.com

=I5 139.45.197.236 http://dooloust.net/5/3765
555/?00=1&aab=1

https://dooloust.net/5/376
5555/?00=1&aab=1

dooloust.net

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet

|70

Time

Dec 22, 2021 1:00:00 PM

Source

~110.7.15.24

Destination

£l% 139.45.197.236

Application Name

jomtingi.net

Resource

https://jomtingi.net/?
rb=bN4LI8k--
HI8KS1LSTHX90iOGXmKV
u4xTD430gDN-2Pfo_-
MmIgV7XK8gmzmAdro5c¢
5aCgbuozZkjnAYkX3walyatX
TGIY6Z-
NVnITy5qzigFtIBReRvUgox
Nk_d6bR1qTpX-Hf0O_vqg-
6QBCK3-
vH8uUZKMdsmaqH_7X6C4MI
IFHNBEB40OcZNOvkWv4W
wqOIs9jzBK3C3AEMJZ3qg8
MyjAUc7emSHFdIw2G6NR
leg7ESAT9WEYuUZORyONO
NnWuoFOhc2knE3UbZ7d0
s6JUdtIOAbN_noLbwZhros
VIjsKAh6LsOzzY9AYHW1D
YOvp_yJn3fV7UFnizi6ivOr
pD-Tk6kR-
01F1coPyx74726 GDcxkLb
D2Kaq205PXCw5n59GCYY
HNRLIICn9jjosuF6KRagvAa
6VjQ6XcAKO9he WNu9ypp
b4KS00NnzljK_6MMZgDzVX
IFjrgyjzusKnOWQ7nE4MTI
Wlje04=&request_ab2=0&
zoneid=4478933&fs=0&cf=
08&sw=15368&sh=960&sah=
920&wx=0&wy=0&ww=15
36&wh=920&cw=848&wi
w=848&wih=468&wfc=4&
pl=https://animeid.to/stre
aming.php?
id=NjAzMDk=&title=Shin+
no+Nakama+ja+Nai+to+Y

Lo Dok, Dol
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Time

Dec 22, 2021 1:00:00 PM

Source

~110.7.15.24

Destination

£l% 139.45.197.236

Application Name Resource

23 139.45.197.237
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Time Source Destination Application Name Resource

Dec 22, 2021 1:00:00 PM 110.7.15.24 https://offfurreton.com/40

0/3395407

offfurreton.com

_~ | INTRA-10.149.20.83 (10.149.20.83)

E= 104.21.49.37

HTTP/2 over TLS

https://cdn.animeflv.id/co
animeflv.id ver/dragon-quest-dai-no-
daibouken-2020.jpg

[ B ns3113129.ip-54-36-108.eu (54.36.108.66) https://908356674.tapeco
ntent.net/radosgw/vY4pX
w862Qs44q0/A3EC5A3TZy
XL7dbQJhd0faVtMXFiUp7ix
p76ZYzI)Z3-
XdJf4eccdIOWTN-SDDw-
OKTLveghfn9amVQvstieE
1z0HpMyclpErhMKQGO0V2
R3rbGJ7DMzITxfSDAT2bAt
tapecontent.net G3v1yojATT-
T4Tehyy)VamGNiuuyTFZT
g5TZ8E1cV-
dLdZNXWCV09Q1g699Xb
MTtQN4HLi3zulVms70OMF
g6TNpamKIQRxeBMD6KTI
nnzDWGVrHGNuRIMNF7A
1an9kBeKoQ51h3PBfS1Gx
40Su/3533_12.mp4?
stream=1

_~|INTRA-10.129.21.42 (10.129.21.42)

E552,185.211.133 Windows Update

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet 173

Source Destination Application Name Resource
Dec 22, 2021 1:00:00 PM 110.7.15.24 = mc.yandex.ru (77.88.21.119) https://mc.yandex.ru/watc
h/61426822?

wmode=7&page-
url=https://streamtape.co
m/e/17gxe9Rgm2teQpM/
&page-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy7cm9r:fp:1766:fu:
0:en:utf-8:la:es-
ES:v:720:cn:1:dp:0:1s:62155
8636235:hid:345783252:z:-
360:i:20211222132801:et:1
640201282:c:1:rn:8525029
25:rqn:433:u:16289777581
063843397:w:848x468:s:15
36x960x24:sk:1.25:ifr:1:cpf
:1:ntf:1:ns:1640201279418:
ds:0,0,149,205,2,0,,1041,1,,,
,1202:dsn:0,0,149,205,2,0,,8
42,1,,,1202:wv:2:co:0:rqnl:
1:st:1640201282:t:Streamta
pe.com&t=gdpr(14)aw(1)ti(
2)

https://mc.yandex.ru/met
rika/advert.gif

Yandex-multimedia

Yandex

i==i 201.191.210.153 ak.hetaruvg.com

ak.hetaint.com

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupda...

Wind 10 Updat
ndows paate http://ctldl.windowsupda...

[E5 52.183.220.149 Windows Update

E=104.22.33.172

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM
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Source

Destination

Application Name

Resource

Dec 22, 2021 1:00:00 PM

~110.7.15.24

E= 104.22.33.172

offerimage.com

https://offerimage.com/w
ww/images/bc6cda28d99f
572a82c3cfa836ce6db4.p

ng

&= 172.64.104.7

streamtape.com

https://streamtape.com/g..
https://streamtape.com/e..

&= https-208-111-136-0.fll.lInw.net

(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
433574e9e7fb4712

&3 139.45.197.239

inpage-push.com

https://inpage-
push.com/400/4461932

= vw-in-f188.1e100.net (173.194.217.188)

&5 20.189.173.7

Windows Update

== 13.69.109.130

Windows Update

== 20.50.201.195

Windows Update

[E5 104.19.131.79

loadfast1.com

https://mov.loadfast1.com
/server37/6350fcc4aladi2
6c06c99d494883624f/ep.1
21640194877.1640195551.
m3u8?
mac=4xh98bV|TFIs2d40w5
t5Z3gpK99Pbx8ZuF88WV
bHBAg=&expiry=16402083
76369

E=52.111.246.4

Microsoft Store

Acceso a Internet Report
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Source Destination

Application Name

Resource

Dec 22, 2021 1:00:00 PM ~110.7.15.24 &5 104.21.83.54

animeid.cc

https://animeid.cc/streami
ng.php?
id=NjAzMDk=&title=Shin
no Nakama ja Nai to
Yuusha no Party wo
Oidasareta node,
Henkyou de Slow Life
suru Koto ni Shima
Episodio 12

[E5152.195.50.205

Web Browsing

http://update.itopvpn.com
/infofiles/screenshot1/upd
ate.upt

E=5 mia07s61-in-f8.1e100.net (142.250.217.200)

googletagmanager.com

https://www.googletagma
nager.com/gtag/js?id=UA-
112386827-4

[E 1.80.190.35.bc.googleusercontent.com
(35.190.80.1)

nel.cloudflare.com

https://a.nel.cloudflare.co
m/report/v3?
s=JokMWZyRySnEBdysslo8
4NOXAl2drasGDsb+DJ1wzg
dlJilTeDMmyZhh+rhyMnG
JVXdPF+GAVAuaQyjXFoV14
NgwXXQRJ6cX9/igFaELCOD
zjwabIXdXFjTNyefl9OhmmG
nM=

[E5 104.21.235.147

tapecontent.net

https://thumb.tapeconten
t.net/thumb/vY4pXw862Q
s44q0/MJB73eAVPzfmP0q.]

Pg

ES 40.126.24.81

URL-Microsoft

E=52.109.124.125

wikipedia.firstpartyapps.o
aspapps.com

E= mia09s22-in-f10.1e100.net (142.250.64.170)

Google Translate

Acceso a Internet Report
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Source

Destination

Application Name

Resource

Dec 22, 2021 1:00:00 PM

~110.7.15.24

[ES ec2-3-92-149-36.compute-

T.amazonaws.com (3.92.149.36)

cws.connectedpdf.com

https://cws.connectedpdf.
com/2.0.0.0/Foxit
PhantomPDF/10.1.0.37527/
en-US/cpdfApi.json

= 188.42.224.24

baufaich.com

https://baufaich.com/articl
e.html

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
e8bbc9908b693467

[E5 198.90.215.35.bc.googleusercontent.com
(35.215.90.198)

gcp.gvt2.com

https://e2c52.gcp.gvt2.co
m/nel/

i 188.42.224.67

frakjnsmw.top

https://frakjnsmw.top/boo
tstrap.css?
aHROcHM6Ly9qgb210aW5n
aS5uZXQvYXB1LnBocD96
b25laWQ9NDQ30DkzMyZ
vZj0x

E= mia09s26-in-f14.1e100.net
(142.250.189.142)

Google Analytics

https://www.google-
analytics.com/analytics.js

5 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
ceb839bb4d22526b

[ jad23s23-in-f195.1e100.net (172.217.2.195)

Gotomeeting

https://www.gstatic.com/c
v/js/sender/v1/cast_sende
r.js?loadCastFramework=1

B xx-fbcdn-shv-02-mia3.fbcdn.net
(157.240.14.19)

Acceso a Internet Report
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Source Destination Application Name Resource
Dec 22, 2021 1:00:00 PM 110.7.15.24 £15139.45.195.8 https://my.rtmark.net/gid.j
s?
k.
rtmark.net userld=6baf4c76733249cf
bcde3bb6bdcf1b3c

&S uf-in-f188.1e100.net (172.217.203.188)

E= 172.67.156.220 Kanime.to https://www?2.jkanime.to/s
J ' trike-the-blood-iv/7/
=] 104.26.4.250 https://animeid.to/streami
ng.php?

id=NjAzMDk=&title=Shin
no Nakama ja Nai to

animeid.to Yuusha no Party wo
Oidasareta node,
Henkyou de Slow Life
suru Koto ni Shima

Episodio 12
[E#552.168.112.66 Windows Update
jrE
&i= 139.45.197.90 https://denetsuk.com/ONa
denetsuk.com N/web/61/
ES mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gvt2.com/
gvt2.com . N
domainreliability/upload
== INTER-201.191.210.171 (201.191.210.171) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1b5c6f039e890b47
E= vh-in-f188.1e100.net (74.125.26.188)
[ ] H
afm 139.45.197.238 ) https://agacelebir.com/4/4
lebir.
agacelebir.com 478933
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Time Source Destination

Dec 22, 2021 1:00:00 PM ~110.7.15.24 &5 8.253.149.120

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f408ee2a45c71771

== hosted-by.host-palace.com
(103.194.169.190)

movcloud.net

https://api.movcloud.net/v
1/count/anime/es/episode
/60309

Acceso a Internet Report
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Time

Dec 22, 2021 1:00:00 PM

Source

~110.7.15.24

Destination

E= 151.101.6.114

Application Name

prd.jwpltx.com

Resource

https://prd.jwpltx.com/v1/
error/ping.gif?h=-
1457944111&e=err&n=60
58136465754134&aid=Vip
rZzmedEeOchilACmOLpg&
at=1&c=-
1&ccp=0&cp=0&d=0&eb=
0&ed=3&emi=1wkhkan111
cm&gfb=0&gifr=0&gios=0
&i=1&lid=3i64g3192jqj&lsa
=read&mt=0&pbd=1&pbr
=1&pgi=xdwkdz1jmw6k&p
h=1&pid=aVr2lJgW&pii=0&
pl=477&plc=1&pli=zofdom
1ggmx0&pp=hlsjs&prc=1&
ps=4&pss=1&pt=Watch
Shin no Nakama ja Nai to
Yuusha no Party wo
Oidasareta node,
Henkyou de Slow Life
suru Koto ni Shima
Episode
12&pu=https://www2.jkani
me.to/&pv=8.9.2&pyc=0&
s=08&sdk=0&stc=1&stpe=0
&tv=3.13.0&Vvb=1&vi=0.98
&vI=23&wd=848&cme=0&
erc=232011&pogt=Watch
Shin no Nakama ja Nai to
Yuusha no Party wo
Oidasareta node,
Henkyou de Slow Life
suru Koto ni Shima
Episode
12&5a=1640201330184

Acceso a Internet Report
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Time

Dec 22, 2021 1:00:00 PM

Source

~110.7.15.24

Destination

| INTRA-10.3.128.70 (10.3.128.70)

Application Name

- 10:0:0:0:0:0:0:0

Resource

=
vip0x008.map2.ssl.hwcdn.
net (209.197.3.8)

_~|INTRA-10.149.20.83
(10.149.20.83)

| INTRA-10.149.20.81
(10.149.20.81)

E=52.185.211.133

B
123.35.104.34.bc.googleuse
rcontent.com
(34.104.35.123)

| INTRA-10.149.20.85
(10.149.20.85)

E= 13.107.4.50

£l%51.104.15.252

Dec 22, 2021 12:00:00 PM

Acceso a Internet Report

~110.7.15.24

= 52.183.220.149

Windows Update

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows Update

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl/release2/chrom
e_component/acsrboeat6
fld75eweztkhh3mwza_117
/efniojlnjndmcbiieegkicad
noecjjef_117_all_ac6zbsxt
h77jel2prjfmaykhxaaq.crx
3

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
d5bdaeedafec590f

Windows Update

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM
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Time Source Destination Application Name Resource

E= mia09s20-in- https://www.google.com/recaptcha/api2/anch

f4.1e100.net or?ar=2&k=6LfDWNsUAAAAAG axliiQpfv-

(172.217.15.196) 5_b8zWR4mgv7RKvs&co=aHROcHM6Ly9zdH]!

Google reCAPTCHA YW10YXBILmNvbT0ONDM.&hl=es&v=VZKEDW

9wsIPbECORmMzMqgaOAP&size=invisible &cb=i
ma3oq7esvl

B3 104.46.162.224 Windows Update

=l551.105.71.136 Windows Update

[E=] vo-in-f188.1e100.net

(173.194.211.188)

[ES ui-in-f188.1e100.net

(142.250.97.188)

[E5 40.126.24.84 URL-Microsoft

E=67.26.121.254 http://ctldl.windowsupdate.com/msdownload

Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?

77¢15f07b7d5e91e

[E 323-56-6- http://ctldl.windowsupdate.com/msdownload

35.deploy.static.akamaitec | Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?

hnologies.com (23.56.6.35) edbb85772ae1db5d

E= https-208-111-136- http://ctldl.windowsupdate.com/msdownload

128 fll.lInw.net Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?

(208.111.136.128) babca88a245feb5c

| INTRA-10.3.128.70 -~ 10:0:0:0:0:0:0:0

(10.3.128.70)

Dec 22, 2021 11:00:00 AM _~110.7.15.24 [E 52.183.220.149 Windows Update

_~ | INTRA-10.149.20.85 (10.149.20.85)

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM
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Time Source Destination Application Name

Dec 22, 2021 11:00:00 AM ~110.7.15.24 E= 72.21.81.240

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
a8768a2864adb07c

S| a23-67-195-
144.deploy.static.akamaitechnologies.com cdn.onenote.net
(23.67.195.144)

== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
€94f364c477d99e4

= 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
073e1564c66b2e15

== 52.178.17.3 Windows Update

&= vn-in-f188.1e100.net (173.194.210.188)

| INTRA-10.149.20.82 (10.149.20.82)

[E5 13.107.21.200 Bing Maps

&5 vt-in-f188.1e100.net (173.194.215.188)

@5 20.189.173.3 Windows Update

&= 20.42.72.131 Windows Update

= ua-in-f188.1e100.net (108.177.12.188)

E= mia07s54-in-f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM
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Time Source Destination

Dec 22, 2021 11:00:00 AM -~ 110.7.15.24 [E= 2184-26-132-
146.deploy.static.akamaitechnologies.com

(184.26.132.146)

Application Name

Resource

Webex

S 67.26.125.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
1024a7d3a35ab7c5

Windows 10 Update

[E= 3-0003.a-msedge.net (204.79.197.203)

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/AAehOqC.svg

MSN-web

&= 13.89.179.9

Windows Update

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
bfa98bf0c9856c5a

Windows 10 Update

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 22, 2021 10:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

= 52.183.220.149

Windows Update

E=52.185.211.133

Windows Update

= va-in-f188.1e100.net (74.125.31.188)

== INTER-201.191.210.171 (201.191.210.171)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
€852b80dfb55aece

Windows 10 Update

| INTRA-10.149.20.85 (10.149.20.85)

&= v|-in-f188.1e100.net (74.125.141.188)

El%51.132.193.104

Windows Update

Acceso a Internet Report
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Acceso a Internet

Time Source Destination

Dec 22, 2021 10:00:00 AM ~110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)

Application Name Resource

&5 20.189.173.4

Windows Update

[E552.168.117.170

Windows Update

E= 13.107.42.16

URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

5 52.168.112.67

Windows Update

&= vu-in-f188.1e100.net (173.194.216.188)

== 201.191.210.153

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
40978f6f3e4368eb

Windows 10 Update

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 22, 2021 9:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

S 52.183.220.149

Windows Update

= 52.185.211.133

Windows Update

| INTRA-10.129.21.42 (10.129.21.42)

g3 51.132.193.105

Windows Update

=5 jad23s23-in-f195.1e100.net (172.217.2.195)

https://www.gstatic.com/c
hrome/config/plugins_3/pl
ugins_win.json

Gotomeeting

S, 20.42.73.27

Windows Update

&S 20.189.173.3

Windows Update

& 20.189.173.12

Windows Update

&= ug-in-f188.1e100.net (172.253.123.188)

E= vk-in-f188.1e100.net (74.125.139.188)

Acceso a Internet Report
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Source Destination Application Name Resource

Dec 22, 2021 9:00:00 AM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=gx0i9gofm9ov4

Google reCAPTCHA

| INTRA-10.3.128.70 (10.3.128.70) ~~10:0:0:0:0:0:0:0
Dec 22, 2021 8:00:00 AM ~110.7.15.24 [E5 52.183.220.149 Windows Update
[E#552.185.211.133 Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

~~10:0:0:0:0:0:0:0

[l §13.69.239.73 Windows Update
.~ |INTRA-10.149.20.85 (10.149.20.85)

[E= 13.107.21.200 Bing Maps

&= vt-in-f188.1€100.net (173.194.215.188)

&= vh-in-f188.1e100.net (74.125.26.188)

| 13.107.42.16 URLs_Skype_For_Business

[ES vx-in-f188.1e100.net (173.194.218.188)

E 13.89.179.9 Windows Update
= 20.44.10.122 Windows Update
_~ |INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0
Dec 22, 2021 7:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)
&= 52.183.220.149 Windows Update
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Time Source Destination

Dec 22, 2021 7:00:00 AM ~110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

Application Name

edgedl.me.gvtl.com

Resource

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.1a7e
Oce2f581a51a7239fbe28e
€0008cb064f654e8d91f59
ab51505cc02b9ff0/1.aad4
bd7c7353eb99aa3f42c56e
2b20a97723f30f52be1acbhc
1d6af3e99518667/06ddd0
€3813dff757d08d74eb5ba
11df24266de66c2d0d5e4f
7f150cddea3fa8.crxd

E= vI-in-f188.1e100.net (74.125.141.188)

E=52.185.211.133

Windows Update

[+l 4.28.136.54

Kaspersky Lab-update

= 13.69.109.131

Windows Update

E= vr-in-f188.1e100.net (173.194.213.188)

= ui-in-f188.1e100.net (142.250.97.188)

i==i 201.191.210.155

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
af42a10ce416a814

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
c18727f84b467422

[E5 20.190.152.19

URL-Microsoft

[ 113.69.239.72

Windows Update

Acceso a Internet Report
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Acceso a Internet |87

Time Source Destination Application Name Resource
Dec 22, 2021 7:00:00 AM - |INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 22, 2021 6:00:00 AM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)

&= 52.183.220.149 Windows Update

= 52.185.211.133 Windows Update

= 40.125.122.151

ES mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gvt2.com/
gvt2.com domainreliability/upload-
nel

https://beacons.gcp.gvt2.c

beacons.gcp.gvt2.com om/domainreliability/uplo

ad

&= yw-in-f188.1e€100.net (173.194.217.188)

| INTRA-10.149.20.85 (10.149.20.85)

@5 40.125.122.176 Windows Update

B

a56427641defed861.awsglobalaccelerator.co

m (13.248.190.80)

E= mia07s56-in-f14.1e100.net https://clients2.google.co

(142.250.64.206) Gotomeeting m/domainreliability/uploa
d-nel

[E= 20.189.173.6 Windows Update

&= INTRA-142.250.98.188 (142.250.98.188)

| INTRA-10.149.20.82 (10.149.20.82)

E=] 20.42.65.85 Windows Update

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet 188

Source Destination Application Name Resource

Dec 22, 2021 6:00:00 AM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=7vu0drh01xsx

Google reCAPTCHA

| INTRA-10.129.21.36 (10.129.21.36)

# 40.74.98.195 Windows Update

= 20.42.73.27 Windows Update

[EE e2a.google.com (216.239.32.116)

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 22, 2021 5:00:00 AM _~110.7.15.24 _10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.83 (10.149.20.83)

@5 52.183.220.149 Windows Update
.~ |INTRA-10.149.20.81 (10.149.20.81)

[E#552.185.211.133 Windows Update

| INTRA-10.129.21.42 (10.129.21.42)

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.82 (10.149.20.82)

E= 13.107.21.200 Bing Maps

== 20.50.201.195 Windows Update
= 20.189.173.12 Windows Update
{55 104.46.162.226 Windows Update

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet 189

Time Source Destination Application Name Resource
Dec 22, 2021 5:00:00 AM 110.7.15.24 &= ua-in-f188.1e100.net (108.177.12.188)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 22, 2021 4:00:00 AM 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

&= ud-in-f188.1e100.net (172.217.193.188)

&S uf-in-f188.1e100.net (172.217.203.188)

&S vj-in-f188.1e100.net (74.125.134.188)

E= 72.21.91.29 http://ocsp.digicert.com/

MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+z8SiPI7WEWVxDIQQUTI)
UIBiIV5UNU5g/6+rkS7QYX;
zkCEALNkXH7gCHpP+LZg4
NMUMA=

URL-PermitidosPol1113-
1155

&= vk-in-f188.1e100.net (74.125.139.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 22, 2021 3:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.83 (10.149.20.83)

@S va-in-f188.1e100.net (74.125.31.188)

@S vz-in-f188.1e100.net (108.177.11.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= vt-in-f188.1e€100.net (173.194.215.188)
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Acceso a Internet 190

Time Source Destination Application Name Resource

Dec 22, 2021 3:00:00 AM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=yczxr3oimwls

Google reCAPTCHA

_|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 22, 2021 2:00:00 AM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.129.21.42 (10.129.21.42)

E= vw-in-f188.1e100.net (173.194.217.188)

[E=] 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-
update/jamhcnnkihinmdlk
akkaopbjbbcngflc/1.01084
1cb4ec4421cdfdbe5dfaefd
c440ba4fadcf12643e83dd3
edgedl.me.gvtl.com c6b6f294b87d5/1.2e0237f
b43ab9416aad31b7887491
33d3ac9fff70ebc611ed4f6
982550831ed6/a2e371cb1
75f0a1b0c6b08ab065d49c
344b12599fcfOb0c5113262
7bf3de9b74.crxd

[ES 2-0001.a-msedge.net (204.79.197.200) Bing Maps

_~ | INTRA-10.149.20.81 (10.149.20.8 1)

E= yi-in-f188.1e100.net (142.250.97.188)

&= vy-in-f188.1e100.net (64.233.170.188)
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Acceso a Internet o1

Time Source Destination Application Name Resource
Dec 22, 2021 2:00:00 AM 110.7.15.24 - |INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 22, 2021 1:00:00 AM 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.81 (10.149.20.81)

&= a69-192-141-
96.deploy.static.akamaitechnologies.com
(69.192.141.96)

E= mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad

CustomApp-
TraficoExcesivoMicrosoft

E= vu-in-f188.1€100.net (173.194.216.188)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 22, 2021 12:00:00 AM | INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0
~110.7.15.24 &= INTRA-108.177.13.188 (108.177.13.188)
E5 13.107.42.16 URLs_Skype_For_Business

E= ue-in-f188.1e100.net (172.217.204.188)

= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=28&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=6lszcwuwhae9

Google reCAPTCHA

&S vk-in-f188.1e100.net (74.125.139.188)
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Acceso a Internet |92

Time Source Destination Application Name Resource

Dec 21, 2021 11:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.83 (10.149.20.83)

im=si [INTER-201.191.210.139 (201.191.210.139) img-prod-cms-rt-
microsoft-
com.akamaized.net

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet

|93

Time

Dec 21, 2021 11:00:00 PM

Source

~110.7.15.24

Destination

B 52.184.215.140

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
7&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211222T052407Z &l
c=es-MX&pl=es-MXen-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=637b0174
bf1044ec9a78e366025983
55&ctmode=MultiSession
&arch=x64&betaedgever=
0.0.0.0&canedgever=0.0.0.
0&cdm=1&cdmver=10.0.1
9041.1023&currsel=13284
6518141556190&devedge
ver=0.0.0.0&devfam=Wind
ows.Desktop&devform=U
nknown&devosver=10.0.1
9043.1415&disphorzres=1

faXaYaXo NN H H 42 40 .l
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Acceso a Internet

|94

Time

Dec 21, 2021 11:00:00 PM

Source

~110.7.15.24

Destination

= 52.185.211.133

Application Name

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1c0f5a052be95d19

_~ | INTRA-10.149.20.82 (10.149.20.82)

= uj-in-f188.1e100.net (142.251.107.188)

@S ya-in-f188.1e100.net (108.177.12.188)

[ES 40.126.24.82

URL-Microsoft

| INTRA-10.3.128.70 (10.3.128.70)

- 10:0:0:0:0:0:0:0

| INTRA-10.129.21.42
(10.129.21.42)

&= vx-in-f188.1e100.net
(173.194.218.188)

E= vn-in-f188.1e100.net
(173.194.210.188)

= ui-in-f188.1e100.net
(142.250.97.188)

&= ug-in-f188.1e100.net
(172.253.123.188)

| INTRA-10.129.21.36
(10.129.21.36)

_~ |INTRA-10.3.128.70
(10.3.128.70)

Dec 21, 2021 10:00:00 PM

- 110.7.15.24

_~|INTRA-10.149.20.83

(10.149.20.83)

~~10:0:0:0:0:0:0:0

Dec 21, 2021 9:00:00 PM

110.7.15.24

_~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.84 (10.149.20.84)

Acceso a Internet Report

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM



Acceso a Internet

| 95

Time Source Destination Application Name

Dec 21, 2021 9:00:00 PM ~110.7.15.24 | INTRA-10.149.20.81 (10.149.20.81)

Resource

| INTRA-10.149.20.83 (10.149.20.83)

&= vw-in-f188.1e100.net (173.194.217.188)

&S vz-in-f188.1€100.net (108.177.11.188)

&= INTRA-108.177.13.188 (108.177.13.188)

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &
cb=ord0ze70tv92

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 21, 2021 8:00:00 PM _~110.7.15.24 E= houO1r3.msedge.net (104.212.67.124)

windows.com

E=72.21.91.29

URL-PermitidosPol1113-
1155

Windows 10 Update

http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBSAUQYBMq
2awn1Rh6Doh/sBYgFV7gQ
UA95QNVbRTLtm8KPiGxv
DI71I90VUCEAJOLgoXyo4hxx
e7H/z9DKA=

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBSAUQYBMq
2awn1Rh6Doh/sBYgFV7gQ
UA95QNVDbRTLtM8KPiIGxv
DI7I90VUCEAbY2QTVWEN
G9oovp1QifsQ=

Acceso a Internet Report
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Acceso a Internet 1%

Time Source Destination Application Name Resource
Dec 21, 2021 8:00:00 PM -~ 110.7.15.24 &= ud-in-f188.1e100.net (172.217.193.188)
[E= 2-0001.a-msedge.net (204.79.197.200) Bing Maps

| INTRA-10.149.20.81 (10.149.20.81)

&= INTRA-142.250.98.188 (142.250.98.188)

| INTRA-10.149.20.82 (10.149.20.82)

~~10:0:0:0:0:0:0:0

[E552.190.28.1 https://wbd.ms/wind -

£ 52180.28.19 Microsoft Services ps/iw ) Ms/windows
app-web-link

= 20.67.112.187 URLs_Skype_For_Business
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Acceso a Internet %

Time Source Destination Application Name Resource

Dec 21, 2021 8:00:00 PM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/g
en_204?
atyp=i&bb=1&ei=1T0O-
YcH1CeLhxgHNqom4CQ&
ct=slh&v=t1&m=HV&pv=0.
6496660925205937&me=
1:1639855375358,x:3,V,0,0
,540,920:0,N,1,1TO-
YcH1CeLhxgHNqom4CQ:0,
R,1,8,24,54,92,16:0,R,1,CAl
QAw,94,85,105,45:0,R,1,CA
IQBA,201,85,86,45:0,R,1,C
AlQBQ,289,85,94,45:0,R,1,
CAIQBg,385,85,78,45:0,R,1
,CAIQNA,28,182,652,2069:
0,R,1,CAWQAQ,28,182,652,
514:0,R,1,CAgQAA,28,740,6
. 00,98:0,R,1,CBUQAA, 28,88
Gotomeeting 3,652,443:0,R,1,CBUQAQ,2
8,917,652,379:0,R,1,CAUQ
AA,28,917,652,94:0,R,1,CA
UQAQ,28,917,652,94:2,B,2
810:11891,T:0,R,1,8,24,54,
92,16:0,R,1,CAIQAW, 94,85,
105,45:0,R,1,CAIQBA,201,8
5,86,45:0,R,1,CAIQBQ,289,
85,94,45:0,R,1,CAIQBg,385
,85,78,45:0,R,1,CAIQNA,28,
182,652,2069:0,R,1,CAWQA
Q,28,182,652,514:0,R,1,CA
gQAA,28,740,600,98:0,R,1,
CBUQAA,28,883,652,443:0,
R,1,CBUQAQ,28,917,652,3
79:0,R,1,CAUQAA,28,917,6
52,94:0,R,1,CAUQAQ, 28,91
7,652,94:4734,T:0,R,1,8,24,

CANQN AC.AD 4 CAIOA aa
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Acceso a Internet

|98

Time

Dec 21, 2021 8:00:00 PM

_~|INTRA-10.149.20.83
(10.149.20.83)

E=S 2184-28-22-
24.deploy.static.akamaitec

hnologies.com
(184.28.22.24)

&S vr-in-f188.1e100.net
(173.194.213.188)

B 40.126.24.148

&= uj-in-f188.1e100.net
(142.251.107.188)

&= 2184-28-22-
50.deploy.static.akamaitec

hnologies.com
(184.28.22.50)

_~|INTRA-10.3.128.70
(10.3.128.70)

Source Destination Application Name Resource
110.7.15.24 | INTRA-10.3.128.70 (10.3.128.70) 1 0:0:0:0:0:0:0:0
Dec 21, 2021 7:00:00 PM ~~110.7.15.24 | INTRA-10.149.20.85
(10.149.20.85)
http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8028a8d3e58d6d72
URL-Microsoft
http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
721ad35¢22021907
_10:0:0:0:0:0:0:0

Dec 21, 2021 6:00:00 PM

~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

&5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
63006b7b26d8cc7f

_~ | INTRA-10.149.20.81 (10.149.20.81)

Acceso a Internet Report

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM



Acceso a Internet |99

Source Destination Application Name Resource
Dec 21, 2021 6:00:00 PM -~ 110.7.15.24 | INTRA-10.129.21.42 (10.129.21.42)
E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
0f97f442df9f5b6¢
E= v|-in-f188.1e100.net (74.125.141.188)
[E= 67.24.75.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
d2696b0bd3dff535
[E= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
f898f74fe5e844d6
[E= 923-222-77- http://ctldl.windowsupdat
8.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.222.77.8) Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
523403fd8a022cfb
= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r

ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=adqzfus2b04a

Google reCAPTCHA

| INTRA-10.129.21.36 (10.129.21.36)

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet

[ 100

Time Source Destination Application Name Resource
Dec 21, 2021 6:00:00 PM 110.7.15.24 &= vz-in-f188.1e100.net (108.177.11.188)
E= 67.26.121.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2b321ddf05e1de42
&= ug-in-f188.1e100.net (172.253.123.188)
= 67.26.127.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
9e1272a49acb0b5c¢
Dec 21, 2021 5:00:00 PM ~~110.7.15.24 -~ 10:0:0:0:0:0:0:0

== 201.191.210.155

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows Update

&5 vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows Update

_~ | INTRA-10.149.20.84 (10.149.20.84)

[E5 8.252.16.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
1151fad48ab6a7a3c

Windows Update

&S vx-in-f188.1€100.net (173.194.218.188)

[E= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

Acceso a Internet Report
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Acceso a Internet 1101

Source Destination Application Name Resource
Dec 21, 2021 5:00:00 PM 110.7.15.24 &5 52.183.220.149 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
5c49d5460c4b5d42
= 20.42.73.24 Windows Update

&S vy-in-f188.1e100.net (64.233.170.188)

@S vk-in-f188.1e100.net (74.125.139.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 21, 2021 4:00:00 PM ~110.7.15.24 @5 72.21.81.240 http://ctldl.windowsupda...
Windows Update http://ctldl.windowsupda...

http://ctldl.windowsupda...

i==i 201.191.210.155 http://ctldl.windowsupda...

Windows Update http://ctldl.windowsupda...

http://ctldl.windowsupda...

&S uf-in-f188.1e100.net (172.217.203.188)

| INTRA-10.149.20.83 (10.149.20.83)

[E= 8.252.165.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
a9fd3df1cfofb827
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Time Source

Dec 21, 2021 4:00:00 PM ~110.7.15.24

Destination

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

Application Name

Resource

http://edgedl.me.gvt1.co
m/edged|/delta-
update/jflookgnkcckhobag
Indicnbbgbonegd/1.ee450
b9bab22a7ca379790ed61e
4d700cd800cab2cf2b0cal1
88f735¢3b70326/1.e078fe
32881b20db050ec6ech08f
¢d5d9679d17fa977cc72bc
3487071e68f8a9/ddaa8fa2
ab7e9b27af0965feedb859
f1bOeafcb2785ba9e73ea9
b49810c7e158.crxd

[E5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6ded42887a48063b

_~ | INTRA-10.149.20.82 (10.149.20.82)

= 923-213-224-
8.deploy.static.akamaitechnologies.com
(23.213.224.8)

&= uj-in-f188.1e100.net (142.251.107.188)

[ES vt-in-f188.1e€100.net (173.194.215.188)

[#552.168.117.169 Windows Update

| INTRA-10.3.128.70 (10.3.128.70)

-~ 10:0:0:0:0:0:0:0

Dec 21, 2021 3:00:00 PM _~110.7.15.24

_~ | INTRA-10.149.20.85 (10.149.20.85)

&= 52.185.211.133

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
¢5f0cc621f392986

Acceso a Internet Report

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM



Acceso a Internet

[103

Time Source Destination Application Name

Dec 21, 2021 3:00:00 PM ~110.7.15.24 E= 72.21.81.240

Windows Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
4041561fbdaedfb8

= 170.72.231.0 Cisco Webex Teams

= va-in-f188.1e100.net (74.125.31.188)

B 52.242.101.226

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
693968893070e 175

= idbrokertemp.webex.com (64.68.100.6) Webex

[E5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
c03ece12ada8347e

= ui-in-f188.1e100.net (142.250.97.188)

= cloudproxy10023.sucuri.net
(192.124.249.23)

GoDaddy

http://ocsp.godaddy.com/
MEQwQjBAMD4wPDAJBgU
rDgMCGgUABBTKkIINKBAzX
kFOQhOpel3IfH]9GPAQUOs
SWOpHUTBFxs2HLPaH+3a
hg1OMCAxvnFQ==

EE https-208-111-136-128.fll.lInw.net

(208.111.136.128)
Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
2e69cd885ff2785b
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Time Source Destination Application Name

Dec 21, 2021 3:00:00 PM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=4ecjpdyur8bt

| INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 21, 2021 2:00:00 PM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.81 (10.149.20.81)

i==i 201.191.210.155
Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

| INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.129.21.42 (10.129.21.42)

5 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
04b1fa5bf79dffac

&= vqg-in-f188.1e100.net (173.194.212.188)

S 8.252.165.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
231a6a503163b6fd

&5 3-0001.a-msedge.net (204.79.197.200) Bing Maps
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Source

Destination

Application Name

Resource

Dec 21, 2021 2:00:00 PM

~110.7.15.24

&5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
24c89f6f55ad355e

E1%51.104.15.252

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
c5a2f05fb74f355f

E572.21.91.29

URL-PermitidosPol1113-
1155

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Z7L.Bduom/nYB45SPUEw
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UII8BgIGmM
ZT9XHrHijQel=

E= 13.107.42.16

URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

[E552.184.215.140

MSN-web

https://arc.msn.com/v3/D
elivery/Events/Impression

&S] 20.190.152.21

URL-Microsoft

== 201.191.210.147

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
da059c3b86342a11
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Source Destination Application Name Resource
Dec 21, 2021 2:00:00 PM 110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
27d109ca2f0f9a94
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 21, 2021 1:00:00 PM 10.7.15.24 [E= 52.183.220.149 ' http://ctldl.wind da...
ec - = Windows Update P w!n owstipea
http://ctldl.windowsupda...
= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/
maps/vt?

pb=11m5!1m4!1i15!12i8734!
3i15477!4i25612m3!1e0!2s
m!3i585311750!12m40!1e2!
2sspotlight!5i1!8m36!1m2!
12m1120e 112m7!1s0x0:0x4
bf85feec99187c412s+09.9
17000-
084.048000!14m2!3d9.917!4
d-
84.048!5e0!6b1!11e11!113m
1412sal14b1118m7!5b0!6b0!
9b0!12b1116b0!120b1!121b112
2m3l6e2!7e3!8e2!14b1119u
12119u14119u29119u37!19u
30119u61!19u70/19u83!3m
1212ses-
ESI3sUSI5e289!12m4!1e68!
2m2!1sset!2sRoadmap!12
m3l1e3712m1!1ssmartmap
sl4e0l5m 115f2&client=goo
gle-maps-
embed&token=103235

Google Maps
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Source Destination Application Name Resource
Dec 21, 2021 1:00:00 PM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/g
en_2047atyp=i&ei=SEC-
YejzOKmIwbkPgsmVMA&
ct=slh&v=t1&im=M&pv=0.
Gotomeeting 21584258657428168&me
=87:1640105167798,V,0,0,0
,0:9114515,V,0,0,1536,818:
127062,e,B&zx=164011440
9376
&5 52.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
a8842a3b0ab037bb
E= https-208-111-136-0.fll.lInw.net
(208.111.136.0)
&= INTRA-108.177.13.188 (108.177.13.188)
5 20.189.173.11 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
6bacc69a0e76d03b
&5 vk-in-f188.1e100.net (74.125.139.188)
[E5 152.195.50.205
i==i 201.191.210.147 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
2aa8fb562afabaed
&= ug-in-f188.1e100.net (172.253.123.188)
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Time Source Destination

Dec 21, 2021 1:00:00 PM ~110.7.15.24 [ 113.69.239.73

Application Name Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
99471dee8a13264b

Windows Update

E= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
b9f06f33a11d7d5a

Windows Update

E5 67.26.127.254

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
92db32ee57c78542

Windows Update

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 21, 2021 12:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

E= 13.107.4.50

http://ctldl.windowsupda...

Windows Update http://ctldl.windowsupda...

B 52.242.97.97

E5 uf-in-f188.1e100.net (172.217.203.188)

== INTER-201.191.210.171 (201.191.210.171)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
28af09a14de405f3

Windows Update

5 20.189.173.14

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
8848336f54293161

Windows Update

= 52.183.220.149

Windows Update
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Time

Dec 21, 2021 12:00:00 PM

Source

Destination Application Name

~110.7.15.24 # 40.79.189.58 Windows Update

Resource

| INTRA-10.149.20.82 (10.149.20.82)

== 201.191.210.155

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
28f09278fb4549b6

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6b1bb135¢c27d36f5

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqgaOAP&size=invisible &
cb=cltqv2qgx4fqo

| INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 21, 2021 11:00:00 AM

110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

= 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
8e9f22670304cf28

_~ | INTRA-10.149.20.81 (10.149.20.81)
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Source Destination

Application Name

Resource

Dec 21, 2021 11:00:00 AM ~110.7.15.24 E= 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f7b7536745f14a8f

== INTER-201.191.210.171 (201.191.210.171)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
80f5929d63327577

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl/release2/chrom
e_component/clybu3qgpo
x7vnodmar4enjeq4_116/e
fniojinjndmcbiieegkicadn
oecjjef_116_all_ile3h3kyjyz
32xhrdh63bo7n6a.crx3

&= v|-in-f188.1e100.net (74.125.141.188)

= 52.185.211.133

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
d33cdele93edbact

5 23.62.216.160

Webex

&= 13.107.21.200

Bing Maps

= 52.182.143.211

Windows Update

E=| vx-in-f188.1e100.net (173.194.218.188)

E= mia09s22-in-f10.1e100.net (142.250.64.170)

AppOutlook
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Acceso a Internet 1111

Source Destination Application Name Resource

Dec 21, 2021 11:00:00 AM 110.7.15.24 E=52.168.112.66 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
b6cf66abda39b368

[E= 67.24.73.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
8ba3a2e4ec532a0e

= https-208-111-136-128.fll.IInw.net http://ctldl.windowsupdat
(208.111.136.128) e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
3bf2153699435390

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 21, 2021 10:00:00 AM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
&S] 323-204-156-
226.deploy.static.akamaitechnologies.com https://ads.pubmatic.com/
(23.204.156.226) AdServer/js/pwtSync/load-
cookie.html?
ads.pubmatic.com pubid=158773&profid=210

6&bidders=appnexus,pub
matic,rubicon,conversant,
districtm,openx,sovrn

| INTRA-10.129.21.42 (10.129.21.42)

E552.185.211.133 Windows Update

5 52.96.183.226

E= 104.17.116.51 https://brainly.lat/tarea/88

brainly.lat 80181
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Time

Dec 21, 2021 10:00:00 AM

Source

~110.7.15.24

Destination

E= 104.17.116.51

Application Name

HTTP/2 over TLS

Resource

https://styleguide.brainly.l
at/images/icons-
fdd9107b89.js

[E5 146.60.190.35.bc.googleusercontent.com
(35.190.60.146)

rc.rlcdn.com

idsync.rlcdn.com

https://rc.rlcdn.com/71031
1.html

https://idsync.rlcdn.com/4
20486.gif?
partner_uid=B167FFF9-
3429-42CE-B790-
620F50EC2E8D

=
al12b7a488abeaa%e4.awsglobalaccelerator.co
m (15.197.193.217)

match.adsrvr.org/track/c
mf/generic

match.adsrvr.org

https://match.adsrvr.org/t
rack/cmf/generic?
ttd_pid=pubmatic&ttd_tpi
=1&gdpr=0&gdpr_consent
https://match.adsrvr.org/t
rack/rid?
ttd_pid=pubmatic&fmt=js
on

E=104.36.113.17

image2.pubmatic.com/ads
erver/pug

https://image2.pubmatic.c
om/AdServer/Pug?
vcode=bz0yJnR5cGUIMSZ
jb2RIPTc4)nRSPTETNzY4M
DA=&piggybackCookie=69
33365607745694047&gdpr
=0&gdpr_consent=

&= 104.16.69.81

z-dn.net

https://es-static.z-
dn.net/files/d01/e6a01ac8
484f11b0068e7f784e8919

3e.jpg
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Time Source

Dec 21, 2021 10:00:00 AM ~110.7.15.24

Destination

E= 74.119.119.139

Application Name

gum.criteo.com

Resource

https://gum.criteo.com/si
d/json?
origin=prebid&topUrl=htt
ps://brainly.lat/&domain=
brainly.lat&bundle=L8fZc
V9jRGtmcm9InSyUyRkxyM
mMNDMERaMWZzbFFITjNH
WjRObkUxYkFZemxJeW9z
TUFacUloY1htbWs5Yk1aYz
dDQ2hGOTJFNFcwMmllaE
pYdFhZbDF6UjlzN3BxblYx
TTEFMMUXx1cVVZSEpJMm8
1eGo3eHJ4ZENiIdGAUMTRI
cFdRSNQ3aWVB&cw=1&ls
w=1

&5 20.189.173.7

Windows Update

[E server-13-32-214-44.atl56.r.cloudfront.net
(13.32.214.44)

https://vars.hotjar.com/bo
X_

hotjar.
otar.com a1ae2079824d1c48aa9ce0
6efb256f18.html
[E= 137.155.120.34.bc.googleusercontent.com https://api.ricdn.com/api/i
rlcdn.com dentity/envelope?

(34.120.155.137)

pid=1328

&= presentation-atl1.turn.com (50.116.194.21)

ad.turn.com/r/cs

https://ad.turn.com/r/cs?
pid=1&gdpr=0&gdpr_cons
ent=

B edge-star-mini-shv-02-
mia3.facebook.com (157.240.14.35)

[l 120.50.80.210

Windows Update
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Time

Dec 21, 2021 10:00:00 AM

Source

~110.7.15.24

Destination

E= vh-in-f154.1€100.net (74.125.26.154)

Application Name

Google Ads

Resource

https://stats.g.doubleclick.
net/j/collect?
t=dc&aip=1&_r=3&v=1&_v
=j96&tid=UA-37164692-
28&¢id=541082733.159551
8767&jid=1821813061&gji
d=355725795&_gid=51452
3566.16401046028&_u=aCD
AgEA]QAAAAE~&2=129710
0649

[E5 8.28.7.84

image4.pubmatic.com

https://image4.pubmatic.c
om/AdServer/SPug?
partneriD=156078&xid=y-
Wi_hmBE2uXgflvBJblgiY.Q
dUZiUxQCqlIDG8sLErNtzP
JH7TMGTdOvhZhNugBWB
Bw-
~A&gdpr=0&gdpr_consent

[E5 8.28.7.83

simage2.pubmatic.com/ad
server/pug

https://simage2.pubmatic.
com/AdServer/Pug?
vcode=bz0yJnR5cGUIMSZ
qcz0xJmNvZGU9MjE5MSZ
ObDOyNTkyMDA=&piggyba
ckCookie=XnT0e AAAAIP9E
n97&gdpr=0&gdpr_conse
nt=
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Source Destination Application Name Resource

Dec 21, 2021 10:00:00 AM ~110.7.15.24 5 54.151.124.242 https://subscription.omnit
hrottle.com/index.php?
p_CID=N5M4sw2-
gI3CpPMIXNR6q5cvw2IBgiu
FC_eht5sUadgg&p_uid=0c0
5f916d45ed2f55fab3c1dc
9c6ef876a8607ca97ceb4d
79a91f06df8f779da8191b
b57fc32d6d7&rm=HTTP_R
EDIRECT&v_id=

&5 54.230.31.21 T I https.//t.agan.ad.I|ghtn|ng.c
om/brainly/op.js

omnithrottle.com

S 20.84.26.213

[E=5 mia07s61-in-f8.1e100.net (142.250.217.200) https://www.googletagma
googletagmanager.com/gt .
nager.com/gtm.js?

m.js id=GTM-MV6SRR
5 40.126.24.84 URL-Microsoft
&= 3104-97-105- https://secure.cdn.fastclic
218.deploy.static.akamaitechnologies.com cdn.fastclick.net k.net/js/pubcid/latest/pub
(104.97.105.218) cid.min.js
E= 104.16.18.94 https://cdnjs.cloudflare.co

m/ajax/libs/cookieconsent

cdnjs.cloudflare.com
) . 2/1.0.9/cookieconsent.min

Jjs
&S vy-in-f188.1e100.net (64.233.170.188)
[E=104.17.74.91 https://styleguide.brainly.c
brainly.com om/images/logos/brainly-

5c4a769505.svg
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Source Destination Application Name

Resource

Dec 21, 2021 10:00:00 AM ~110.7.15.24 EE 185.167.164.51

cl.adform.net

https://c1.adform.net/serv
ing/cookie/match?
party=14&cid=B167FFF9-
3429-42CE-B790-
620F50EC2E8D

&S sjc07-login.dotomi.com (159.127.41.204)

dotomi.com

https://prebid-
match.dotomi.com/match
/bounce/current?
version=1&networkld=725
82&rurl=https://ow.pubm
atic.com/setuid?
bidder=conversant&gdpr=
0&gdpr_consent=&uid=

&= 13.89.179.10

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
fd7656482f247b2c

&= ec2-18-206-109-9.compute-

1.amazonaws.com (18.206.109.9)

= 52.109.20.47 office365

E=] server-54-230-253-
26.atl56.r.cloudfront.net (54.230.253.26)

&5 vn-in-f188.1e100.net (173.194.210.188)

[ f8.dd.7434.ip4.static.sl-reverse.com
(52.116.221.248)

um.simpli.fi

https://um.simpli.fi/pubm
atic?
https://simage2.pubmatic.
com/AdServer/Pug?
vcode=bz0yJnR5cGUIMSZ
qcz0xJmNvZGU9ODA2JnRs
PTUxODQwMA==&piggyba
ckCookie=uid:$UID&gdpr=
0&gdpr_consent=

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet 1117

Source Destination Application Name Resource
Dec 21, 2021 10:00:00 AM 110.7.15.24 [E= server-54-230-31-60.atl56.r.cloudfront.net | https://js.datadome.co/tag
js.datadome.co .
(54.230.31.60) s.js
&= 632.bm-nginx- https://ib.adnxs.com/getui
loadbalancer.mgmt.lax1.adnexus.net dz

https://ow.pubmatic.com/
setuid?
bidder=adnxs&gdpr=0&gd
pr_consent=&uid=$UID

(104.254.148.144) ib.adnxs.com/getuid

ES https://pippio.com/api/syn

65.254.178.107.bc.googleusercontent.com c?

(107.178.254.65) pid=5324&it=1&iv=ace89f
pippio.com/api/sync 197900cb4ca83326523e9e

cef309f579d3d89162b567
91e2f41719268f791426b5
417dce21&_=2

E=S 207.246.114.149 https://api-

datadome.co
js.datadome.co/js/

E= mia09s21-in-f2.1e100.net (142.250.64.130)

= ec2-54-164-206-87.compute- https://messaging.insurads

1.amazonaws.com (54.164.206.87) .com/rt-
pub/node/hub/negotiate?
appld=1798&dev=Persona

messaging.insurads.com |

computer&br=Chrome&o
s=Windows&cc=CR&rc=SJ
&v=0.2&negotiateVersion
=1

= ec2-3-211-82-209.compute- https://pr-
1.amazonaws.com (3.211.82.209) bh.ybp.yahoo.com/sync/p
Yahoo! Services ubmatic/B167FFF9-3429-

42CE-B790-620F50EC2E8D?
gdpr=0&gdpr_consent=
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Source

Destination

Application Name

Resource

Dec 21, 2021 10:00:00 AM

~110.7.15.24

&S ec2-52-45-33-138.compute-

T.amazonaws.com (52.45.33.138)

Yahoo Analytics

https://ups.analytics.yahoo
.com/ups/58292/sync?
_origin=1&uid=B167FFF9-
3429-42CE-B790-
620F50EC2E8D&redir=tru
e&gdpr=0&gdpr_consent=

= ec2-3-92-149-36.compute-
T.amazonaws.com (3.92.149.36)

cws.connectedpdf.com

https://cws.connectedpdf.
com/2.0.0.0/Foxit
PhantomPDF/10.1.0.37527/
en-US/cpdfApi.json

E574.121.140.14

sync.mathtag.com/sync/i
mg

https://sync.mathtag.com/
sync/img?
mt_exid=3&redir=https://i
mage4.pubmatic.com/AdS
erver/SPug?
partnerIiD=27&partnerUiD
=[MM_UUID]

= 104.16.94.65

static.cloudflareinsights.co
m

https://static.cloudflareinsi
ghts.com/beacon.min.js/v

652eace1692a40cfa3763df
669d7439¢1639079717194

5 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
14ebb786b3cedcd2

E=5 mia09s26-in-f14.1e100.net
(142.250.189.142)

Google Analytics

https://www.google-
analytics.com/analytics.js

&= 40.126.24.147

URL-Microsoft

&= 204.79.197.222

URLs_Skype_For_Business

&S jad23s23-in-f195.1e100.net (172.217.2.195)

gvt2.com

https://beacons3.gvt2.com
/domainreliability/upload-
nel
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Source

Destination

Dec 21, 2021 10:00:00 AM

~110.7.15.24

[E= server-54-230-225-
22.atl56.r.cloudfront.net (54.230.225.22)

Application Name

Amazon

Resource

https://c.amazon-
adsystem.com/aax2/apsta

gJs

S 8.43.72.98

&= ec2-107-20-181-84.compute-
T.amazonaws.com (107.20.181.84)

E= 151.101.6.49

everesttech.net

https://sync-
tm.everesttech.net/upi/pi
d/b9pj45k4?
redir=https://simage2.pub
matic.com/AdServer/Pug?
vcode=bz0yJnR5cGUIMSZ
qczO0xJmNvZGUIMjE5SMSZ
ObDOyNTkyMDA=&piggyba
ckCookie=${USER_ID}&gd
pr=0&gdpr_consent=

E= mia09s20-in-f4.1€100.net (172.217.15.196)

Google Search

E=151.101.194.217

sentry-cdn.com

https://browser.sentry-
cdn.com/6.2.5/bundle.mi
n.js

= 20.42.73.26

Windows Update

&5 323-204-156-
69.deploy.static.akamaitechnologies.com
(23.204.156.69)

=5 mia07s54-in-f3.1€100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

[E5 e2a.google.com (216.239.32.116)
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Source Destination Application Name Resource

Dec 21, 2021 10:00:00 AM _~110.7.15.24 [E= 104.36.113.24 https://simage4.pubmatic.
com/AdServer/SPug?
simage4.pubmatic.com partneriD=156498&gdpr=
0&gdpr_consent=&us_priv
acy=

= 104.36.113.23 https://image6.pubmatic.c
om/AdServer/PugMaster?
sec=1&async=1&kdntuid=
1&rnd=49371815&p=1564
98&s=0&a=0&ptask=ALL&
np=0&fp=0&mMpc=0&spug
=1&coppa=0&gdpr=0&gdp
r_consent=&us_privacy=

[E5 104.36.113.67 https://ow.pubmatic.com/
ow.pubmatic.com p' W-pu I
cookie_sync

i==i INTER-201.191.210.171 (201.191.210.171) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
742e699a0467a537

[ 146.105.202.126 ) https://cdn.id5-
id5-sync.com ) . .
sync.com/api/1.0/id5-api.js

image6.pubmatic.com

&5 vh-in-f188.1e100.net (74.125.26.188)

B https:/rtb.openx.net/sync
211.253.186.35.bc.googleusercontent.com /prebid?
(35.186.253.211) gdpr=0&gdpr_consent=&r
openx.net =https://ow.pubmatic.com
/setuid?

bidder=openx&gdpr=0&g
dpr_consent=&uid=${UID}

_~ | INTRA-10.129.21.36 (10.129.21.36)

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet

[121

Dec 21, 2021 10:00:00 AM ~110.7.15.24

Destination

E= 151.101.65.26

Application Name

polyfill.io

Resource

https://polyfill.io/v3/polyfil
l.min.js?
flags=gated&features=def
ault,Object.entries,Object.
values,Array.prototype.inc
ludes,Symbol.iterator,Arra
y.prototype.@@iterator,N
odelist.prototype.forEach
,NodelList.prototype.@@it
erator,Array.prototype.fin
d,Array.prototype.findind
ex,Array.prototype.forEac
h,fetch,Symbol,Intersectio
nObserver,WeakMap,Arra
y.from,URL,Promise.proto
type.finally,Array.prototyp
e.flatMap

&= server-13-35-118-74.mia3.r.cloudfront.net
(13.35.118.74)

privacymanager.io

https://geo.privacymanag
er.io/

E= server-54-230-253-
44 atl56.r.cloudfront.net (54.230.253.44)

static.hotjar.com

https://static.hotjar.com/c/
hotjar-132789.js?sv=7

[E=] 3-0003.a-msedge.net (204.79.197.203)

MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/LightRainV3.svg

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 21, 2021 9:00:00 AM ~110.7.15.24

5 52.183.220.149

Windows Update

[ 104.46.162.224

Windows Update

5 va-in-f188.1e100.net (74.125.31.188)

E= ud-in-f188.1e100.net (172.217.193.188)

[E520.189.173.14

Windows Update
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Source

Destination

Application Name

Resource

Dec 21, 2021 9:00:00 AM ~110.7.15.24

E= mia07s56-in-f14.1e100.net
(142.250.64.206)

Gotomeeting

https://android.clients.goo
gle.com/checkin

E=52.185.211.133

Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.82 (10.149.20.82)

E552.168.112.66

Windows Update

5 20.42.73.24

Windows Update

&5 mia09s20-in-f4.1e100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqaOAP&size=invisible &
cb=mkj09hwnp5b2

_~|INTRA-10.3.128.70 (10.3.128.70)

-~ 10:0:0:0:0:0:0:0

Dec 21, 2021 8:00:00 AM _~110.7.15.24

_~ | INTRA-10.149.20.83 (10.149.20.83)

E552.185.211.133

Windows Update

-~ 10:0:0:0:0:0:0:0

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

# 40.79.197.34

[E=] 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

[E5 52.183.220.149

Windows Update

= INTER-40.97.124.210 (40.97.124.210)

office365

5 20.189.173.4

Windows Update
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Time Source Destination

Dec 21, 2021 8:00:00 AM ~110.7.15.24 &S vt-in-f188.1e100.net (173.194.215.188)

Application Name Resource

&= INTRA-108.177.13.188 (108.177.13.188)

B 13.107.42.16

URLs_Skype_For_Business

&= 20.189.173.10

Windows Update

E552.111.239.4

Office365-Delve

E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
== 201.191.210.137 OneDrive-ICE
i==i201.191.210.136 LinkedIn

[E552.168.117.169

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
2bd7ff901d8d3c7c

Windows Update

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 21, 2021 7:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.83 (10.149.20.83)

= 52.183.220.149

Windows Update

E552.185.211.133

Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

5 52.226.139.185

Microsoft Services

&= 20.189.173.1

Windows Update

&5 323-202-86-
121.deploy.static.akamaitechnologies.com
(23.202.86.121)

https://cdn.onenote.net/li

Microsoft OneNote-web
vetile/?Language=es-MX

E= ya-in-f188.1e100.net (108.177.12.188)

B 20.42.73.24

Windows Update
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Time Source Destination Application Name

Dec 21, 2021 7:00:00 AM 110.7.15.24 [ §13.69.239.74 Windows Update

Resource

&= 3-0003.a-msedge.net (204.79.197.203)
MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/AAehR3S.svg

E 13.89.179.8 Windows Update

_~|INTRA-10.3.128.70 (10.3.128.70) _~10:0:0:0:0:0:0:0

Dec 21, 2021 6:00:00 AM _~110.7.15.24 5 52.183.220.149 Windows Update

ES vw-in-f188.1e100.net (173.194.217.188)

&5 v|-in-f188.1e100.net (74.125.141.188)

[E=] 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.8f81
92e2121c55160666d69c3
3f8e109a58a4f2548db694
547698b0f5c¢3d9487/1.884
68e82fa77b4e38376c61d1
6ff02cfa8e754a9690735e4
176615a8c42ebf6a/993d4
52aee0c6b35808042cad84
9b89725f8d41291099565
94b0a59d64f6050a.crxd

= vn-in-f188.1e100.net (173.194.210.188)

== 13.69.109.130 Windows Update

@5 40.126.24.83 URL-Microsoft

E552.168.112.67 Windows Update

@5 13.89.178.27 Windows Update

&5 20.189.173.2 Windows Update

| INTRA-10.129.21.36 (10.129.21.36)
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Time Source Destination

Dec 21, 2021 6:00:00 AM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=ne9zvInf7s5z

Google reCAPTCHA

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 21, 2021 5:00:00 AM _~110.7.15.24 _10:0:0:0:0:0:0:0

[E5 52.183.220.149

Windows Update

= 13.89.179.8

Windows Update

5 va-in-f188.1e100.net (74.125.31.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

E=5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

[E=] 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

_~ | INTRA-10.149.20.82 (10.149.20.82)

= 20.50.201.195

Windows Update

S 20.42.72.131

Windows Update

[E5 20.42.73.25 Windows Update
| INTRA-10.3.128.70 (10.3.128.70) .~ 10:0:0:0:0:0:0:0
Dec 21, 2021 4:00:00 AM | INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0

_~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

= 152.195.50.205

&5 INTRA-108.177.13.188 (108.177.13.188)
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Time Source Destination Application Name Resource
Dec 21, 2021 4:00:00 AM 110.7.15.24 &S vy-in-f188.1e100.net (64.233.170.188)
Dec 21, 2021 3:00:00 AM 110.7.15.24 - |INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.81 (10.149.20.81)

&S vx-in-f188.1€100.net (173.194.218.188)

&S vt-in-f188.1e100.net (173.194.215.188)

E= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &
cb=3an4sntd1zsi

Google reCAPTCHA

| INTRA-10.3.128.70 (10.3.128.70) ~~10:0:0:0:0:0:0:0
Dec 21, 2021 2:00:00 AM | INTRA-10.3.128.70 (10.3.128.70) ~~10:0:0:0:0:0:0:0
-110.7.15.24 = va-in-f188.1e100.net (74.125.31.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= 13.107.21.200 Bing Maps

[E= vh-in-f188.1e100.net (74.125.26.188)

= 13.107.42.16 URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

Dec 21, 2021 1:00:00 AM | INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0

_~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
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Source

Destination Application Name

Resource

Dec 21, 2021 1:00:00 AM 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-
update/jamhcnnkihinmdlk
akkaopbjbbcngflc/1.1a3a8
a054cc9edf13a7f9ffdab22
37b8d309bba7c18ff6e306
edgedl.me.gvtl.com 34f508c35c56be/1.c27ff61
b6529f26ff76b2f81a900c3
cc9cb88ba22042763b21ed
607d33a3cffe/d9e8480cbe
a150999828ac85ea98959
f14a4a9c02373bade2cad30
35548b8875.crxd
&= vo-in-f188.1e100.net (173.194.211.188)
&= ui-in-f188.1e100.net (142.250.97.188)
&= vy-in-f188.1e100.net (64.233.170.188)
Dec 21, 2021 12:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.81 (10.149.20.81)

E=S 40.126.24.147 URL-Microsoft

_~ | INTRA-10.149.20.82 (10.149.20.82)

] 72.21.91.29

URL-PermitidosPol1113-
1155

http://ocsp.digicert.com/
MFEWTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Z7L.Bduom/nYB45SPUEw
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA+NRYLFPY]l
D1lie+x+dSjo=

&5 INTRA-108.177.13.188 (108.177.13.188)

= 52.216.106.93

Acceso a Internet Report

Dec 20, 2021 12:00 AM-Dec 24, 2021 11:59 PM



Acceso a Internet

[128

Time Source

Dec 21, 2021 12:00:00 AM ~110.7.15.24

Destination

B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=ublomé6Ix0ezk

&5 uf-in-f188.1e100.net (172.217.203.188)

= 45.148.31.208

ICMP Protocol

=5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

E= 269-192-141-
96.deploy.static.akamaitechnologies.com
(69.192.141.96)

CustomApp-
TraficoExcesivoMicrosoft

&= 20.36.252.129

office365

| INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 20, 2021 11:00:00 PM ~110.7.15.24

| INTRA-10.149.20.85 (10.149.20.85)

&= vw-in-f188.1e100.net (173.194.217.188)

&5 vz-in-f188.1e100.net (108.177.11.188)

E= 13.107.21.200

Bing Maps

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 20, 2021 10:00:00 PM _~110.7.15.24

5 va-in-f188.1e100.net (74.125.31.188)

= vn-in-f188.1e100.net (173.194.210.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

= ug-in-f188.1e100.net (172.253.123.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)
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Time Source Destination Application Name Resource
Dec 20, 2021 10:00:00 PM -~ |INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 20, 2021 9:00:00 PM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqgaOAP&size=invisible &
cb=30qrqjd426j5

Dec 20, 2021 8:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E= vx-in-f188.1e€100.net (173.194.218.188)

[E=] 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/jflookgnkcckhobag
Indicnbbgbonegd/1.e078f
€32881b20db050ec6ech0
8fcd5d9679d17fa977cc72
bc3487071e68f8a9/1.e1c3
2d255e29cfe97ffec11adeb
5b01881a8461db8a81914
aad6b18223cf9f43/6452da
S5eecald1b751de5ce071b
7c70a915abac34c272c0b1a
f5b4db5db5c3d3.crxd

E= mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

E= yi-in-f188.1e100.net (142.250.97.188)

= 52.216.94.101
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Source

Destination

Application Name

Resource

Dec 20, 2021 8:00:00 PM ~110.7.15.24

| INTRA-10.149.20.82 (10.149.20.82)

E= 13.107.21.200

Bing Maps

= 72.21.91.29

URL-PermitidosPol1113-
1155

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+28SiPI7ZWEWVXDIQQUTI
UIBiV5uNu5g/6+rkS7QYXj
zkCEAQvpsXKY8RRQe o 74ff
HUxc=

[E520.190.152.19

URL-Microsoft

| INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 20, 2021 7:00:00 PM _~110.7.15.24

_~ | INTRA-10.149.20.83 (10.149.20.83)

== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1f98c86d19d43b09

_~ | INTRA-10.149.20.85 (10.149.20.85)

= ya-in-f188.1e100.net (108.177.12.188)

S vu-in-f188.1e100.net (173.194.216.188)

-~ 10:0:0:0:0:0:0:0

&S vk-in-f188.1e100.net (74.125.139.188)

| INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 20, 2021 6:00:00 PM ~110.7.15.24

| INTRA-10.149.20.83 (10.149.20.83)

== INTER-201.191.210.171 (201.191.210.171)

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

E=52.185.211.133

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
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Source Destination Application Name Resource

Dec 20, 2021 6:00:00 PM ~110.7.15.24 E5 40.125.122.151 http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6d46bc0851b3259a

_~ | INTRA-10.149.20.82 (10.149.20.82)

E=72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1cd7817d32213fee

[ §20.50.73.10 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
b4c8bd7b20384f3b

E= mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDWI9wsIPbECORmM
zMgaOAP&size=invisible &
cb=oimnpifOrd4a

Google reCAPTCHA

E5 ud-in-f188.1e100.net (172.217.193.188)

&= 52.242.101.226 Windows Update
E=67.26.121.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
6971d96acc97fd4d
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Time Source Destination Application Name Resource
Dec 20, 2021 6:00:00 PM ~110.7.15.24 == 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
9aecc5ac1260cba7
&= 54.86.130.90
Dec 20, 2021 5:00:00 PM ~110.7.15.24 - 10:0:0:0:0:0:0:0

[E5 52.183.220.149

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows Update

[E552.185.211.133

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
9d97c079d744d6bd

Windows Update

&5 v|-in-f188.1e100.net (74.125.141.188)

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

= 8.253.184.121

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
d6a7a357c268b68c

Windows Update

&5 jad23s23-in-f195.1e100.net (172.217.2.195)

https://beacons3.gvt2.com
/domainreliability/upload-
nel

gvt2.com

&= vh-in-f188.1e100.net (74.125.26.188)

E= 13.107.42.16

URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

&5 vz-in-f188.1€100.net (108.177.11.188)
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Source

Destination

Application Name

Resource

Dec 20, 2021 5:00:00 PM ~110.7.15.24

=5 mia07s54-in-f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

== 201.191.210.155

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
bea7aeca74f05d8f

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
10c2b5f1b81c018e

= 13.89.179.8

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
838e71b9c5850ef1

| INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0

Dec 20, 2021 4:00:00 PM ~110.7.15.24

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.83 (10.149.20.83)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)
Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

5 52.185.211.133

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6eaaf%4e99d1be267

= va-in-f188.1e100.net (74.125.31.188)
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Source Destination Application Name Resource

Dec 20, 2021 4:00:00 PM ~110.7.15.24 == 13.69.116.104 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
7cde7b57609dfadc

[E= 52.182.143.208 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
8c94aa7e1736213f

= 52.183.220.149 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
c6f11854632607df

_~ | INTRA-10.149.20.82 (10.149.20.82)

B 223-213-224-
8.deploy.static.akamaitechnologies.com
(23.213.224.8)

&= INTRA-108.177.13.188 (108.177.13.188)

| INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 20, 2021 3:00:00 PM ~110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)
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Time Source

Dec 20, 2021 3:00:00 PM ~110.7.15.24

Destination

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

Application Name

edgedl.me.gvtl.com

Resource

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/Imelglejhemejgin
pboagddgdfbepgmp/1.064
¢52d505e7d5a22bca8e85
1d02b936a156b68378fdf3
191f50838621a3b769/1.1a
237d579697d1c81ea97a00
c6aba80672215aa90celcc
155f953e31c4525f63/236e
8f9053a99022ccbe33e5e5
bf871861e6f1a6b95cb784
8ec5636721d32f57.crxd

&3 139.45.197.239

inpage-push.com

https://inpage-
push.com/500/4461932?
excludes=&oaid=17721fe7
e55648758c6386b262b1c
b3a&Ise=180435437&fs=0
&f=0&sw=1536&sh=960&
sah=920&wx=0&wy=0&ww
=1536&wh=920&cw=1519
&wiw=1536&wih=818&wf
c=4&pl=https://www?2.jkani
me.to/strike-the-blood-
iv/7/&drf=https://www2.jk
anime.to/strike-the-
blood-
iv/6/&np=1&pt=0&nb=1&n
g=1&ix=0&nw=1&tb=false

| INTRA-10.149.20.83 (10.149.20.83)
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Source Destination Application Name Resource

Dec 20, 2021 3:00:00 PM 110.7.15.24 [E= 52.183.220.149 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
d1c56e01ccbffce9

E552.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
efd125346ede9f89

_~ | INTRA-10.149.20.82 (10.149.20.82)

= https-208-111-136-0.fll.lInw.net
(208.111.136.0)
[E uj-in-f188.1e100.net (142.251.107.188)

[E5104.22.32.172 https://offerimage.com/w
ww/images/bc6cda28d99f
572a82c3cfa836ce6db4.p
ng

E= mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMgaOAP&size=invisible &
cb=dikjTmnzbpvl

offerimage.com

Google reCAPTCHA

[E5 8.253.149.120 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
ab895b9cf508d4ee
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Time Source Destination Application Name Resource

Dec 20, 2021 3:00:00 PM ~110.7.15.24 &5 8.252.88.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
22f6c6fc26b8e497

i==i 201.191.210.147 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
c85f01f46f4f3684

[ §13.69.239.74 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1e94d9adaba76ac6

&= vy-in-f188.1e100.net (64.233.170.188)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
99b4bdc8cebf2429
| INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0

Dec 20, 2021 2:00:00 PM 10.7.15.24 = 52.185.211.1 http://ctldl.wi
ec 20, 20 00:00 .~ 110.7.15 E=52,185 33 Windows Update ttp://ctld W!ndowsupda
http://ctldl.windowsupda...
E=72.21.81.240 http://ctldl.windowsupda...

Wi
indows Update http://ctldl.windowsupda...

_~ | INTRA-10.149.20.83 (10.149.20.83)

i== INTER-201.191.210.171 (201.191.210.171) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
d88007132ff4fa52
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Time Source Destination

&S v|-in-f188.1e100.net (74.125.141.188)

Dec 20, 2021 2:00:00 PM ~110.7.15.24

Application Name

Resource

E= mia07s56-in-f14.1e100.net
(142.250.64.206)

Gotomeeting

https://clients2.google.co
m/service/check2?
crx3=true&appid=
{430FD4D0-B729-4F61-
AA34-
91526481799D}&appversi
on=1.3.36.112&applang=&
machine=1&version=1.3.3
6.112&userid={283FECF6-
85CF-4B17-83B9-
B6FA78E45882}&osversio
n=10.0&servicepack=

| INTRA-10.149.20.82 (10.149.20.82)

E= 13.107.42.16

URLs_Skype_For_Business

= 20.189.173.11

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
a3fcc1f843fccich

&5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

5 20.189.173.14

Windows Update

| 8.252.53.254

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
a4338f476114dd6a

== 201.191.210.147

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
154b8922b4a282c0

Acceso a Internet Report

Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet

[139

Time Source Destination

Dec 20, 2021 2:00:00 PM | INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Application Name Resource

Dec 20, 2021 1:00:00 PM ~110.7.15.24 5 40.126.24.84

URL-Microsoft

== 201.191.210.155

Windows Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

E= 13.107.4.52

Microsoft NCSI

http://www.msftconnectte
st.com/connecttest.txt

[+ INTER-66.110.49.66 (66.110.49.66)

= 82.202.184.193

= 13.69.109.131

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
38f5fdd87387389f

[+0 INTER-66.110.49.18 (66.110.49.18)

B 40.126.24.83

5 52.96.222.162

[E5 40.126.24.82

_~ | INTRA-10.149.20.83 (10.149.20.83)

&= INTER-38.113.165.98 (38.113.165.98)

=S 323-67-195-
144.deploy.static.akamaitechnologies.com
(23.67.195.144)

&5 INTER-38.113.165.183(38.113.165.183)

Ed 130.117.190.228

_~ | INTRA-10.149.20.81 (10.149.20.81)
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Time Source Destination Application Name

Dec 20, 2021 1:00:00 PM ~110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)

Resource

= 82.202.185.146

= 82.202.185.148

[E 52.226.139.180 Microsoft Services

[E552.96.28.178

&= INTER-38.113.165.101 (38.113.165.101)

&= INTER-38.113.165.189 (38.113.165.189)

== 201.191.210.153

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
9d2609d348966025

= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
10f61c52af7d93c7

= 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
9a8bad172ca2ab45

21 62.67.238.152

212 62.67.238.151

[E= 52,183.220.149 Windows Update

[+]66.110.49.42

B 40.126.24.148

= mia09s20-in-f4.1€100.net (172.217.15.196) HTTP/2 over TLS

Acceso a Internet Report Dec 20, 2021 12:00 AM - Dec 24, 2021 11:59 PM



Acceso a Internet 1141

Source Destination Application Name Resource

Dec 20, 2021 1:00:00 PM 110.7.15.24 i==i 201.191.210.147 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
aad88117f136b453

[E552.168.112.66 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
e37¢5579236b7104

1= 82.202.184.184

5 52.96.183.242

[+ INTER-66.110.49.72 (66.110.49.72)

&= 38.113.165.122

[+ INTER-66.110.49.74 (66.110.49.74)

&S vt-in-f188.1e100.net (173.194.215.188)

[+0 INTER-66.110.49.70 (66.110.49.70)

| INTRA-DNSO001 (10.129.20.21)

&5 vh-in-f188.1e100.net (74.125.26.188)

| INTRA-10.129.21.36 (10.129.21.36)

[+0 INTER-38.99.185.100 (38.99.185.100)

[+0 INTER-38.99.185.103 (38.99.185.103)

E=S vj-in-f188.1e100.net (74.125.134.188)

= 20.190.152.21

[E5 20.190.152.22

_~|INTRA-10.3.2.199 (10.3.2.199) _10:0:0:0:0:0:0:0
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Time Source Destination Application Name Resource
Dec 20, 2021 1:00:00 PM - |INTRA-10.3.2.199 (10.3.2.199) S e2-23-20-50-221.compute- Cisco.com
T.amazonaws.com (23.20.50.221)
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 20, 2021 12:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E#552.185.211.133 Windows Update

E5 72.21.81.240

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
def46930fd1a27d6

&5 8.253.165.248

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
929fda5151dd027e

[E5 52.183.220.149

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6495fa6879b9d49d

&5 8.253.184.98

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
1dc2cd0c81b47070

= 52.178.17.2

Windows Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
9aca2a62fb52b1d2

&5 INTRA-108.177.13.188 (108.177.13.188)
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Source Destination Application Name Resource
Dec 20, 2021 12:00:00 PM 110.7.15.24 &S vy-in-f188.1e100.net (64.233.170.188)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat

e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin

rulesstl.cab?
589d7d6e734b827d

&5 mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/r

ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &

cb=qcye8viqzgpy

Google reCAPTCHA

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

http://ctldl.windowsupda...
http://ctldl.windowsupda...

Dec 20, 2021 11:00:00 AM 10.7.15.24 = 72.21.81.240
ec — = Windows Update

Wi
indows Update http://ctldl.windowsupda...

[E= 52.183.220.149 http://ctldl.windowsupda...
B

52.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
3e803ab2e8acdbcf

[E= 8.253.165.249 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
ea8aalb232ea8f84

[E= a2-0001.a-msedge.net (204.79.197.200) Bing Maps
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Acceso a Internet

[ 144

Time Source Destination

Dec 20, 2021 11:00:00 AM 110.7.15.24 E= idbrokertemp.webex.com (64.68.100.6)

Application Name

Resource

Webex

&= vn-in-f188.1e100.net (173.194.210.188)

| INTRA-10.149.20.82 (10.149.20.82)

== 13.69.109.131

Windows Update

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

[ 152.210.206.107

http://ocsp.quovadisglobal
.com/MFUwUzBRMESWTT
AJBgUrDgMCGgUABBTYyhc
KR1A4XhQLFZRt5u+T8TDs
YdQQUGoRiVEhMMyUE10
7Q9gPEGUbRIGSCFHI7b+X
CUNnVNIY mwkVVSGjGHKW
24

OCSP Protocol

= 52.182.143.210

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
4d1ce55257238d26

Windows Update

&= https-208-111-136-128.fll.lInw.net
(208.111.136.128)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
56c¢17737f5e3ef67

Windows Update

= 170.72.231.161

Cisco Webex Teams

B 323-204-156-
181.deploy.static.akamaitechnologies.com
(23.204.156.181)

Webex

E= ue-in-f188.1e100.net (172.217.204.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0
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Source Destination Application Name Resource

Dec 20, 2021 10:00:00 AM ~110.7.15.24 &= 52.185.211.133 http://ctldl.windowsupda...

http://ctldl.windowsupda...

E=72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
4739438a9ba9fdd0

== INTER-201.191.210.171 (201.191.210.171) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
4e17356673184df0

Windows Update

[E= 40.126.24.146 URL-Microsoft

[E 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl|/release2/chrom
e_component/acswoodtg
mi7xddnpwvg5mpdiyda_1
15/efniojlnjndmcbiieegkic
adnoecjjef_115_all_adsilg
mfqtjxjs5qaby6sc7uh4qq.

edgedl.me.gvtl.com

crx3

&= v|-in-f188.1e100.net (74.125.141.188)

E5 vt-in-f188.1e100.net (173.194.215.188)

&= https-208-111-136-0.fll.lInw.net

(208.111.136.0)

[ 20.42.65.85 http://ctldl.windowsupdat
e.com/msdownload/updat

Windows Update e/v3/static/trustedr/en/pin

rulesstl.cab?
997570c2e7035d88
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Time Source Destination Application Name Resource

Dec 20, 2021 10:00:00 AM ~110.7.15.24 & 13.78.111.199 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
cd02af8227¢3d005

_~ | INTRA-10.129.21.36 (10.129.21.36)

ES mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad

[E552.96.165.226

| INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 20, 2021 9:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

&= 52.183.220.149 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
46af29550790f728

&5 52.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2466d72cad1b4283

_~ | INTRA-10.149.20.82 (10.149.20.82)

[E 8.252.165.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
67804726422b77bd

_~ | INTRA-10.149.20.81 (10.149.20.81)
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Time Source Destination Application Name Resource
Dec 20, 2021 9:00:00 AM ~110.7.15.24 [ jad23s23-in-f195.1e100.net (172.217.2.195) https://www.gstatic.com/c
Gotomeeting hrome/config/plugins_3/pl

ugins_win.json

== 20.50.201.195 Windows Update

E= vh-in-f188.1e100.net (74.125.26.188)

B mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECORmM
zMq@aOAP&size=invisible &
cb=enryuimgozj1

Google reCAPTCHA

&= ui-in-f188.1e100.net (142.250.97.188)

i==i 201.191.210.147 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
61dc12bc64d4b509
@5 20.42.73.25 Windows Update
[ 0113.69.239.74 Windows Update

= 52.96.97.130

-~ |INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 20, 2021 8:00:00 AM _~110.7.15.24 5 52.183.220.149 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
14291d5aa34f1811

&S vx-in-f188.1e€100.net (173.194.218.188)
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Time Source Destination Application Name Resource
Dec 20, 2021 8:00:00 AM ~110.7.15.24 &5 8.252.165.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
61463b24ce3fe222
B mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook

E=52.185.211.133

Windows Update

= vo-in-f188.1e100.net (173.194.211.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

&= 13.107.21.200 Bing Maps
[E552.96.172.98
&= 20.42.65.84 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
67b220d207fd602f

E552.182.141.63

Windows Update

== 13.69.109.131

Windows Update

| INTRA-10.3.128.70 (10.3.128.70) -~ 10:0:0:0:0:0:0:0
Dec 20, 2021 7:00:00 AM ~110.7.15.24 E552.185.211.133 Windows Update
~~10:0:0:0:0:0:0:0

= 52.178.17.3

Windows Update

E=52.182.143.210

Windows Update

[E= 52.183.220.149

Windows Update

E1%51.104.15.252

Windows Update

E552.182.141.63

Windows Update
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Time Source Destination Application Name Resource

Dec 20, 2021 7:00:00 AM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=2xrnwp8ieqgz

Google reCAPTCHA

&5 vk-in-f188.1e100.net (74.125.139.188)

| INTRA-10.3.128.70 (10.3.128.70) ~10:0:0:0:0:0:0:0
Dec 20, 2021 6:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
E= 52.183.220.149 Windows Update
E552.185.211.133 Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

# 40.79.189.59 Windows Update
-~ |INTRA-10.149.20.82 (10.149.20.82)

== 13.69.109.130 Windows Update

@5 20.42.73.26 Windows Update
ES vt-in-f188.1e100.net (173.194.215.188)

= 13.107.42.16 URLs_Skype_For_Business

&= vy-in-f188.1e100.net (64.233.170.188)

= 20.189.173.12 Windows Update
| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 20, 2021 5:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)
-~ 10:0:0:0:0:0:0:0
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Time Source Destination

Dec 20, 2021 5:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

Application Name Resource

&5 52.183.220.149

Windows Update

E552.168.112.66

Windows Update

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.4b06
79d17d07a958453438a3aa
903a83e63a13313eacd452
a2611968b48d4ac9/1.f9a3
b1c5cfdc5379a49bb6b649
bc14d3efe6898608b6c97
a56d781e0dfe56c64/ab14
a7838439fac90589a99d7f
c8c5aeacd8e570186ed82
e89ac5375582bb718.crxd

edgedl.me.gvtl.com

E=552.185.211.133

Windows Update

&5 20.189.173.1

Windows Update

&= vh-in-f188.1e100.net (74.125.26.188)

| INTRA-10.129.21.36 (10.129.21.36)

&= yd-in-f188.1e100.net (172.217.193.188)

E=S mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

[#E= vz-in-f188.1e100.net (108.177.11.188)

=15 51.105.71.136

Windows Update

E= vu-in-f188.1e100.net (173.194.216.188)

_~|INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0

Dec 20, 2021 4:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

E= va-in-f188.1e100.net (74.125.31.188)
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Time Source Destination Application Name Resource

Dec 20, 2021 4:00:00 AM ~110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)

&= vo-in-f188.1e100.net (173.194.211.188)

5 52.96.173.210

&S a23-213-225-
39.deploy.static.akamaitechnologies.com
(23.213.225.39)

[E5 mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHMe6Ly9zdH)IYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=m31tfsmta81v

CustomApp-
TraficoExcesivoMicrosoft

Google reCAPTCHA

| INTRA-10.3.128.70 (10.3.128.70) _10:0:0:0:0:0:0:0
Dec 20, 2021 3:00:00 AM | INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
~110.7.15.24 &S vx-in-f188.1e100.net (173.194.218.188)

&5 ui-in-f188.1€100.net (142.250.97.188)

E= 20.190.152.19 URL-Microsoft
[E= ue-in-f188.1e100.net (172.217.204.188)

Dec 20, 2021 2:00:00 AM ~110.7.15.24 _~ | INTRA-10.149.20.82 (10.149.20.82)

E= ud-in-f188.1e100.net (172.217.193.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

B mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook

[E= a2-0001.a-msedge.net (204.79.197.200) Bing Maps

| INTRA-10.149.20.81 (10.149.20.81)
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Source Destination Application Name Resource
Dec 20, 2021 2:00:00 AM -~ 110.7.15.24 [E=5 52.96.172.98
[E5 13.107.42.16 URLs_Skype_For_Business
-~ |INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0
Dec 20, 2021 1:00:00 AM -~ 110.7.15.24 _~ |INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

&5 vz-in-f188.1€100.net (108.177.11.188)

[E552.96.119.82

&S vt-in-f188.1e100.net (173.194.215.188)

[E5 20.36.252.129 office365

E= mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWI9wsIPbECORmM
zMqaOAP&size=invisible &
cb=trifaj7rdoae

Google reCAPTCHA

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.3.128.70 (10.3.128.70) - 10:0:0:0:0:0:0:0

Dec 20, 2021 12:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.83 (10.149.20.83)
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Time

Dec 20, 2021 12:00:00 AM

Source

~110.7.15.24

Destination

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

Application Name

edgedl.me.gvtl.com

Resource

http://edgedl.me.gvt1.co
m/edgedl|/delta-
update/jamhcnnkihinmdlk
akkaopbjbbcngflc/1.376d7
4cc39cdf4caa3987bcd20c4
fae9ad4a5c24a538d23dc3
d758d86022f27d/1.cd7ef8
78df793bf9e6c1ce82a50a
94ed73e6bceb4256329ac
6b4e3fd585ff372/2b7ae20
e2b65295f4ab5c2fe 1a4fba
255d8fca4283573af15ed8
ab562aa28e96.crxd

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= ug-in-f188.1e100.net (172.253.123.188)

&= vk-in-f188.1e100.net (74.125.139.188)

_~|INTRA-10.3.128.70 (10.3.128.70)

~~10:0:0:0:0:0:0:0
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