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Acceso a Internet 2

Resultados
Destination Application Name Resource
Dec 30, 2021 4:00:00 AM ~110.7.15.24 -~ 10:0:0:0:0:0:0:0
Dec 29, 2021 4:00:00 PM _~110.7.15.24 =I5 139.45.197.236 http://dooloust.net/5/3765

555/?200=18&aab=1
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Time Source Destination Application Name Resource

Dec 29, 2021 4:00:00 PM 110.7.15.24 £l% 139.45.197.236 https://jomtingi.net/?
rb=r9er8cQK0rX2KfoxUjD
5RuV10zroh-

Z_fuvvinzQAWomrVu_Lso
ytIRvU700PcBMBEZpkWm
GWKINwfyDgLfdPwAhwjH
tTRpX7t4dSCfvoZz3FCqzlz
OtcEssS2sr30YXWWV30QE4
KhhlJVzFIETETUAdSG6Z7U
5EVIUnbxAaLCDSrv_GYAm
JI6OLJvHvi_IC5srfEkcHDaC
YUIkGcuYaroxg6aQN42AQ
jDWKvSIm1qP6C7ZpfVPyR]
fP8ZeFKKUvsWh4uiPhzRV
NjiXc1T4p9124KbdTY_Rmj
7zD6-
EihmcwPhB20nozF2HIRdS
o 7r7_YyF53VTa)YE_8kQNKX
jomtingi.net PCIKpCH6-
ValLaT7w3I8uvjz]Jc8=&requ
est_ab2=0&zoneid=447893
3&fs=0&cf=0&sw=14408&sh
=900&sah=8608&wx=1&wy
=1&ww=1438&wh=858&c¢
w=848&wiw=848&wih=46
8&wfc=3&pl=https://anim
eid.to/streaming.php?
id=MzAOMw==&title=Sora
+no+0Otoshimono+Episodi
o+3&drf=https://www2.jka
nime.to/&np=1&pt=0&nb=
1&ng=1&ix=1&nw=1&tb=f
alse&js_build=2&bs=f1969
9d6-6bab-4dfb-b16e-
38ad0fb87257&userld=6b
af4c76733249cfbcde3bb6

ol a£4lD.0 Lial

Acceso a Internet Report Dec 27,2021 12:00 AM-Dec 31, 2021 11:59 PM




Acceso a Internet

Source

Destination

Application Name

Resource

Dec 29, 2021 4:00:00 PM

~110.7.15.24

£1%139.45.197.236

Web Browsing

35.227.234.222

dooloust.net

https://dooloust.net/5/376
5555/?00=1&aab=1

B
222.234.227.35.bc.googleu
sercontent.com
(35.227.234.222)

http://35.227.234.222/3/PU
_LATAM_PA_SB_MB?
source=4444031&geo=CR
http://35.227.234.222/3/PU
_LATAM_PA_SB_MB?
source=4444031&geo=CR

#1B0OT-62.0.58.94(62.0.58.94)

www.thescreensnapshot...
email.yg9.me
iphumiki.com

| INTRA-10.149.20.85 (10.149.20.85)

£12139.45.197.103

baufaich.com

https://baufaich.com/boo..
https://baufaich.com/bun..

£l% 139.45.197.237

eZertt.com

offfurreton.com

https://e2ertt.com/bucket

https://offfurreton.com/40
0/3395407

= 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
96970eaa9a8ce33a

[E 2-0001.a-msedge.net (204.79.197.200)

Bing Maps

E= 2184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
21a023dc613c8a41
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Acceso a Internet Is

Time Source Destination Application Name Resource
Dec 29, 2021 4:00:00 PM 110.7.15.24 0 188.42.224.37 https://adrmqlubhtroj.top/
index.css?
. aHROcHM6Ly9qb210aW5n
adrmglubhtroj.top aS5uZXQVYXB1LnBocDI6
b251aWQ9NDQ30DkzMyZ
vZjOx
E=172.67.185.102
&l 139.45.195.8 https://my.rtmark.net/img
.gif?
rtmark.net f=merge&userld=361899d
6310f4710a92711f91e4784
4a
&= 923-222-77- http://ctldl.windowsupdat
8.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.222.77.8) Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
da3ea2c55b16fec8
[E=] 20.42.65.85 Windows Update
[E5 mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api.js?
Google reCAPTCHA render=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs
&5 vk-in-f188.1e100.net (74.125.139.188)
jrE
215 139.45.197.90 https://denetsuk.com/new
k.
denetsuk.com </70421/
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Source Destination Application Name Resource
Dec 29, 2021 4:00:00 PM -~ 110.7.15.24 = mc.yandex.ru (87.250.251.119) https://mc.yandex.ru/watc
h/61426822?

wmode=7&page-
url=https://streamtape.co
m/e/4PZykvPmdaHKIVG/&
page-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy7cm9r:fp:1701:fu:0
:en:utf-8:la:es-
ES:v:722:cn:1:dp:0:1s:62155
Yandex-multimedia 8636235:hid:304559745:z:
360:i:20211229160626:et:1
640815586:c:1:rn:3824123
42:rqn:445:u:16289777581
063843397:w:848x468:s:14
40x900x24:sk:1:ifr:1:cpf:1:n
tf:1:ns:1640815583661:ds:
78,489,208,136,2,0,,673,0,,,
,1484:dsn:78,489,208,136,2
,0,,548,0,,,,1484:wv:2:co:0:a
db:2:rgnl:1:st:1640815587:
t:Streamtape.com&t=gdpr

(14)aw(1)ti(2)
I_l . 1
== 172.67.183.57 el cei https.//sbplayz.com/e/nJ6
4pabagp4j
i==i INTER-201.191.210.163 (201.191.210.163) ak.hetaruvg.com

= 162.247.243.147

_~ | INTRA-10.149.20.83 (10.149.20.83)
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Acceso a Internet

Destination

Application Name

Resource

Dec 29, 2021 4:00:00 PM

~110.7.15.24

&= 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
20032fc77a34ade5

= 104.26.5.81

dood.ws

https://dood.ws/e/ynhewd
skc7xc

&5 INTRA-142.250.98.188 (142.250.98.188)

[E58.252.88.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
d22b4db32bdc5268

== hosted-by.host-palace.com
(103.194.169.190)

movcloud.net

https://api.movcloud.net/v
1/count/anime/es/episode
/3043

&= 151.101.6.114

p.jwpcdn.com

https://ssl.p.jwpcdn.com/p
layer/v/8.24.0/jwpsrv.js

== 201.191.210.153

ak.hetaint.com

= 13.89.179.9

Windows Update

| INTRA-10.149.143.70 (10.149.143.70)

- 10:0:0:0:0:0:0:0

Dec 29, 2021 3:00:00 PM

glE 139.45.197.236

Acceso a Internet Report

~110.7.15.24

= B0T-62.0.58.94
(62.0.58.94)

dooloust.net

jomtingi.net

https://dooloust.net/5/376
5555/?00=1&aab=1

https://jomtingi.net/?rb=b..
https://jomtingi.net/?rb=k...
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Time

215 139.45.197.236

Source

Destination

http://dooloust.net/5/3765555/?00=1&aab=1

&= 2184-28-22-
24.deploy.static.akamaitec

hnologies.com
(184.28.22.24)

Windows 10 Update

http://ctldl.windowsupdate.com/msdownloa...
http://ctldl.windowsupdate.com/msdownloa...
http://ctldl.windowsupdate.com/msdownloa...

&= 2184-28-22-
50.deploy.static.akamaitec

hnologies.com
(184.28.22.50)

Windows 10 Update

http://ctldl.windowsupdate.com/msdownloa...
http://ctldl.windowsupdate.com/msdownloa...
http://ctldl.windowsupdate.com/msdownloa...

[E5172.64.166.17

streamtape.com

https://streamtape.com/get_video?id=G9)k2Z..
https://streamtape.com/e/G9Jk2Zz12qF18bX/

| INTRA-10.129.21.42
(10.129.21.42)

[ D ns3147663.ip-51-83-
96.eu (51.83.96.31)

tapecontent.net

https://861102111.tapecontent.net/radosgw/
G9Jk2Z2z12qF18bX/0KqJWBiIiOBILQwnh1wpcYsj
ulbuTaklms1HBI-
uWnvZDso9e3Zh65tyXQdYoQ1dLMQ6K-
IHV9gaKVb-
4TTmrOYPOpM7hRm30omBqgzT8L)YbTyLXm8
SAKF8BEHRjgSdbph2LwPJHp5be887IWBBeoe
oldaG6ROpUorivcjd4ihgkgAfxhz6 FUPKS5 1ydh
hbHaigrhkSRW52i7hGVUAMF1Nyn4zf9Yknq2S
WvZ7sv7133CIQ98mUJIXkPrdbKyLt7NOhBJVUW
bXVTVZGdp7Z/11_3.mp4?stream=1

_~|INTRA-10.149.20.83
(10.149.20.83)

&= 104.18.4.195

cdnflv.net

https://cdnflv.net/server23/887fad050335db5
6dc66fa9068306161/ep.41635112303.1635112
305.full.m3u8?
mac=wVmVO038tlqjelZVOMZCQ8b83kx|J5ErZG
WoDHWcuyT/s=&expiry=1640820349144
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Application Name Resource
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Acceso a Internet

Time Source

1% 139.45.197.1
=le 139.45.197.103 baufaich.com

Destination

https://baufaich.com/index.css?7aHROcHM6Ly...
https://baufaich.com/pages/82762/articles/9...

215 139.45.197.101
=l denetsuk.com

https://denetsuk.com/articles/
https://denetsuk.com/32271/wiki/

=I5 139.45.197.238 agacelebir.com

https://agacelebir.com/4/4461927

glE 139.45.197.239

inpage-push.com

https://inpage-push.com/400/4461932

.188.42.224.24
baufaich.com

https://baufaich.com/index.css?
aHROcHM®6Ly9qb210aW5naS5uZXQvYXB1LnB
0cD96b251aWQINDQ2MTkyNyZvZjOx

== hosted-by.host-
palace.com movcloud.net
(103.194.169.190)

https://api.movcloud.net/v1/count/anime/es...
https://api.movcloud.net/v1/count/anime/es...

&5 mia09s26-in-
f14.1€100.net
(142.250.189.142)

Google Analytics

https://www.google-analytics.com/j/collect?
v=1&_v=j96&a=1140041277&t=pageview&_s=1
&dlI=https://www2.jkanime.to/ichiban-ushiro-
no-daimaou/4/&ul=es-es&de=UTF-
8&dt=Ichiban Ushiro no Daimaou 4 Sub
Espa@ ol Online gratis&sd=24-
bit&sr=1440x9008&vp=1423x757&je=0&_u=QA
CAAUABAAAAAC~&jid=2075040594&gjid=1428
271322&c¢id=743992148.1628977700&tid=UA-
112386827-

4& _gid=1534982620.16407237608&_r=1&gtm=2
ouc10&z=1128385559

= jad23s23-in-
f195.1e100.net Gotomeeting
(172.217.2.195)

https://www.gstatic.com/cv/js/sender/v1/cast_
sender.js?loadCastFramework=1

=] xx-fbcdn-shv-02-
mia3.fbcdn.net
(157.240.14.19)
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Time Source Destination Application Name Resource
£1£139.45.195.8 https://my.rtmark.net/img.gif?

rtmark.net f=merge&userld=a5bf3183d2ab481893262ad

29125be9e

E=] 20.42.65.84 Windows Update
= mc.yandex.ru . )

Yandex https://mc.yandex.ru/metrika/tag.js
(87.250.250.119)
[E5 104.21.49.37 animeflv.id https://cdn.animeflv.id/cover/isekai-maou-to-

shoukan-shoujo-no-dorei-majutsu-o.jpg

&= 20.189.173.12 Windows Update

E5 104.21.51.178 sbplay2.com https://sbplay2.com/e/r5agxkgzfche

E=172.67.156.220 ‘Kanime.to https://www?2.jkanime.to/ichiban-ushiro-no-
J ' daimaou/4/

[E=] 3.234.138.255 https://fls-

na.amazon.com/1/batch/1/0OP/ATVPDKIKXODE
R:132-0569955-
6823066:NTKJ400Q7MYTMR8RNASH$uedata=
s:/rd/uedata?
ul&v=0.221444.0&id=NTK]400Q7MYTMR8RNAS
H&m=1&sc=NTKJ400Q7MYTMR8RNASH&ue=1
2&bb=1171&ns=1527&pc=2182&tc=-
1623&na_=-1623&ul_=-1640811828341&_ul=-

Amazon WorkSpaces - Forrester 1640811828341&rd_=-1640811828341& rd=-

Log 1640811828341&fe_=-1571&I|k_=-1155&_|k=-
1155&co_=-1155&_c0=-511&sc_=-1123&rq_=-
508&rs_=-65&_rs=-1640811828341&dI_=-
32&di_=-1640811828341&de_=-
16408118283418&_de=-1640811828341&_dc=-
1640811828341&Id_=-1640811828341&_|d=-
1640811828341&ntd=0&ty=2&rc=0&hob=10&
hoe=12&ul=2183&t=1640811830524&ctb=1&b
fnt=1&bft=1&csmtags=aui| aui:aui_build_date:
3.21.9-2021-12-21&viz=visible:12&aftb=1:2189

Acceso a Internet Report Dec 27,2021 12:00 AM-Dec 31, 2021 11:59 PM



Acceso a Internet

[11

Time

E= mia07s61-in-
f8.1e100.net
(142.250.217.200)

Source

googletagmanager.com

Destination Application Name Resource

https://www.googletagmanager.com/gtag/js?
id=UA-112386827-4

= 172.67.141.12

E= ya-in-f188.1e100.net
(108.177.12.188)

= 188.42.224.32

bgtlbukgs.top

https://bgtlbukgs.top/reset.css?
aHROcHM6Ly9qb210aW5naS5uZXQvYXB1LnB
0cD96b251aWQINDQ30DkzMyZvZj0x

= 172.67.160.11

mybeautylands.com

https://mybeautylands.com/freedyou-m2-
ww-xx/?clickid=live show-m2-ww-
0001&bannerid=9213750&o0s=windows&coun
tryid=cr&zoneid=4461932&user_activity=low

&= 104.21.235.147

tapecontent.net

https://thumb.tapecontent.net/thumb/G9Jk2
Z2z129qF18bX/4moA8d0pG9TKIOz.jpg

_~|INTRA-10.149.20.85
(10.149.20.85)

idbrokertemp.webex.com
(64.68.100.6)

Webex

_~|INTRA-10.149.20.82
(10.149.20.82)

E= https-208-111-136-
0.fll.llInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
d965f6d50ad2a987

215 139.45.197.240

HTTP/2 over TLS

EE 104.22.32.172

offerimage.com

https://offerimage.com/www/images/9afc7ed
3bde36a591d4faaefb78cc534.jpeg

[ 104.46.162.226

Windows Update

1% 139.45.197.237

offfurreton.com

https://offfurreton.com/400/3395407
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Source Destination Application Name Resource
E= 52.182.143.210 Windows Update
[E= 223-204-157- https://www.amazon.com/-/es/Ray-Ban-
126.deploy.static.akamaite RB4147-novio-Negro-polarized-
chnologies.com anteojos/dp/B00J4DEELK/ref=sr_1_9?
(23.204.157.126) Amazon _mk_es_US=@MO € & &crid=3L1UWQZ040F

4A&keywords=rayban
luxottica&qid=1639175551&sprefix=rayban
lu,aps,213&sr=8-9

[E= 104.16.220.36 https://doradobet.com/registro?
btag=14cb20e917f7bb1539f81e05eb2f1630na
aLkpYuXoVRzK1B&utm_source=Afiliados&ut
m_medium=Link&utm_campaign=ADSCostari
ca_PPADS_Popunder&clickid=5001628703745
93115

doradobet.com
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Source Destination Application Name Resource

E=151.101.6.114 https://prd.jwpltx.com/v1/jwplayeré/ping.gif?
h=-
22293770&e=s&n=6410543157886293&aid=G
CCG&amp=0&at=1&c=-
1&ccp=0&cp=0&d=0&eb=0&ed=6&emi=1davl
ws1zdt7&i=1&1id=3i64g3192jqj&Isa=read&mt=
0&pbd=1&pbr=1&pgi=sz81fg126 nur&ph=18&pi
d=aVr2lJgW&pii=0&pl=477&plc=1&pli=eak4dp
nhkkep&pp=hlsjs&ppm=VOD&prc=1&ps=4&p
ss=1&pt=Watch Ichiban Ushiro no Daimaou
Episode
4&pu=https://www2.jkanime.to/&pv=8.24.0&p
yc=1&s=0&sdk=08&stc=1&stpe=0&tv=3.36.1&v
b=1&vi=0.98&vI=23&wd=848&abm=1&bwe=3
0448&cae=0&cct=0&cdid=myVideo&drm=08&ff
=1600&fsm=0&I=4&Ing=en-
Us&mk=hls&mu=https://cdnflv.net/server23/
887fad050335db56dc66fa9068306161/ep.416
35112303.1635112305.full.m3u8?
mac=wVmVO8tlqjelZVOMZCQ8b83kxJJ5ErZG
WoDHWcuyT%2Fs%3D&expiry=164082034914
4&pcp=0&pd=1&plng=en-
US&pni=0&pr=18&q=32&qcr=initial
choice&sbr=0&sp=0&strt=1610&tb=10.4&tt=0
&vd=14398&vh=480&vs=0&vw=853&sa=16408
13380313

prd.jwpltx.com

E= 170.72.231.161 Cisco Webex Teams

= mia07s61-in-
f2.1€100.net Google Ads https://googleads.g.doubleclick.net/pagead/id
(142.250.217.194)

&= 3-0003.a-msedge.net
(204.79.197.203)

MSN-web
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Acceso a Internet 14

Time Source Destination Application Name Resource
[E= 8.252.53.126 http://ctldl.windowsupdate.com/msdownload
Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
0a93dc90f5d550c0
_~ |INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 29, 2021 2:00:00 PM ~110.7.15.24 E= 13.107.6.171

Microsoft Word-web

| INTRA-10.149.20.83 (10.149.20.83)

[E5 104.18.5.195

E= 3184-28-22-
50.deploy.static.akamaitechnologies.com Windows 10 Update
(184.28.22.50)

http://ctldl.windowsupda...
http://ctldl.windowsupda...
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Acceso a Internet

[15

Time Source

Dec 29, 2021 2:00:00 PM ~110.7.15.24

Destination

£l% 139.45.197.236

Application Name

jomtingi.net

Resource

https://jomtingi.net/?
rb=Yojz7gehQFLu4-
hvM3ZUMhb5A1_mTp-
NO4zVT_NKtOrV8EWm_kM
VcdvZImAr7j-
zL62ZKE7eNfL1aFLCCfGef]
C-
wqwhdTEbNfSzeWG9wldX
ba5jA_KmD7RURb9j-
opD8vicOV_ccMkH_d0bM
Zd0Xmbyc1rn340dTwN14
410bYSL-
TyvcJygdahu5_6JwVV88gR
4H1NZ8WK_VGrJtAJkhZI-
pQfcnHvDX4hIZE-
2ySd6MUDLKg4g4qy4ngKO
5flwAlwuCghupzarybixLKa
EtMEMgwQqY87vnaW26fN
PUfVTG5wJHIBM2IVoOUEM
SEu4SAIY cLxHhvA4d2P9G1
y-
FmxuuLtoDWotGrDgxZp0
ckl=&request_ab2=0&zon
eid=4478933&fs=0&cf=0&s
w=14408&sh=900&sah=860
&wx=1&wy=1&ww=1438&
wh=858&cw=8488&wiw=84
8&wih=468&wfc=2&pl=htt
ps://animeid.to/streaming.
php?

id=MT c5&title=Ichiban+Us
hiro+no+Daimaou+Episod
io+2&drf=https://www2.jk
anime.to/&np=1&pt=0&nb
=1&ng=1&ix=1&nw=1&tb=
false&js_build=2&bs=f196

OOAC Claala ALl loac
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Source Destination Application Name Resource

Dec 29, 2021 2:00:00 PM 110.7.15.24 = 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
868de5a897c¢3002f

= vg-in-f188.1e100.net (173.194.212.188)

@S mia09s20-in-f3.1€100.net (172.217.15.195) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
E= 20.42.73.26 Windows Update
E= 13.89.178.26 Windows Update
@5 20.42.73.25 Windows Update
EE https-208-111-136-128.fll.lInw.net http://ctldl.windowsupdat
(208.111.136.128) e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
6910e34bec661224

= vy-in-f188.1e100.net (64.233.170.188)

B 67.26.127.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
d5816a2081ba759d

@S 8.253.165.248 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
fe932c3161a35f15
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Time Source Destination Application Name Resource
Dec 29, 2021 2:00:00 PM 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl|/release2/chrom
e_component/ibuo57iseq
edgedl.me.gvtl.com ppdk3zjr5wss3jry_124/efni

ojlnjndmcbiieegkicadnoec
jjef_124_all_gjxgquv33pw7
zc7iatv5z5pkzi.crx3

E= 104.18.4.195

E= 13.107.4.52 http://www.msftconnectte

Microsoft NCSI
st.com/connecttest.txt

| INTRA-10.129.21.36 (10.129.21.36)

{55 104.46.162.226 Windows Update

= 142.250.217.214 https://i.ytimg.com/vi/jarv
DPpmféY/hqdefault.jpg?
qu:_
oaymwEcCNACELWBSFXyq

YouTub
outube 4qPAWAIARUAAINCGAFWAC

ABBg==&rs=AOn4CLDTIjP
bXt5MgY-
ZD_AbYkBXKfp2zQ

E=52,182.143.210 Windows Update

E552.168.117.169 Windows Update

[E5 104.16.220.36

=] vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
293739af8d221915
E513.89.179.8 Windows Update

Acceso a Internet Report Dec 27,2021 12:00 AM-Dec 31, 2021 11:59 PM
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Time

Dec 29, 2021 2:00:00 PM

Source

~110.7.15.24

Destination

[E5 8.252.53.126

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
78eddd142fed8dc5

_~ | INTRA-10.149.143.70 (10.149.143.70)

.~ 10:0:0:0:0:0:0:0

WhatsApp

E=5 mia09s20-in-
f4.1e100.net
(172.217.15.196)

== INTER-201.191.210.171
(201.191.210.171)

Dec 29, 2021 1:00:00 PM

Acceso a Internet Report

~110.7.15.24

== reset144.vds
(91.223.123.253)

eltra-trade.com

https://eltra-
trade.com/design/eltra-
trade-
1/images/whatsapp.svg

OneDrive-ICE

Google Search

https://www.google.com/u
rl?
sa=t&source=web&rct=j&
url=https://www.office.co
m/&ved=2ahUKEwjPhYir3
on1AhURRjABHWexChgQF
noECAQQAQ

https://www.google.co.cr/
ads/ga-audiences?
t=sr&aip=1&_r=4&slf_rd=1
&v=1&_v=j96&tid=UA-
48122773
1&cid=2028406531.162137
1251&jid=432229028&_u=Y
CFACEAADAAAAC~&z=7432
88707

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Dec 27,2021 12:00 AM-Dec 31, 2021 11:59 PM
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Time
| INTRA-10.149.20.82
(10.149.20.82)

Source

Destination

[E= pi0-lba1-6-
uel.aws.pardot.com
(18.232.28.189)

campaign.abb.com

pi.pardot.com

https://campaign.abb.com/analytics?
conly=true&visitor_id=1039515575&visitor_id
_sign=2d23708da5c517fc29¢c21714578637691f
13e39a7055d1587a0aa7760281cdc9cd966082
aac5318e59aaa2e10a348a8438df8cab&pi_opt
_in=&campaign_id=46872&account_id=502021
&title=DriveAP - Herramientas de PC |
ABB&url=https://new.abb.com/drives/es/herr
amientas/driveap&referrer=https://new.abb.
com/drives/es/herramientas

https://pi.pardot.com/pd.js

&= 2184-28-110-
115.deploy.static.akamaite

chnologies.com
(184.28.110.115)

abb.com

https://www07.abb.com/cdn/Fonts/zico-sans-
hebrew/zico-sans-hebrew.css

~~10:0:0:0:0:0:0:0

&= 172.67.174.184

significadode.org

https://www.significadode.org/desenergiza.ht
m

[ §13.69.228.13

azurewebsites.net

[+l 199.187.193.193

smartadserver.com

https://rtb-csync.smartadserver.com/redir/?
partnerid=76&partneruserid=CAESEAOPAMOO
YSyHhVSUVI9Kt8Q&google_cver=1

[E= 2-0001.a-msedge.net
(204.79.197.200)

Bing Maps

E= 74.119.119.137

Acceso a Internet Report

Application Name Resource
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Time Source

== 13.69.109.130 Windows Update

Destination Application Name Resource

[E=74.119.119.131
= static.criteo.net

https://static.criteo.net/flash/icon/privacy_sm
all.svg

&5 mia07s57-in-
f14.1e100.net google.com
(142.250.64.238)

https://google.com/domainreliability/upload

E= 74.119.119.130

va.us.criteo.com

https://rtb.va.us.criteo.com/google/auction/n
otify?
profile=14&payload=UKHdCOKxWfQImALilp0OX
AgAAAOtGKwSpMSVIEMmM 1zGFZ897qWVUAEC
D75AAS&wp=Ycy1yQACtPOCIZeZAAU4OR8P9
5koBJZjnKEW6g

5 142.250.64.198 https://s0.2mdn.net/10728909/ROLA_ROLA_TX
s0.2mdn.net T_VLP_MFY_B_STAT_PM_APAH_728x90_0_Text
_-_50__Off_with_Brand_Hubs_VGUIBTP.jpg
= 13.69.109.131 Windows Update

= 192.184.68.224

ES server-13-32-232-
29.atl56.r.cloudfront.net
(13.32.232.29)

| DMZS-172.16.1.66
(172.16.1.66)

[E= vz-in-f188.1e100.net
(108.177.11.188)

E= https-208-111-136-

128.fll.lIlnw.net Windows 10 Update

(208.111.136.128)

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
d7c5c7d8ea3982b3

E=| server-52-85-84-
108.atl56.r.cloudfront.net Dropbox
(52.85.84.108)

https://d303d9viuOOouz.cloudfront.net/exter
nal/@oneabb/external-contact-
us/v0.2.2/bundle.js

Acceso a Internet Report
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Time Source Destination Application Name Resource

= a184-28-110-

35.deploy.static.akamaitec https://new.abb.com/drives/es/herramientas/

new.abb.com

hnologies.com driveap

(184.28.110.35)

== 201.191.210.162 LinkedIn

E=] 162.247.243.147 https://bam-cell.nr-data.net/1/bacb928cda?

a=831376&v=1212.e95d35c&to=Z10DZUZSX0Z
RBkRaC18XIkRHR15YHWFCWhJUS04b&rst=587
93&ck=1&ref=https://new.abb.com/drives/es/
herramientas/driveap&ap=417&be=3987&fe=
58082&dc=48578&af=err,xhr,stn,ins&perf=
nr-data.net {"timing":
{"of":1640805880660,"n":0,"f":78,"dn":894,"d
ne":894,"c":894,"s":904,"ce":1828,"rq":1840,"r
p":2585,"rpe":3133,"dI":3097,"di":41686,"ds":4
8578,"de":48614,"dc":58075,"I':58082,"le":58
122},"navigation":
{"ty":2}}&jsonp=NREUM.setToken

E=74.119.119.149 https://csm.us.criteo.net/all?
cppv=3&cpp=GocA5i0QRLObZ9zkWwyQy3hlts
Lchw81PBY]gvCKNgn42gNVgwK7fOcMhyHFQ
upFpY8_6fVpdJeYCMgTWaE6_WqgeKfJTuNQXA
rx3iGVOorMaaRumTHMx07tz9jU1LmAXkgj_LV{7
XAwIZmpVRudzDs2x4WyuKiTRgdot7qKIJGHk1
xDZjsSbDMu8XwIMW._s-

IDXxFrNIi8BCU7RFL76 Mc20vQY3Y3vMDA7Hy-
fhgJZjwejEzvxtlcqCMAO03gulW4XJZa8LopsnotX
87i6&sds=2&rev=79924&sendBeacon=true

us.criteo.net

B 3184-28-22-

) ) http://ctldl.windowsupdate.com/msdownload
59.deploy.static.akamaitec

' Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
hnologies.com 79652088d08fdc63
(184.28.22.59)
E=] 13,107.42.254 Office Online
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Source Destination Application Name Resource

| INTRA-10.149.20.81
(10.149.20.81)

@S server-54-230-253- https://library.e.abb.com/staticResources/v4.

29.atl56.r.cloudfront.net e.abb.com 1_AbbLibrary/DownloadSection/Css/newDow

(54.230.253.29) nloadSection.css

E= 74.119.118.147 https://rtb.da.us.criteo.com/google/auction/n
otify?

profile=14&payload=UKHdCOKxWfQImALilpOX
AgAAAOtGKwWSpMSsVIEMmM 1zGHXsrNrc0O6epZ
8NgAS&wp=Ycy1yQAEpbMKXA3XAAe4yPvWYf
XVpDaHp54n4A

da.us.criteo.com
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Source Destination Application Name Resource

E= 74.119.119.145 https://ads.us.criteo.com/delivery/r/afr.php?
z=Ycy1yQACtPOCIZeZAAU4OR8P95koB)ZjnKE
W6g&u=|/9i5DscoGSvvpY817ST/XHOCiBUXEX
UGjT+q2CPeyE=| &c1=gILBMxGOcDmMQGKFC
kwwVVv5BSIWIgWusjalhOie607KErhKHrILQK
QrXumyEY8FOUHU7-
06VJPdJnE1TIpMCONIGYZzDi2wV65x3H6kLkfZ
OgFbGNGcCHnhkwHo3uL0Qn-
5gpRR9ZwZdUOUUSKUJETIjf4H64E9xaMMw1c
ujv5Asl4bR_p8W2Hcna2eWIJFyFa9stGCRxEIBU
sSWRDzq7IEAKWIXV5q1aiguBiF_ckkk5Yn1azG8
2bzEMVEENijOkYR8W2jyZ9Qpe6E61FtCz-
kbasO011SOsMczsw1IUWLQzyr-hHi-
ZjnuKHFGgDFNuPKhgou8UCpSfcx6qopBb-
GPVWRVUM]OED8Zpf67P2IXKIIbsKQRzsbC8EP
CqESmsTmZ8LFYtzY8FXP344zxvBHe8phoKnb
3AVpBHMh47NOCnW4CBNnNjoPNcDIyN1KvgLr
eMbKG2flYJA9Q91QkhtRiT7)yj4DRucHIPcnC7
B8HwcRKlop5vA4T A&ctO=https://adclick.g.do
ubleclick.net/aclk?
sa=L&ai=CJIc8ybXMYf3pCpmv1sQPufCU4Aqcg
e-

wXILzt52dAcCNtwEQASAAY LOB ggEXY 2EtcHViL
TlyMDYONzk4ODA2NzUyMzKgAazd_ugDyAE)q
AMBQqgTUAU_Q84P2flzm4Q3mplLcBNpid)CZC
ckYAgkcVUUGFOIWMUX60KobtiIBOOdi2hLijG
NdJbFQWOIKNhGGQPuUpbsVBaYDUeUugqoM
QP2e190kLh96U2jQrm1GYnsNR-
0gXGC6XNbzUaFRucsVO0-
DjsuE2cWCDGGpinkClUtyVuPwim7WM33kuAN
Tzh_EgdGAWpBwO7cl4wWKLJ0Q02mW9QIrg3
Rk

us.criteo.com

E=52.114.158.181 Microsoft Teams

[E5 13.107.42.16 URLs_Skype_For_Business

Acceso a Internet Report Dec 27, 2021 12:00 AM-Dec 31, 2021 11:59 PM



Acceso a Internet

|24

Time Source Destination

E= 13.107.213.57 msauth.net

£2134.213.193.62 https://813-hau-
407.mktoresp.com/webevents/visitWebPage?
~mchNc=1640805929951& mchCn=&_mchld
=813-HAU-407&_mchTk=_mch-abb.com-
1621371250458-

Marketo

22984&_mchHo=new.abb.com&_mchPo=&_

mchRu=/drives/es/herramientas/driveap&_m
chPc=https:&_mchVr=161&_mchEcid=&_mch
Ha=&_mchRe=https://new.abb.com/drives/es

/herramientas&_mchQp=

[E552.96.28.178

E= 151.101.6.133

5 192.184.68.195

== 201.191.210.154

img-s-msn-com.akamaized.net

vip0x008.map2.ssl.hwcdn.

net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?

e769a10ef0db9fba

&= 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?

8de06893c0901cfb

E=S 40.126.24.146

URL-Microsoft

E= 151.101.6.137 New Relic https://js-agent.newrelic.com/nr-1212.min.js
[E552.109.20.54
[E5 13.107.136.13 office365

5 152.195.19.97

msftauth.net

E= vk-in-f188.1e100.net
(74.125.139.188)

Acceso a Internet Report
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Time

E=| |ax31s06-in-
f2.1e100.net
(172.217.165.194)

Source

google.co.cr

Destination

https://adservice.google.co.cr/adsid/integrato
r.jse7domain=www.significadode.org

= 172.67.147.58

promisejs.org

https://www.promisejs.org/polyfills/promise-
6.1.0.js

E= server-54-230-31-
87.atl56.r.cloudfront.net
(54.230.31.87)

E= mia07s54-in-

https://beacons.gvt2.com/domainreliability/u

gvt2.com
3.1e100.net (172.217.3.67) pload
&= 20.42.73.24 MSN-web
@5 20.42.73.25 Windows Update

5 204.79.197.219

msftstatic.com

E5 172.217.3.65

E= 184.28.110.98

EchoSign

https://static.echocdn.com/office365integrati
on/icons/as_96.png

&= 104.119.227.49

munchkin.marketo.net

https://munchkin.marketo.net/munchkin.js

£1251.104.15.252

Windows Update

[E5 20.42.65.90

Windows Update

= 172.217.162.227

E= https-208-111-136-
0.fll.lInw.net
(208.111.136.0)

= 52.111.239.4

Office365-Delve

E=S mia07s56-in-
f2.1e100.net
(142.250.64.194)

Acceso a Internet Report
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Source Destination Application Name Resource

£15139.45.197.236 https://jomtingi.net/?rb=YojZ7gehQFLu4-
hvM3ZUMhb5A1_mTp-
NO4zVT_NKtOrV8EWmM_kMVc4vZImAr7j-
zL62ZKE7eNfL1aFLCCfGefjC-
wqwhdTEbNfSzeWG9wldXba5jA_KmD7RURb9
i
opD8vicOV_ccMkH_dObMZd0Xmbyc1rn340dT
wN14410bYSL-
Tyvclygdahu5_6JwVV88qR4HTNZ8WK_VGr]tA)
khZl-pQfcnHvDX4hIZE-
2ySdeMUDLKg4g4qy4ngKO5flwAlwuCqghupzar
ybixLKaEtMEMgwQqY87vnaW26fNPUfvTG5w)
HI8M2IVoOUEMSEU4SAIY cLxHhvA4d2P9G 1y-
FmxuulLtoDWotGrDgxZpOckl=&request_ab2=
0&zoneid=4478933&fs=08&cf=08&sw=14408&sh=
900&sah=860&wx=1&wy=1&ww=1438&wh=8
588&cw=848&wiw=848&wih=468&wfc=2&pl=
https://animeid.to/streaming.php?

id=MT c5&title=Ichiban+Ushiro+no+Daimaou
+Episodio+2&drf=https://www?2.jkanime.to/&
np=1&pt=0&nb=1&ng=18&ix=1&nw=1&tb=false
&js_build=28&bs=f19699d6-6bab-4dfb-b16e-
38ad0fb87257&userld=6baf4c76733249cfbcd
e3bb6bdcf1b3c&m=link

jomtingi.net

&= vj-in-f188.1e100.net
(74.125.134.188)

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 29, 2021 12:00:00 PM ~110.7.15.24 = BO0T-62.0.58.94 (62.0.58.94) gmaiil.com

ylwgzavffpa.ws
www.thescreensnapshot...
omnatuor.com
email.yg9.me
iphumiki.com
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Time

Dec 29, 2021 12:00:00 PM

Source

~110.7.15.24

Destination

1% 139.45.197.236

Application Name

jomtingi.net

dooloust.net

Resource

https://jomtingi.net/?rb=Y..
https://jomtingi.net/?rb=r...

https://dooloust.net/5/376
5555/?00=1&aab=1

== 188.42.224.15

yshgggjkxj.top

gfmopwnlujfltx.top

https://yshgqgjkxj.top/pag
e/0NaN/2397/

https://gfmopwnlujflitx.top
/2/article.htm]

[E5 mia07s54-in-f3.1e100.net (172.217.3.67)

HTTP/2 over TLS

Gotomeeting

https://google.com/domai
nreliability/upload

https://fonts.gstatic.com/s/
roboto/v29/KFOmCnqEu9
2Fr1MudmxK.woff2

== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

_~ | INTRA-10.149.20.85 (10.149.20.85)

= 104.18.4.195

cdnflv.net

https://cdnflv.net/server2

9/887fad050335db56dc66
fa9068306161/ep.1163511
2758.1635112761.full262.t
S

1% 139.45.197.239

inpage-push.com

https://inpage-
push.com/801/

Acceso a Internet Report
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Time Source

Dec 29, 2021 12:00:00 PM ~110.7.15.24

Destination

E= 151.101.6.114

Application Name

prd.jwpltx.com

Resource

https://prd.jwpltx.com/v1/j
wplayer6/ping.gif?h=-
288819311&e=s&n=88894
08053400671&aid=GCCG&
amp=0&at=1&c=-
1&ccp=0&cp=0&d=0&eb=
0&ed=6&emi=13y914z10b
7n&i=1&1id=3i64g3192jqj&
Isa=read&mt=0&pbd=1&p
br=1&pgi=1ecghhmsmi4s
&ph=1&pid=aVvr2lJgW&pii=
08&pl=477&plc=1&pli=1xk5
r661qww8&pp=hlsjs&pp
m=VOD&prc=1&ps=4&pss
=1&pt=Watch Ichiban
Ushiro no Daimaou
Episode
2&pu=https://www?2.jkani
me.to/&pv=8.24.0&pyc=1
&s=08&sdk=0&stc=1&stpe=
0&tv=3.36.1&vb=1&vi=0.9
8&vI=23&wd=848&abm=1
&bwe=6461&cae=0&cct=0
&cdid=myVideo&drm=0&
ff=1550&fsm=0&|=4&Ing=
en-
US&mk=hls&mu=https://c
dnflv.net/server30/887fad
050335db56dc66fa906830
6161/ep.21635117040.163
5117041 .full.m3u8?
mac=cKBozG64udGDI4z0O
gUVEb%2FgKOSBaRxihYz%
2BFjvcqE4M%3D&expiry=
1640809747848&pcp=0&p
d=1&plng=en-

1LI1CO i N0 10 210
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Time Source Destination Application Name Resource

Dec 29, 2021 12:00:00 PM 10.7.15.24 E=151.101.6.114 https://ssl.p.j dn. /
ec | ES b.jwpcdn.com ps://ss pjwpc n cgm p
layer/v/8.24.0/jwpsrv.js

== 201.191.210.153 ak.hetaruvg.com
ak.hetaint.com

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupda...

Windows 10 Update http://ctldl.windowsupda...

= 13.69.116.104 Windows Update

E5 mia09s26-in-f14.1e100.net https:// .google-

= Google Analytics P .wwwg & —
(142.250.189.142) analytics.com/analytics.js
[E 52.183.220.149 Windows Update

= 38.113.165.153 Kaspersky Lab-update

&S xx-fbocdn-shv-02-mia3.focdn.net
(157.240.14.19)
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Source Destination Application Name Resource
Dec 29, 2021 12:00:00 PM -~ 110.7.15.24 = mc.yandex.ru (87.250.250.119) https://mc.yandex.ru/watc
h/61426822?

wmode=7&page-
url=https://streamtape.co
m/e/17gxe9Rgm2teQpM/
&page-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy6303):fp:8238:fu:0:
en:utf-8:la:es-
ES:v:722:cn:1:dp:0:1s:62155
Yandex-multimedia 8636235:hid:279560018:z:
360:1:20211229122459:et:1
640802299:c:1:rn:3431800
47:rqn:442:u:16289777581
063843397:w:848x468:s:14
40x900x24:sk:1:ifr:1:cpf:1:n
tf:1:ns:1640802290946:ds:0
,0,1330,603,3,0,,3335,1,,,,71
64:dsn:0,0,1330,603,3,0,,51
98,1,,,7164:wv:2:co:0:rgnl:
1:s5t:1640802299:t:Streamt
ape.com&t=gdpr(14)aw(1)t
i(2)

[EE] 222.234.227.35.bc.googleusercontent.com
(35.227.234.222)

B 104.21.83.54 https://animeid.cc/streami
ng.php?

animeid.cc id=MT c5&title=lchiban
Ushiro no Daimaou
Episodio 2
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Time Source Destination

Dec 29, 2021 12:00:00 PM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=1&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=b2rion360cfm

[+066.110.49.115

[E520.189.173.14

Windows Update

=5 mia07s61-in-f8.1e100.net (142.250.217.200)

googletagmanager.com

https://www.googletagma
nager.com/gtag/js?id=UA-
112386827-4

&= ui-in-f188.1e100.net (142.250.97.188)

= 20.42.73.26

Windows Update

£ 139.45.197.90

denetsuk.com

https://denetsuk.com/bro
wse/ONaN/pages/724/

[E5 1.80.190.35.bc.googleusercontent.com
(35.190.80.1)

nel.cloudflare.com

https://a.nel.cloudflare.co
m/report/v3?
s=Afcr1M6kPRIyRkzTmQla
Jgs2+Gadyn5RjMyX6eO8m
ugTfGGRRNgyg797FThhG
b7D5kSuzFvAK1lijHPoZffS
6GdROIXB11LLj3xO+t8S)3V
06/DAe/Adc3HeHh8=

[ 113.69.239.72

Windows Update

&5 52.109.20.48

| INTRA-10.149.20.83 (10.149.20.83)
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Time Source Destination Application Name

Dec 29, 2021 12:00:00 PM ~110.7.15.24 &= 104.26.5.250

animeid.to

Resource

https://animeid.to/streami
ng.php?
id=MTc5&title=Ichiban
Ushiro no Daimaou
Episodio 2

5 mia09s26-in-f2.1e100.net

Google Ads
(142.250.189.130)

https://googleads.g.double
click.net/pagead/id

= 34.90.241.47
= gcp.gvt2.com

https://e2c17.gcp.gvt2.co
m/nel/

[E5 104.22.32.172

offerimage.com

https://offerimage.com/w
ww/images/59c4159d3350
4499ea83be29ba2d8dbe.|

peg

&3 139.45.197.103

baufaich.com

https://baufaich.com/bun
dle.css?
aHROcHM6Ly9qgb210aW5n
aS5uZXQvYXB1LnBocD96
b25laWQINDQ2MTkyNyZv
ZjOx

&5 8.253.149.120

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
4c4070c0f41db723

215 139.45.197.237
=l offfurreton.com

https://offfurreton.com/40
0/3395407

&= 104.21.8.53

https://www2.jkanime.to/s

jkanime.t

Jxanime.to trike-the-blood-iv/7/
E= vr-in-f188.1e100.net (173.194.213.188)
== hosted-by.host-palace.com https://api.movcloud.net/v
(103.194.169.190) movcloud.net 1/count/anime/es/episode

/179
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Time

Dec 29, 2021 12:00:00 PM

Source

~110.7.15.24

Destination

| INTRA-10.149.143.70 (10.149.143.70)

Application Name

- 10:0:0:0:0:0:0:0

Resource

= 52.183.220.149

E552.185.211.133

_~|INTRA-10.129.21.42
(10.129.21.42)

glE 139.45.197.234

S

vip0x008.map2.ssl.hwcdn.

net (209.197.3.8)

== INTER-201.191.210.171
(201.191.210.171)

_~|INTRA-10.149.20.85
(10.149.20.85)

&= 3-0001.a-msedge.net
(204.79.197.200)

&5 13.107.4.50

&S INTRA-142.250.98.188
(142.250.98.188)

| INTRA-10.149.20.81
(10.149.20.81)

Dec 29, 2021 11:00:00 AM

Acceso a Internet Report

~110.7.15.24

_~ |INTRA-10.149.20.83
(10.149.20.83)

Windows Update

Windows Update

bedrapiona.com/5

https://bedrapiona.com/5/
4478933/200=1&js_build=2

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
30d12ca3eb4849b2

Bing Maps

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
9e8e599ddbc12ea?
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Time

&= 40.126.24.149

Source

URL-Microsoft

Destination

Application Name

5 52.109.12.63

Microsoft Services

E= vx-in-f188.1e100.net
(173.194.218.188)

E5 20.189.173.14

Windows Update

ec2-35-156-48-155.eu-

central-
1.compute.amazonaws.co
m (35.156.48.155)

Windows 10 Update

http://ocsp.quovadisglobal.com/MFUwUzBRM
E8WTTAJBgUrDgMCGgUABBTYhcKR1A4XhQLF
ZRt5u+T8TDsYdQQUGOoRIVEhMMYUE107Q9g
PEGUbBRIGSCFHI7b+XCUNVNIYmwkVVSGjGHk
W24

= 44.196.112.57

cws.connectedpdf.com

https://cws.connectedpdf.com/2.0.0.0/Foxit
PhantomPDF/10.1.0.37527/en-US/cpdfApi.json

&S ya-in-f188.1e100.net
(108.177.12.188)

S 67.26.121.254

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
ade389cd6a3c821d

&= https-208-111-136-
128.fll.lInw.net
(208.111.136.128)

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
62cbfb36e77b8e4d

5 20.44.10.123

Windows Update

E=| 3-0003.a-msedge.net

https://assets.msn.com/weathermapdata/1/st

Resource

(204.79.197.203) MSN-web atic/svg/72/AAehYNC.svg
E= 88.221.130.183 Webex

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0

(10.149.143.70)

Dec 29, 2021 10:00:00 AM ~110.7.15.24 - 10:0:0:0:0:0:0:0

&= 20.42.65.89

Windows Update

Acceso a Internet Report
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Time Source Destination

Dec 29, 2021 10:00:00 AM ~110.7.15.24 =5 mia07s60-in-f14.1e100.net

(142.250.217.174)

Application Name Resource

5 mia09s26-in-f22.1e100.net
(142.250.189.150)

&= 52.185.211.133

Windows Update

E= vn-in-f188.1e100.net (173.194.210.188)

E= vt-in-f188.1e100.net (173.194.215.188)

[ 120.50.73.9

Windows Update

&5 20.189.173.10

Windows Update

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 29, 2021 9:00:00 AM _~110.7.15.24 E5 72.21.81.240

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows 10 Update

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.83 (10.149.20.83)

&5 yw-in-f188.1€100.net (173.194.217.188)

[E5 52.183.220.149

Windows Update

5 20.189.173.7

Windows Update

E=52.185.211.133

Windows Update

[E5 20.189.173.3

Windows Update

E5 20.189.173.2

Windows Update

=5 mia07s62-in-f2.1e100.net (142.250.217.226)

Google Ads

E= 13.107.42.16

URLs_Skype_For_Business

Acceso a Internet Report
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Time Source Destination Application Name Resource

Dec 29, 2021 9:00:00 AM ~110.7.15.24 B mia09s22-in-f1.1€100.net (142.250.64.161)

&S vj-in-f188.1e100.net (74.125.134.188)

E= 67.26.123.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
d52698126f34749

[l §13.69.239.73 Windows Update

| INTRA-10.149.143.70 ~~10:0:0:0:0:0:0:0
(10.149.143.70)

Dec 29, 2021 8:00:00 AM ~110.7.15.24 B mia07s54-in-f3.1e100.net (172.217.3.67)

HTTP/2 over TLS

https://fonts.gstatic.com/s/
Gotomeeting roboto/v29/KFOmCngEu9
2FrTMu4mxK.woff2

https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad

glE 139.45.197.236 http://dooloust.net/5/3765
555/?00=1&aab=1

https://dooloust.net/5/376
5555/?00=1&aab=1

dooloust.net
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Time Source Destination Application Name Resource

Dec 29, 2021 8:00:00 AM ~110.7.15.24 £l% 139.45.197.236 https://jomtingi.net/?
rb=Q_IPzaTXEDYCNDUxBh
2vpC7F-
j69RUIOsdOpw073emKHEZ
9w0ey9cG-

ftO1Tm CwgAXQqL40_VAI70
SKcDimhR1OgEVU6geKpx
QtZX_GBZED9DHTTmH|R
Nmvf5e8rt3sHPstccMs2sq
ZjVhNWMzZzOUHDmMgCHSW
BgS5rw0egzyWhjfnAWBKA
VgW0BhMC940i70aNbFG8
WIXtwpBjrXArJRfg-NIQD-
pzPPron6asgjLlj032IS0zw8
BXmrkcgRypMVhrSRSIMD
_pIMh3_j5uXU2ilfrK_XI6 PA-
Zelhfs2-

o DXBppMyb8PTCa6VSZHiA
Jomtingi.net urZCckpPIYwdJR1NfzDujle
dxFx-
6qTKVIX78I2wsHA==&req
uest_ab2=0&zoneid=4478
933&fs=0& cf=0& sw=14408&
sh=900&sah=860&wx=1&
wy=1&ww=1438&wh=858
&cw=848&wiw=8488&wih=
468&wfc=4&pl=https://ani
meid.to/streaming.php?
id=NTg4MTE=&title=86+-
+Eighty+Six+Episodio+9&
drf=https://www2.jkanime.
to/&np=1&pt=0&nb=1&ng
=1&ix=1&nw=1&tb=false &j
s_build=2&bs=913095cf-
7923-4a2c-87fd-
77c0e9895979&userld=6b

£A T TONNAO0 cllacdadlolalr

Acceso a Internet Report Dec 27, 2021 12:00 AM-Dec 31, 2021 11:59 PM




Acceso a Internet

[38

Time

Dec 29, 2021 8:00:00 AM

Source

~110.7.15.24

Destination

£l 139.45.197.236

Application Name Resource

23 139.45.197.237
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Time

Dec 29, 2021 8:00:00 AM

Source Destination

110.7.15.24 ES mia09s26-in-f14.1e100.net
(142.250.189.142)

Application Name

Google Analytics

Resource

https://www.google-
analytics.com/analytics.js

[E] 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

E5172.67.75.93

animeid.to

https://animeid.to/streami
ng.php?
id=NTg4MTE=&title=86 -
Eighty Six Episodio 9

= 52.183.220.149

Windows Update

5 mia09s26-in-f17.1e100.net
(142.250.189.145)

csp.withgoogle.com

https://csp.withgoogle.co
m/csp/report-
to/encsid_ATmXEA_aXxV-
idlz-
e5x1JSbJUg8hfAx2dSI3IQ

E=] xx-fbcdn-shv-02-mia3.fbcdn.net
(157.240.14.19)

E=5 20.42.72.131

Windows Update

&3 139.45.197.234

bedrapiona.com/5

https://bedrapiona.com/5/
4478933/?200=1&js_build=2

& 20.189.173.10

Windows Update

&5 vk-in-f188.1€100.net (74.125.139.188)

E5 uf-in-f188.1e100.net (172.217.203.188)

E= 216.239.36.117

gvt2.com

https://beacons2.gvt2.com
/domainreliability/upload-
nel

E= mia09s21-in-f14.1e100.net (142.250.64.142)

youtube.com
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Time

Dec 29, 2021 8:00:00 AM

Source

~110.7.15.24

Destination

&5 mia07s60-in-f3.1e100.net (142.250.217.163)

Application Name

Google Search

Resource

https://www.google.co.cr/
pagead/lvz?
evtid=AKB78cg0kiSdnpHC
y7qMLPysA5V3yOnKYxJW6
5rJaAusm6L5C)XZ9aYaxSK
kcfy6j5jBwk_lzowURadBk
3Afj7EMeV0sKsnlow&req_t
s=16407879458&pg=MainA
ppBootstrap:Watch&az=1
&sigh=AKFpyYXHEiY8Pe7h
1GKXOYs8_9wvmAgnKg

5 172.67.156.220

jkanime.to

https://www2.jkanime.to/8
6-eighty-six/9/

&= ui-in-f188.1e100.net (142.250.97.188)

&5 mia07s61-in-f8.1e100.net (142.250.217.200)

googletagmanager.com

https://www.googletagma
nager.com/gtag/js?id=UA-
112386827-4

S 40.126.24.84

URL-Microsoft

[E5 e2a.google.com (216.239.32.116)

&= vy-in-f188.1e100.net (64.233.170.188)

==188.42.224.26

nynuppxhlma.top

https://nynuppxhlima.top/
article.html

[E5172.67.22.216

offerimage.com

https://offerimage.com/w
ww/images/802cfof7f0db9
54db9be5ae976fb6c0a.pn

8

E= 13.107.4.52

Microsoft NCSI

http://www.msftconnectte
st.com/connecttest.txt

E= mia07s62-in-f2.1e100.net (142.250.217.226)

Google Ads

https://googleads.g.double
click.net/pagead/id

£l 139.45.197.103

baufaich.com

https://baufaich.com/web/
42884/76894.html
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Source Destination

Application Name

Resource

Dec 29, 2021 8:00:00 AM ~110.7.15.24 £1% 139.45.197.101

denetsuk.com

https://denetsuk.com/pag
e/

[ 104.46.162.224

Windows Update
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Time Source Destination Application Name Resource

Dec 29, 2021 8:00:00 AM 110.7.15.24 E= mia07s56-in-f2.1e100.net (142.250.64.194) https://www.googleadserv
ices.com/pagead/aclk?
sa=L&ai=CXTJES3DMYY-
sLdbho9kPzpC8gAvWyOu
cZ9a4IMmED7CQHXABIAB
gvaHmMAYIBF2NhLXB1Yi02
MJE50DExNzQ3MDQ5Mzc
XqAMEQgTxAk_QoTebve_K
dILOIbaSs6amI8yBeNh50h
pAIZUQjDY-
70ev7je7aa12INzR3zGBm
gqwVw8UuTIMRIVFII7ZjWK1x0
VOOnOiuPONYebXhy14NOX
q6ZrdW736DC77gany82XA
QxV2jpB_u58QcZNKIuTg-
lyjL9pdZxDt1n8NfKEvhOo
6rGiN5pITvygA06K2T38cj4
FDA926CY 05824 yy4dyVP
URL_EmptySSLConn SsjePWGNjgQdxSTrNflin-
drpOw4fWDxoDcRQwWRqO
z7)xEetapTu)6SGnu4kLVB
4FOvov4nWGilVkLDBz-
wECejCifdWKMh25Y4B9F
QmtmVeg9IMaQhuATEVOa
SPH1jHAE_nHq4M61Dyqlhr
sVxYIIRqQ8kvDBINEfcpal
BT579JkLkvuWz_kp)6jXOM
Ua9F1IWGz26zISId15ep3g
VarjzFAx4vbO11QSd78q1z
5a07sg3gCfOEY04m34EBBI
CkHIPwFfEyleBOdjk2ve-
X_e6AGVIAH2IvoOQKQBwWS
0B4QlgAeo0OhuoB7YHqgAfg
zxXuoB-
nUG6gHpJgxAqgHkZ-
xAggHsJuxAqgHgcYbgAe]o

COaALOADC cl 1 aOllla oA an
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Time Source

Dec 29, 2021 8:00:00 AM ~110.7.15.24

Destination

£1% 139.45.197.239

inpage-push.com

Application Name Resource

https://inpage-
push.com/400/4461932

E= 223-61-56-

253.deploy.static.akamaitechnologies.com

(23.61.56.253)

cdn.onenote.net

E5 mia09s22-in-f14.1€100.net (142.250.64.174)

YouTube

https://i.ytimg.com/gener
ate_204

[E5 34.94.79.203

gcp.gvt2.com

https://e2cs28.gcp.gvt2.co
m/nel/

== hosted-by.host-palace.com

https://api.movcloud.net/v

_~|INTRA-10.129.21.42
(10.129.21.42)

5 20.189.173.15 Windows Update

_~|INTRA-10.149.20.85
(10.149.20.85)

E5 20.189.173.14 Windows Update

E= vz-in-f188.1e100.net
(108.177.11.188)

| INTRA-10.149.20.81
(10.149.20.81)

(103.194.169.190) movcloud.net 1/count/anime/es/episode
/58811

[l §20.50.73.9 Windows Update

&= 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/w

MSN-web eathermapdata/1/static/sv

g/72/AAehR3S.svg

-~ |INTRA-10.149.143.70 (10.149.143.70) _~10:0:0:0:0:0:0:0

Dec 29, 2021 7:00:00 AM - 110.7.15.24 -~ |INTRA-10.149.20.83

Acceso a Internet Report

(10.149.20.83)
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Time Source Destination Application Name Resource
&= 13.89.179.9 Windows Update
E= 20.44.10.122 Windows Update
&= ue-in-f188.1e100.net
(172.217.204.188)
-~ |INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 29, 2021 6:00:00 AM ~110.7.15.24 5 va-in-f188.1e100.net (74.125.31.188)
-~ |INTRA-10.149.20.85 (10.149.20.85)
= 52.178.17.3 Windows Update
| INTRA-10.149.20.81 (10.149.20.8 1)
&S vt-in-f188.1e100.net (173.194.215.188)
&= 20.189.173.3 Windows Update
[E552.168.117.170 Windows Update
[ §20.50.73.9 Windows Update
[E5 13.107.42.16 URLs_Skype_For_Business
_~ |INTRA-10.129.21.36 (10.129.21.36)
| INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 29, 2021 5:00:00 AM ~110.7.15.24 &l 139.45.197.234 http://bedrapiona.com/5/

bedrapiona.com/5

4478933/?200=1&js_build=2

https://bedrapiona.com/5/
4478933/?200=1&js_build=2

5 20.42.73.24 Windows Update

| INTRA-10.149.20.85 (10.149.20.85)

&= vw-in-f188.1e100.net (173.194.217.188)

# 40.79.197.34 Windows Update
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Time Source

Dec 29, 2021 5:00:00 AM ~110.7.15.24

Destination Application Name Resource
# 40.79.189.59 Windows Update
== 52.178.17.2 Windows Update

&S vk-in-f188.1e100.net (74.125.139.188)

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 29, 2021 4:00:00 AM _~110.7.15.24

_~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.129.21.42 (10.129.21.42)

&= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.9c69
b3b0e2b13e216b6d2331ac
513c0ef4a4474889dc3fffb
abc43a76f102563/1.804eb
924300946937dce7c024a1
€9309a92e3b95c9dc8cal
893c67c4fee1d4ef/83c70d
58cd719f5e9bb6b5b3593
a8b043ff39ea8e1ach9f348
c79acf8da364a0.crxd

edgedl.me.gvtl.com

| INTRA-10.149.20.81 (10.149.20.81)

E= 40.126.24.148 URL-Microsoft

&= ua-in-f188.1e100.net (108.177.12.188)

&= 52.109.20.49

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 29, 2021 3:00:00 AM _~ |INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0

(10.149.143.70)

Acceso a Internet Report
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Time Source

Dec 29, 2021 3:00:00 AM ~110.7.15.24

Destination Application Name Resource

| INTRA-10.149.20.83 (10.149.20.83)

&= vg-in-f188.1e100.net (173.194.212.188)

&= v|-in-f188.1e100.net (74.125.141.188)

&= vh-in-f188.1e100.net (74.125.26.188)

[E5 13.107.42.16 URLs_Skype_For_Business

Dec 29, 2021 2:00:00 AM ~110.7.15.24

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.83 (10.149.20.83)

&5 vz-in-f188.1e100.net (108.177.11.188)

[E= 13.107.21.200 Bing Maps

ES vt-in-f188.1e100.net (173.194.215.188)

£15139.45.197.234 https://bedrapiona.com/5/

iona.com/
bedrapiona.com/5 4478933/200=1&js_build=2

| INTRA-10.129.21.36 (10.129.21.36)

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Dec 29, 2021 1:00:00 AM _~110.7.15.24

&5 va-in-f188.1e100.net (74.125.31.188)

| INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report
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| 47

Time

Dec 29, 2021 1:00:00 AM

Source

~110.7.15.24

Destination

B 52.184.215.140

Application Name

MSN-web

Resource

https://arc.msn.com/v3/D
elivery/Placement?
pubid=da63df93-3dbc-
42ae-a505-
b34988683ac7&pid=33838
7&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp
=app&dim=le&rafb=0&nct
=1&pm=1&cfmt=text,imag
e,poly&sft=jpeg,png,gif&t
opt=0&auid=3cc848ed4e8
b86440aa5429aad09c717&
poptin=1&localid=j:B8F2C
3E7-A3AA-4417-DFEF-
D52330B5EDO7&ctry=CR&
time=20211229T073355Z&
Ic=es-MX&pl=es-MX,en-
us,es-
CR&idtp=mid&uid=ceb08
b80-cede-4699-8141-
853ffd4aa1df&aid=000000
00-0000-0000-0000-
000000000000& ua=Windo
wsShellClient/9.0.40929.0
(Windows)&asid=45c9007e
14354b5d95a5a0ed57bf72
46&ctmode=MultiSession
&arch=x64&betaedgever=
0.0.0.0&canedgever=0.0.0.
0&cdm=1&cdmver=10.0.1
9041.1023&currsel=13285
2644259002315&devedge
ver=0.0.0.0&devfam=Wind
ows.Desktop&devform=U
nknown&devosver=10.0.1
9043.1415&disphorzres=1

AANQ i H 42 40 .l:

Acceso a Internet Report
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Source Destination Application Name Resource
Dec 29, 2021 1:00:00 AM -~ 110.7.15.24 &= INTRA-142.250.98.188 (142.250.98.188)
i==i 201.191.210.154 img-prod-cms-rt-

microsoft-
com.akamaized.net

] 52.109.20.49

| INTRA-10.149.143.70 (10.149.143.70) _~10:0:0:0:0:0:0:0

Dec 29, 2021 12:00:00 AM _~110.7.15.24 _~|INTRA-10.149.20.83
(10.149.20.83)

_|INTRA-10.149.20.85
(10.149.20.85)

_~|INTRA-10.149.20.82
(10.149.20.82)
| INTRA-10.129.21.42
(10.129.21.42)

= uf-in-f188.1e100.net
(172.217.203.188)

E= vx-in-f188.1e100.net
(173.194.218.188)

[E552.109.20.54

| INTRA-10.149.20.81
(10.149.20.81)

-~ 10:0:0:0:0:0:0:0

[#513.107.42.16 URLs_Skype_For_Business

_~ | INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
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Time Source Destination Application Name Resource
Dec 28, 2021 11:00:00 PM 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-

update/kiabhabjdbkjdpjbp
igfodbdjmbglcoo/1.664130
86e42d59b487e24515715
4edf36c1ecf9b866410e34
edgedl.me.gvtl.com 457d0162334ce78/1.3e355
592352b405da2180d3d26¢
885e3f65f6a3c92ff4e5315
b48901149d4951/64e5168
6d9c934bc2fda213516763
66ac99b012e77c43790779
e89f5dd3e73ac.crxd

E= vI-in-f188.1e100.net (74.125.141.188)

= 20.190.152.21 URL-Microsoft

= vn-in-f188.1e100.net (173.194.210.188)

= 13.107.21.200 Bing Maps

E=72.21.91.29 http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Z7LBduom/nYB45SPUEwW
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UII8gIGmM
ZT9XHrHijQel=

URL-PermitidosPol1113-
1155

&l 139.45.197.234 https://bedrapiona.com/5/

bedrapiona. /5
edrapiona.com 4478933/200=1&js_build=2

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 28, 2021 10:00:00 PM ~110.7.15.24 - 10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report Dec 27,2021 12:00 AM-Dec 31, 2021 11:59 PM
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|50

Time Source

Dec 28, 2021 10:00:00 PM ~110.7.15.24

Destination

&= ud-in-f188.1e100.net (172.217.193.188)

Application Name Resource

&= vw-in-f188.1e100.net (173.194.217.188)

&S vz-in-f188.1€100.net (108.177.11.188)

&= vr-in-f188.1€100.net (173.194.213.188)

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.129.21.36 (10.129.21.36)

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 28, 2021 9:00:00 PM ~110.7.15.24

= INTRA-142.250.98.188 (142.250.98.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

= 13.107.42.16

URLs_Skype_For_Business

S 52.109.20.49

5 INTER-40.97.171.114 (40.97.171.114)

Office365-Outlook-web

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Dec 28, 2021 8:00:00 PM ~110.7.15.24

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

_~|INTRA-10.129.21.42 (10.129.21.42)

_~ | INTRA-10.149.20.81 (10.149.20.81)

E= 13.107.21.200

Bing Maps

&3 139.45.197.234

https://bedrapiona.com/5/

iona.com/
bedrapiona.com/5 4478933/200=1&js_build=2

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Acceso a Internet Report
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Source Destination Application Name Resource

Dec 28, 2021 7:00:00 PM ~110.7.15.24 &S 8.240.252.254 http://ctldl.windowsupdat
e.com/msdownload/updat

Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
d1e0b7cc4be93abc

http://ctldl.windowsupdat
e.com/msdownload/updat

Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1fc18dccf9afd605

| INTRA-10.149.20.85 (10.149.20.85)
| INTRA-10.149.20.81 (10.149.20.81)
| INTRA-10.149.20.82 (10.149.20.82)
E= ui-in-f188.1e100.net (142.250.97.188)
5 142.250.64.202 AppOutlook

_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0

(10.149.143.70)

Dec 28, 2021 6:00:00 PM 110.7.15.24 72.21.81.240 http://ctldl.windowsupda...

Wind 10 Updat
ndows paate http://ctldl.windowsupda...

http://ctldl.windowsupda...

Windows 10 Update http://ctldl.windowsupda...

=
= 13.107.4.50
B

52.185.211.133 Windows Update

Acceso a Internet Report Dec 27, 2021 12:00 AM-Dec 31, 2021 11:59 PM
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|52

Source

Destination

Application Name

Resource

Dec 28, 2021 6:00:00 PM

~110.7.15.24

[E= 123.35.104.34.bc.googleusercontent.com

(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl/delta-
update/jflookgnkcckhobag
Indicnbbgbonegd/1.3089e
€c99816c09016b1eac2e55
0dc96ce6d44b90e077217b
986489fefbd3a313/1.0549
€685216085109aaf5d665
bf5e7c4c7b33bd421f29db
67b3eb8b9074c03f1/e265
a9a3ce8e295da231584dc
b6e4da9362a9eb6332f109
3d7c0c93ee9174de3.crxd

_~ | INTRA-10.149.20.85 (10.149.20.85)

E= 2184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
5d78fb595447b9a0

S 52.183.220.149

Windows Update

S, 40.126.24.149

URL-Microsoft

[E520.189.173.3

Windows Update

= 52.182.143.211

Windows Update

&= vh-in-f188.1e100.net (74.125.26.188)

I 120.50.73.10

Windows Update

E= 13.107.42.16

URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

&= vu-in-f188.1e100.net (173.194.216.188)

&= ug-in-f188.1e100.net (172.253.123.188)

Acceso a Internet Report Dec 27, 2021 12:00 AM-Dec 31, 2021 11:59 PM
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Time Source Destination

Dec 28, 2021 6:00:00 PM ~110.7.15.24 B 8.252.169.126

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
62cf53e1388aab10

E=| vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?

3fb29729f5d9bd0e
_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 28, 2021 5:00:00 PM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

&3 139.45.197.234

bedrapiona.com/5

http://bedrapiona.com/5/
4478933/?200=1&js_build=2

https://bedrapiona.com/5/
4478933/?200=1&js_build=2

| INTRA-10.129.21.42 (10.129.21.42)

= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

= 13.69.116.104

Windows Update

== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
5c013db1b3ch5285

# 40.79.197.35

Windows Update

Acceso a Internet Report
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Time

Dec 28, 2021 5:00:00 PM

Source

~110.7.15.24

Destination

&= 13.107.4.50

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
Oca8dc6b2ee9568d

E= 2184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
b4678e23c719391a

_~ | INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.82 (10.149.20.82)

&S 8.240.252.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
b0c677096adce32e

E= 2184-28-22-
50.deploy.static.akamaitechnologies.com
(184.28.22.50)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
34110289dcalfce
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Time

Dec 28, 2021 5:00:00 PM

Source

~110.7.15.24

Destination

£l% 139.45.197.236

Application Name

jomtingi.net

Resource

https://jomtingi.net/?
rb=rckFedkFcz8 cHHXEnvG
LS4)6SAZ6aHuUrso0oN045G
e60fCd9ZyWI2HANbuZK]7
BURAZUFrZmcZk303GFzV
LcsHVSEvVOhvFIJp20b9Ditv
OXwm UtlICp4y2JGTN2MSx
SGCF2t40Qdbm1w7y14zFL
bjE7xcobSVFXugYvvp-
XF51sQfw9nnjMbFx6xz4Hs
ApggilLQdloGknSE3_LAIXuF
R3CWeilnO2qgfc3AilcBGs71
RsRU4cTmW_9ISXYF1YBjO
_iX0G6QZN7XXZTzrlbUtal]j
aYLHmMJZUibO7kcfn9smB
HuVhL_SJ74j5alkNoSRze9V
VnVhNtXU1aNgXyxG2562n
fRi_8IKEKI8DW1wH1S61zc0
R8Ek-
GBQ==&request_ab2=813
03&zoneid=4478933&fs=0
&cf=08sw=14408sh=900&
sah=860&wx=1&wy=1&w
w=1438&wh=8588&cw=848
&wiw=848&wih=468&wfc
=4&pl=https://animeid.to/s
treaming.php?

id=MT c4&title=Ichiban+Us
hiro+no+Daimaou+Episod
io+1&drf=https://www2.jk
anime.to/&np=1&pt=0&nb
=1&ng=1&ix=1&nw=1&tb=
false&js_build=2&bs=f196
99d6-6bab-4dfb-b16e-
38ad0fb87257&userld=6b

£A T TONNAO0 cllacdadlolalr
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Source

Destination

Application Name

Resource

Dec 28, 2021 5:00:00 PM

~110.7.15.24

&S vz-in-f188.1€100.net (108.177.11.188)

&= ua-in-f188.1e100.net (108.177.12.188)

&= 13.89.178.26

Windows Update

5 52.168.117.169

Windows Update

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
d9a9da45acdc4007

= ye-in-f188.1e100.net (172.217.204.188)

| INTRA-10.149.143.70 (10.149.143.70)

_~10:0:0:0:0:0:0:0

| INTRA-10.149.20.84
(10.149.20.84)

E= 13.107.4.50

= 72.21.81.240

E= mia09s26-in-
f2.1e100.net
(142.250.189.130)

| INTRA-10.149.20.85
(10.149.20.85)

5 20.189.173.9

Dec 28, 2021 4:00:00 PM

Acceso a Internet Report

. 110.7.15.24

== INTER-201.191.210.171
(201.191.210.171)

Windows 10 Update

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
538a6d1a7d2ec5b7

Windows Update

Dec 27,2021 12:00 AM-Dec 31, 2021 11:59 PM
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Time Source Destination Application Name Resource

B
idbrokertemp.webex.com | Webex
(64.68.100.6)

E552,185.211.133 Windows Update

E={ 20.42.65.90 Windows Update

E= mia07s62-in- https://googleads.g.doubleclick.net/pagead/in
f2.17e100.net teraction/?

(142.250.217.226) ai=CRFCZOkzLYfObAYZzM2ASp7IQQ6Z2CuGTR

8Mij_pA_a2R4QASDA4LMQYLOBoAHG9uUmMfA8g
BCagDAcgDywSgBPgBT9BBIDTEF6TvViSfRAW
Xnc3R_HtRIB579Kk-
w2pjx3jE4AedrbcDaMhrAlzgyRmgcOwpYWs9
OWwEg5_74bZAcAX iga_BWuyeVI9Log|2DE--
TLrLP5EalptXixGymJh9bSBgNWnMYejdngm _8
soqAbOz4XkOiapuyXMmcug3OJxDHiSigkWpix
hibZS)8ukdu8nLRRZ7z9rsrXI34c50PgDgkiEVI
GbsuoGrPrtqoX8dk9w3t8F-
SOyQCvU5DzL_uu63nyPZgsfIA7AF_B7F9M4qge
Google Ads 0TXGc6DEGO-
7uzras1iQvazafBGdotwAG T1NVSFtZoPGsDTw_
KR_ABPDZ0tzqA6 AGLoAHoomWYKgHjs4bgAe
T2BuoB-
6WsQKoB_6esQKoB9X]G6gHprdbgAfzORuoB5
bYG6gHgpuxAgqgH35-xAtgHANIIBWIAYRABGB-
xCU9ewUX3T4uggAoBmAsByAsBgAwBuAwBuU
BOI)9gTA4gUAJAVAY AXAQ&sigh=TN2wmZOF
E308&cid=CAQSPACNIrLMH5ugWLyyw3XmSKN]
fUgP5BM-
cYoO5ZFMtOORg8hsSBOadVyO615Ds3HJ6fz
m5019yL2h_NNpkA&label=window_focus&gqi
d=0UzLYfKQNtm51sQPi8eKuAc&qqid=CPOgg
Z-Fh_UCFQwmIgodKTYBAg&fg=1
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Source Destination Application Name Resource
&= a23-222-77- http://ctldl.windowsupdate.com/msdownload
8.deploy.static.akamaitech | Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
nologies.com (23.222.77.8) b90ae345b5fe7122
[E552.182.141.63 Windows Update
glE 139.45.197.236 https://jomtingi.net/?

rb=rckFedkFcz8cHHXEnvGLS4J6SAZ6aHurso0
oN045Ge60fCd9ZyWI2HANbUZKJ7BURAZUFrZ
mcZk303GFZVLcsHVSEVOhvVFIJp20b9DitvOXw
mUtlIICp4y2)GTN2MSXSGCF2t40Qdbm w7y 14
zFLbjE7xcobSVFXugYvvp-
XF51sQfw9InnjMbFx6xz4HsApggiLQdloGknSE3
_LAIXuFR3CWeilnO2qfc3AilcBGs71RsRU4cTm
W_9ISXYF1YBjO_ix0G6qZN7XXZTzrlbUtalLjaYL
HmJZUibO7kcfn9smBHuVhL_SJ74j5a)JkNoSRze
9VVnVhNtXU1aNgXyxG2562n-

jomtingi.net fRi_8IKEKI8 Dw1wH1S61zcOR8 Ek-
GBQ==&request_ab2=81303&zoneid=447893
3&fs=08&cf=0&sw=14408&sh=900&sah=8608&wx
=1&wy=1&ww=1438&wh=858&cw=848&wiw=
848&wih=468&wfc=4&pl=https://animeid.to/s
treaming.php?
id=MT c4&title=Ichiban+Ushiro+no+Daimaou+
Episodio+1&drf=https://www2.jkanime.to/&n
p=1&pt=0&nb=1&ng=1&ix=1&nw=1&tb=false
&js_build=28&bs=f19699d6-6bab-4dfb-b16e-
38ad0fb87257&userld=6baf4c76733249cfbcd
e3bb6bdcf1b3c&m=link

= 923-213-224-
8.deploy.static.akamaitech
nologies.com

(23.213.224.8)
[E#552.168.117.169 Windows Update
E= 170.72.231.10 Cisco Webex Teams
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Time Source Destination Application Name Resource

&= vy-in-f188.1e100.net
(64.233.170.188)

62.122.170.199.serverel.ne | HTTP/2over TLS
t(62.122.170.199)

&= a23-222-77-

80.deploy.static.akamaitec

http://ctldl.windowsupdate.com/msdownload

) Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
hnologies.com a69ff382ceaf12d7
(23.222.77.80)
= http://ctldl.windowsupdate.com/msdownload
vip0x008.map2.ssl.hwcdn. Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
net (209.197.3.8) d1ed115e5271d84a
| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 28, 2021 3:00:00 PM ~110.7.15.24 = 52.183.220.149 Windows Update

== - - - - . .
E=5 https-208-111-136-0.fll.IInw.net Windows 10 Update http.//ctldI.w!ndowsupda...
(208.111.136.0) http://ctldl.windowsupda...

5 jad23s23-in-f194.1e100.net (172.217.2.194)

== INTER-201.191.210.163 (201.191.210.16 3)

img-s-msn-
com.akamaized.net
E= 13.107.4. http://ctldl.wi
E513.107.4.50 rdns 18 Usdaie ttp://ctld W!ndowsupda
http://ctldl.windowsupda...
[E552.109.124.125 peoplegraph.firstpartyapp

s.oaspapps.com

excelbingmap.firstpartyap
ps.oaspapps.com
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Time Source Destination Application Name Resource
Dec 28, 2021 3:00:00 PM 10.7.15.24 ES https://match.ad .org/t
ec T = match.adsrvr.org/track/c ps:/match.a .s-r)vr org
a6370ebea231e0c9a.awsglobalaccelerator.co | 1 /oaneric rack/cmf/generic?
m (52.223.40.198) ttd_pid=054f320&ttd_tpi=1

https://match.adsrvr.org/t
match.adsrvr.org rack/cmb/generic?
ttd_pid=054f320&ttd_tpi=1

E= 151.101.6.132

https://zem.outbrainimg.c
om/p/srv/sha/c1/05/cb/3d
18a604082574d77f00ed02
e5f8444dfa.jpg?

w=311&h=333&fit=crop&c
rop=faces,center&thomcr
op&fm=jpg&auto=enhanc

outbrainimg.com

e&testgroup

E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat

Windows 10 Update e/v3/static/trustedr/en/pin

rulesstl.cab?
57f0195e82fa63d6

E= 13.226.52.21

@5 204.79.197.222 URLs_Skype_For_Business

[E= a-0001.a-msedge.net (204.79.197.200) Bing Maps

[E5 40.126.24.149 URL-Microsoft

[E5 72.246.64.122 nelreports.net

= 923-222-77- http://ctldl.windowsupdat

8.deploy.static.akamaitechnologies.com e.com/msdownload/updat

(23.222.77.8) Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
10aed728e076f4e3

E552.111.246.4 Microsoft Store
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Source Destination Application Name Resource

Dec 28, 2021 3:00:00 PM ~110.7.15.24 &= 20.42.65.85 Windows Update
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Time Source Destination Application Name Resource

Dec 28, 2021 3:00:00 PM -~ 110.7.15.24 [ chi.outbrain.com (64.74.236.191) https://b1-
chidc2.zemanta.com/bidd
er/win/msn/Ocbedd22-
6829-11ec-b2d0-
7d143f321f6¢/0.01737/FRQ
DYFJ55P54RJQGQN542DX
NTON4RGPPXSG7T2IM2C7
QP5RCWAJ2VFLOED3NHY
QQGHJ4AFJGDTNAPOG6)2P
U6E30PZHJXNWB3MMBKZ
WOKHQEBCX6C22U6G32B
ZL716LQOHA6TFOVOWLH
XSH52B5CWFYS5TZTIRP7L
DJZIVNTSNJ34LSMUAXFT 7K
JWSKMEKTKBVOHOQY)]B4S
WHXPOHMWL4VFR4XYOIC
CKDSAS3MXIM4POV7LGFV
CUCYALNKWS56R5DUATRZ
AIT2KY27K75AG7GXW5SZ
CDBLP2C5N5LWFSL5Z5V3
K3PPZPAMM2F512YGTDW
MFBXN2XJV2BGV2EUMLPP
6U3QC4VVWC25XOPM5GX
UNDRKZF545XW6GVCQM
514YAGKGAMKWEI2N3VNV
M3DSXXG503H7CXIWMPM
NUTAF65CU7FYDYQQMN3
BWUQBECZB5GZW5U4YA
WP5WL56Y54AQQOE7V5
MANZFIY5C3YGWZZPHAM
EWPTGAL3ZZP47UJVH4KN
VMP5NDRMG 26 HKVLBW2
YPW2MR764GSI3YS)JP46H
76 DXGXEDB5IKJDCY4XVBN
MVR3HJCNG6G5DQOWER
UPG/?

Zemanta
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Time

Dec 28, 2021 3:00:00 PM

Source

~110.7.15.24

Destination Application Name Resource
= 13.69.109.131 Windows Update

E= ud-in-f188.1e100.net (172.217.193.188)

E= mia09s22-in-f2.1e€100.net (142.250.64.162)

[E= 184.26.133.78 https://dsum-

casalemedia.com

sec.casalemedia.com/rum
?
external_user_id=1323951
02C1767A231DD85312817
6C25

5 204.79.197.219

msftstatic.com

E= https-208-111-136-128.fll.lIInw.net
(208.111.136.128)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6€53d963b80436d2

E552.96.181.242

=5 52.109.20.48

_~ | INTRA-10.149.20.83 (10.149.20.83)

i==i INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
87717cb4fef96263

E= 151.101.5.44

trc.taboola.com

https://trc.taboola.com/sg/
thetradedesk-
network/1/rtb-h/?
taboola_hm=2118080b-
3ffb-4e9a-800a-
9f19bb82b73e

= 13.107.246.57

office365

Acceso a Internet Report
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Time

Dec 28, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

= 52.185.211.133

Application Name

Windows Update

Resource

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.82 (10.149.20.82)

&5 20.36.253.92

MSN-web

https://browser.events.dat
a.msn.com/OneCollector/
1.0?cors=true&content-
type=application/x-json-
stream&client-
id=NO_AUTH&client-
version=1DS-Web-]S-
2.2.2&apikey=0ded60c75e
444433a3484c42c1c43fe8-
9fc57d3f-fdac-4bcf-b927-
75eafe60192e-
7279&upload-
time=1640728938677&ext
.intweb.msfpc=GUID=a0eb
a998e34d4c598a7a90e4e
4bbcdc4&HASH=a0eb&LV
=202105&V=4&LU=162085
8401856&time-delta-to-
apply-
millis=2071&w=0&anonck
nm=app_anon
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| 65

Time

Dec 28, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

&= 38.133.127.63

Application Name

Outbrain

Resource

https://stas.outbrain.com/
Stas/api/writeStatistics?
p=u5laDzB_tfHCOFDIgY0d
2wsTVel_vBX9cY3Gx_375
F6IAObYKPUFYcljJOUmMd8-
BQ77Xe6TH1welLLWZpksL
tfLGJgsaOhP2aj2mb_z0OsO
wWAOPG]JpexsJL_DkE2igvC1l
ICNfCPL5UZxXJ13RfYaFNiD
IQiOjFB6a9yQJ-DMW-
HANeEhJOwXL3e CRc5)NJSE
FnKmllgHDtoyEB3yRBNYE
ww7bSi1j1-
Gi6kT7vFcpHgXdIG LSEOtsk
u17twIN2HS78dKJLOLoppn
gZC-
LPbzHQdIu3ulbo7EPNAgN
FscOWE7XeXQRsVhTMT1Z6
vs6BFfB7CY3YOGN3tsvvl
MKHVEJT Cbpy440YWSyDW
7D600P8uw3HkUC-
4Xms9SwLzFuaSNN_sDGiR
zhPoJTDDLaFZmuamoduE
rbxCqkO5xyU6ot1kAXdhB
OPtev29rnpTu-
dTIY1ifRx8_EK5_JInQtBiqg)
6WWPbDa0I9llaY LFxGf-
noJvQw5Nd4v5fgH4Gy1oc
YkH25A2go_dbLSel4_8Ttw
8jhzkkkEo_d9NZ7KDml-
MO9IMWS5XPO84M1VZoO0T
fTghnspntkZmv_T4jaHZgx
ujIfKix-
h9VFUVXUXgCFUuj2ySGwl
Ut_VmuORR9iljeuw344k-
WCKW67TjX7d2pseHVzK44

AACTODLD ol 7l aNIDN/ AL, T Pl
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Time Source Destination Application Name Resource
Dec 28, 2021 3:00:00 PM -~ 110.7.15.24 [ §20.50.73.10 Windows Update
[E5 13.107.42.16 URLs_Skype_For_Business
E=52.111.239.4 Office365-Delve

= 13.107.213.57

{58 104.46.162.226 Windows Update
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Time

Dec 28, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

£l% 139.45.197.236

Application Name

jomtingi.net

Resource

https://jomtingi.net/?
rb=rckFedkFcz8 cHHXEnvG
LS4)6SAZ6aHuUrso0oN045G
e60fCd9ZyWI2HANbuZK]7
BURAZUFrZmcZk303GFzV
LcsHVSEvVOhvFIJp20b9Ditv
OXwm UtlICp4y2JGTN2MSx
SGCF2t40Qdbm1w7y14zFL
bjE7xcobSVFXugYvvp-
XF51sQfw9nnjMbFx6xz4Hs
ApggilQdloGknSE3_LAIXuF
R3CWeilnO2qgfc3AilcBGs71
RsRU4cTmW_9ISXYF1YBjO
_ixX0G6QZN7XXZTzrlbUtal]j
aYLHmMJZUibO7kcfn9smB
HuVhL_SJ74j5alkNoSRze9V
VnVhNtXU1aNgXyxG2562n
fRi_8IKEKI8DW1wH1S61zc0
R8Ek-
GBQ==&request_ab2=813
03&zoneid=4478933&fs=0
&cf=08sw=14408sh=900&
sah=860&wx=1&wy=1&w
w=1438&wh=8588&cw=848
&wiw=848&wih=468&wfc
=4&pl=https://animeid.to/s
treaming.php?

id=MT c4&title=Ichiban+Us
hiro+no+Daimaou+Episod
io+1&drf=https://www2.jk
anime.to/&np=1&pt=0&nb
=1&ng=1&ix=1&nw=1&tb=
false&js_build=2&bs=f196
99d6-6bab-4dfb-b16e-
38ad0fb87257&userld=6b

£A T TIDNNAO0 cllacdadlolalr
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Time Source Destination

Dec 28, 2021 3:00:00 PM ~110.7.15.24 = 3184-26-134-

31.deploy.static.akamaitechnologies.com
(184.26.134.31)

Application Name

s.moatpixel.com

Resource

https://mediacomglobalub
erdcm314152543953.s.mo
atpixel.com/pixel.gif?
m=1&iv=1&tuv=1274&tet=
18679 &fi=1&apd=189333
&Ui=0&uit=0&h=1&th=783
1&s=-1&ts=-1&bfa=-
1&d=significadode.org&L1
id=9849968&L2id=266987
98&L3id=320833470&L4id
=161765752&S1id=470216
3&S2id=significadode.org
&0rd=1640713280489&r=
593324088108 &t=page 180
&0s=1&fi2=1&div1=1&ait=
0&zMoatDV360_AUC=%pa
uc&zMoatMarket=CR&init
SRE=0.04443359375&initW
=728&initH=90&mobile=0
&bedc=1&q=13&BSD=uns
afe&BSC=gv_adult,moat_u
nsafe,gs_business&nu=1&i
b=08&dc=0&0b=0&0h=0&It
=0&ab=0&n=0&nm=1&sp=
0&pt=0

S 141.226.224.32

taboola.com

https://cds.taboola.com/?
uid=132395102C1767A231
DD853128176C25&_r=470
7621

== 201.191.210.154

img-prod-cms-rt-
microsoft-
com.akamaized.net
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Time

Dec 28, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Application Name Resource

http://ctldl.windowsupdat
e.com/msdownload/updat

Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
a943b9e7ffe0e348

| INTRA-10.149.143.70 (10.149.143.70) _~10:0:0:0:0:0:0:0
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Time

Dec 28, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

Dec 28, 2021 2:00:00 PM

Application Name Resource
110.7.15.24 £13139.45.197.236
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Time

Dec 28, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

Dec 28, 2021 2:00:00 PM

Application Name Resource
110.7.15.24 £13139.45.197.236
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Time

Dec 28, 2021 3:00:00 PM

Source

~110.7.15.24

Destination

Dec 28, 2021 2:00:00 PM

Application Name Resource
110.7.15.24 £13139.45.197.236
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Time

Dec 28, 2021 3:00:00 PM

Windows Update

Source

~110.7.15.24

&= 20.189.173.22

£l% 139.45.197.237

E=172.67.141.12

animeflv.id

E=| server-65-8-249-
59.mia3.r.cloudfront.net
(65.8.249.59)

Web Browsing

ad.foxitsoftware.com

Destination

Dec 28, 2021 2:00:00 PM

Acceso a Internet Report

Application Name

110.7.15.24

Resource

£l% 139.45.197.236

http://iphumiki.com/5/446
1926/?00=1

https://cdn.animeflv.id/co
ver/86-eighty-six.jpg

http://ad.foxitsoftware.co
m/adlog.php

http://ad.foxitsoftware.co
m/adserve.php
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Source

&= 104.18.5.195

Destination Application Name

https://cdnflv.net/server29/887fad050335db5
6dc66fa9068306161/ep.11635112758.163511

cdnflv.net 2761.full.m3u8?

mac=sEg/FXbc/jJYcnPzY]JxQ3U1F53MQjTi+R92/
3/NgSfA=&expiry=1640730822388

[E= ec2-54-87-124-

183.compute-

1.amazonaws.com foxitcloud.com

(54.87.124.183)

B

vip0x008.map2.ssl.hwcdn. | Windows 10 Update
net (209.197.3.8)

http://ctldl.windowsupdate.com/msdownloa...
http://ctldl.windowsupdate.com/msdownloa...

@5 52.183.220.149 Windows Update

&S jad23s23-in-
f195.1e100.net
(172.217.2.195)

gvt2.com

Gotomeeting

https://beacons3.gvt2.com/domainreliability/
upload-nel

https://www.gstatic.com/cv/js/sender/v1/cast_
sender.js?loadCastFramework=1

== INTER-201.191.210.171

Windows 10 Update
(201.191.210.171)

http://ctldl.windowsupdate.com/msdownloa...
http://ctldl.windowsupdate.com/msdownloa...

1% 139.45.197.239

inpage-push.com

https://inpage-push.com/400/4461932
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Source

Destination

Application Name Resource

E=151.101.6.114

prd.jwpltx.com

p.jwpcdn.com

https://prd.jwpltx.com/v1/jwplayeré/ping.gif?
h=14986235258&e=s&n=9096842387741559&
aid=GCCG&amp=0&at=1&c=-
1&ccp=0&cp=0&d=0&eb=0&ed=6&emi=6nw9
Tviynvzz&i=1&lid=3i64g3192jgj&Isa=read&mt
=0&pbd=1&pbr=1&pgi=6zfuv5131zz3&ph=1&
pid=aVr2l)gW&pii=0&pl=477&plc=1&pli=pj83q
gfggpay&pp=hlsjs&ppm=VOD&prc=1&ps=4&
pss=1&pt=Watch Ichiban Ushiro no Daimaou
Episode
1&pu=https://www2.jkanime.to/&pv=8.24.0&p
yC=1&s=0&sdk=0&stc=1&stpe=0&tv=3.36.1&v
b=1&vi=0.98&vI=23&wd=848&abm=1&bwe=6
433&cae=0&cct=0&cdid=myVideo&drm=0&ff
=3520&fsm=0&I=4&Ing=en-
US&mk=hIs&mu=https://cdnflv.net/server29/
887fad050335db56dc66fa9068306161/ep.116
35112758.1635112761.full.m3u8?
mac=sEg%2FFXbc%2FjJYcnPzY]xQ3U1F53MQ)j
Ti%2BR92% 2F3%2FNgSfA%3D&expiry=164073
0822388&pcp=0&pd=1&plng=en-
US&pni=0&pr=1&q=32&qcr=initial
choice&sbr=0&sp=08&strt=3530&tb=28.6&tt=0
&vd=14428vh=4808&Vvs=0&vw=8538&sa=164072
3917451

https://ssl.p.jwpcdn.com/player/v/8.24.0/jwps
rv.js

[B8 35.194.145.221 gcp.gvt2.com

https://e2cs01.gcp.gvt2.com/nel/

= 188.42.224.15
yshgqgjkxj.top

https://yshgqgjkxj.top/bundle.css?
aHROcHM6Ly9qb210aW5naS5uZXQvYXB1LnB
0cD96b251aWQINDQ30DkzMyZvZj0x

[E5 8.240.252.254
Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?
0cc3ba7a57864885
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Time

&= 104.21.83.54

Source Destination Application Name Resource

https://animeid.cc/streaming.php?
animeid.cc id=MT c4&title=Ichiban Ushiro no Daimaou
Episodio 1

&= 40.114.105.100

inference.location.live.net

B
1.80.190.35.bc.googleuser
content.com (35.190.80.1)

https://a.nel.cloudflare.com/report/v3?
s=ecOIll+BLMPbwvMKLuUZX5fOy8ka685FYfuQ)

nel.cloudflare.com tnbThOFPLPR1P5sQzXIQkOHC8ghXCJXKs6pBC
CijjoDI7unH27uldIsN5uC46ZhUSuicD/+Aua8Fc
z8T9PoD2MjATmM 1x9vSw=

[E5 184.105.214.144

https://startpage.foxitsoftware.com/page/rea
der?
id=mhXtg0/UvtUs&version=11.1&edition=Free
&language=en-
US&distID=0&token=5f8ad2b40b23612061b7e
51ef060ad7f

foxitsoftware.com

| INTRA-10.149.20.83
(10.149.20.83)

_~ | INTRA-10.149.20.84
(10.149.20.84)

= 52.96.97.146

E5 74.119.119.149

https://csm.us.criteo.net/all?
cppv=3&cpp=rIWgR40T7ScI9wUCK2e DIANcZO
XiCsutd4wlgLgDLEjNoGr3ngsmljf7E9aNhccbjJHR
MiT9pn-
0QcoxBdIxdU2kFIuQ7Mp7xhgfsOsgmO0Y kXxb5
03bTdGf]JIAlcdIHIMe ARjmV_FheuvSpY0OuySQc
6znClgmJRNHHgfjIKjLbrh2LfwUm1_Irgo77whg
tc4sGIWemWmpppFR618XypXsX6ccQ7fKu7gY
LPue MNsAgqeURp4RYX6bIOHsnu2_Qzs0dDQQ
HRgdCYOk]Dys&sds=2&rev=79924&sendBeac
on=true

us.criteo.net
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Time Source

= 52.185.211.133 Windows Update

Destination Application Name

| INTRA-10.149.20.81
(10.149.20.81)

_~|INTRA-10.149.20.82
(10.149.20.82)

E5 172.67.22.216
= offerimage.com

https://offerimage.com/www/images/9fcaca3
a12c1b9fd9e55a524a38c41a0.png

E= 72.21.91.29

Windows 10 Update

http://ocsp.digicert.com/MFEwTzBNMEswSTA
JBgUrDgMCGgUABBTBLOV27RVZ7LBduom/nY
B45SPUEWQUS5Z1ZMIJHWMys+ghUNoZ70rUE
TfACEA8UIIBgIGMZTIXHrHijQel=

https://denetsuk.com/80/wiki/

215 139.45.197.101 denetsuk.com
&5 mia09s22-in-

f10.1e100.net AppOutlook
(142.250.64.170)

==188.42.224.24
baufaich.com

https://baufaich.com/style.css?
aHROcHM6Ly9qb210aW5naS5uZXQvYXB1LnB
0cD96b251aWQINDQ2MTkyNyZvZjOx

[E=] 40.126.24.148 URL-Microsoft

E= 13.107.21.200

[E= vo-in-f188.1e100.net
(173.194.211.188)

&= 104.26.4.250
= animeid.to

https://animeid.to/streaming.php?
id=NTg4MTE=&title=86 - Eighty Six Episodio 9

B ec2-44-196-112-
57.compute-

1.amazonaws.com
(44.196.112.57)

cws.connectedpdf.com

https://cws.connectedpdf.com/2.0.0.0/Foxit
Reader/11.1.0.52543/en-US/cpdfApi.json

E=52.168.112.67 Windows Update
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Time

E= mia07s54-in-
f3.1e100.net (172.217.3.67)

Source

beacons.gcp.gvt2.com

Destination Application Name

https://beacons.gcp.gvt2.com/domainreliabili
ty/upload

[E e2a.google.com
(216.239.32.116)

I 113.69.239.73

Windows Update

B mia07s54-in-
f2.1€100.net (172.217.3.66)

&= 2104-122-48-
120.deploy.static.akamaite

chnologies.com
(104.122.48.120)

microsoft.net

https://cxcs.microsoft.net/api/settings/es-
MX/xml/settings-tipset?
release=20h1&sku=ProfessionalWorkstation&
platform=desktop

5 20.42.65.90

Windows Update

S vt-in-f188.1e100.net
(173.194.215.188)

B mia07s57-in-
f2.1e100.net
(142.250.64.226)

&= vh-in-f188.1e100.net
(74.125.26.188)

= 64.62.208.12

us-request.foxitservice.com

https://us-
request.foxitservice.com/addons/get_addons
.php?addon=Update
List&product=Reader&version=11.1&build=0.
52543&language=lang_en-
US&major=6&minor=2&codepage=1252&Em
bededLanguage=en-
US&platform=&AgentID=0&PackageType=en-
us

glE 139.45.197.238

agacelebir.com

https://agacelebir.com/4/4461927

= 104.21.8.53

jkanime.to

https://www2.jkanime.to/86-eighty-six/9/
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Time

== hosted-by.host-

palace.com
(103.194.169.190)

Source

movcloud.net

Destination

https://api.movcloud.net/vi/count/anime/es/
episode/58811

Application Name

Resource

_~ | INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 28, 2021 1:00:00 PM ~110.7.15.24 [E 52,183.220.149 Windows Update

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
4cbcd31ea2955394

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/release2/chrom
e_component/bdmuqe6jj
akmuss2brpwémciiy_123/
efniojlnjndmcbiieegkicad
noecjjef_123_all_gahtgyxw
dzyowy5tbbf3Iht52y.crx3

E= vw-in-f188.1e100.net (173.194.217.188)

E=52.185.211.133

Windows Update

[E5 20.42.65.85

Windows Update

# 13.78.111.198

Windows Update

Acceso a Internet Report

Dec 27,2021 12:00 AM

-Dec 31,2021 11:59 PM



Acceso a Internet

[ 80

Time Source Destination Application Name
Dec 28, 2021 1:00:00 PM 110.7.15.24 [E= 3184-28-22-

50.deploy.static.akamaitechnologies.com

(184.28.22.50) Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f46eb52648d05573

_~ | INTRA-10.129.21.36 (10.129.21.36)

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
632120336009dd96

S vu-in-f188.1e100.net (173.194.216.188)

&= a23-222-77-

80.deploy.static.akamaitechnologies.com
(23.222.77.80) Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
216086faa4e9756¢

[E=] 3-0003.a-msedge.net (204.79.197.203)
MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/AAeh0qC.svg

[E572.246.65.163

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?

e1be3a2b5d4b868b
| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 28, 2021 12:00:00 PM 110.7.15.24 [E= 52.183.220.149 Windows Update

| INTRA-10.149.20.85 (10.149.20.85)

&= https-208-111-136-0.fll.lInw.net

(208.111.136.0)
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Source Destination Application Name Resource

Dec 28, 2021 12:00:00 PM 110.7.15.24 &= https-208-111-136-0.fll.lInw.net http://ctldl.windowsupdat
(208.111.136.0) e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
370703c9833b3fd8

i==i INTER-201.191.210.171 (201.191.210.171) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
81dfe897db874437

E=13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
0dcc586022b448db

[E#552.185.211.133 Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

= 20.189.173.11 Windows Update

E= mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMgaOAP&size=invisible &
cb=xvcw2enq3w5v

Google reCAPTCHA

== 20.50.201.200 Windows Update

= ya-in-f188.1e100.net (108.177.12.188)
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Application Name

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
8f4418b284240c4a

Time Source Destination
Dec 28, 2021 12:00:00 PM 110.7.15.24 [E5 8.253.165.230
@5 20.42.73.25

Windows Update

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
1a6c0926b3c7a152

= https-208-111-136-128.fll.IInw.net
(208.111.136.128)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
462e30bd048ed74b

~~10:0:0:0:0:0:0:0

5 8.240.253.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?

eb02c54b7dc62779
_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 28, 2021 11:00:00 AM 110.7.15.24 i==i 201.191.210.155 http://ctldl.windowsupda...

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

= 52.183.220.149

Windows Update

E=5 mia09s20-in-f2.1€100.net (172.217.15.194)

Google Ads
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Time Source

Dec 28, 2021 11:00:00 AM ~110.7.15.24

Destination

| INTRA-10.129.21.42 (10.129.21.42)

Application Name

Resource

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google Search

=5 mia07s54-in-f3.1€100.net (172.217.3.67)

gvt2.com

beacons.gcp.gvt2.com

https://beacons.gvt2.com/
domainreliability/upload-
nel

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

| INTRA-10.149.20.83 (10.149.20.83)

== INTER-201.191.210.171 (201.191.210.171)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

= 74.119.119.149

us.criteo.net

https://csm.us.criteo.net/a
I?
cppv=3&cpp=rIWgqR40T7Sc
I9wWUCK2eDIANCZO-
XiCsutdwlgLgDLEjNoGr3ng
smljf7E9aNhccbjJHRMIT9p
n-
0QcoxBdIxdU2kFIuQ7Mp7
xhgfsOsgmOYkXxb503bTd
GfJlAlcdIHIMe ARjmV_Fh6u
vSpYOuySQc6znClgmJRNH
HgfjlKjLbrh2LfwUm1_Irgo7
7whgtc4sGIWemWmpppF
R618XypXsX6ccQ7fKu7gYL
PueMNsAge URp4RYX6bIO
Hsnu2_Qzs0dDQQHRqgdCY
OkJDys&sds=2&rev=79924
&sendBeacon=true

= 52.185.211.133

Windows Update

Acceso a Internet Report

Dec 27,2021 12:00 AM-Dec 31, 2021 11:59 PM



Acceso a Internet

Time

Dec 28, 2021 11:00:00 AM

Source

~110.7.15.24

Destination

= 74.119.119.147

Application Name

va.us.criteo.com

Resource

https://cat.va.us.criteo.co
m/m/delivery/lg.php?
cppv=3&cpp=WLczkeH2Tx
dKZ6Hoe5cCXcT42Ho67G
UOhtyyTKUEN3iewg_9tkaw
g-UshuY-QWOjjtrk-
Nrxot2LollWLeZRtOOrRfsY
a-
23H5uuK5VICvOWn7_9v2d
L_ltkwfekw7aZcsTr4D9oz)
p_2WOqHbiPd5u5nCBafn
CUdId5CJTUWWLIGY oFhxp
hiuNZbpmbUaylpPo8Qqri
PeVWDHTUDPMIPT6Hv69I
IsM-
7XdeofWJSON13Ds16g0jh
TrcdiSyn7ZBPxZfv5eElby1
9rxfclLImYOaUqz9e9vU-
00ed-
HaflRiUe7Z9C634ymBNNG
pheazQ7eVSEXXRCXY6zps
DiOS8AYpr6ni3a_r8pEBZe
|-
COliof_Is8yBjetloxRp1I1BnV
jdMlwkJneHLH8X1hFcfgyM
T3y18sotQ0opeHkO-
z840RqYNOj-
KySYC7rXFg9746e4xg

= 74.119.118.147

HTTP/2 over TLS

https://google.com/domai
nreliability/upload
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Time Source Destination Application Name Resource

Dec 28, 2021 11:00:00 AM ~110.7.15.24 E= 74.119.118.147 https://rtb.da.us.criteo.co
m/google/auction/notify?

profile=14&payload=UKHd
COKXWFQIMALilpOXAZAAA
da.us.criteo.com OtGKwSpMsVIEDIMy2Hqw
RXpsMd7eYOTzAAS&wp=Y
ctMOgACI-
wKInUEAAKf67elV7bd7EaS
WKLfng

E5 74.119.119.145
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Time Source

Dec 28, 2021 11:00:00 AM ~110.7.15.24

Destination

= 74.119.119.145

Application Name

us.criteo.com

Resource

https://ads.us.criteo.com/
delivery/r/afr.php?
z=YctMOgACI-
wKINnUEAAKf67elV7bd7EaS
WKLfng&u=| SIzXEjvzw2cl/
syt5c616VITZPVgP6gT 121
GYMr1WOE=| &c1=g|LBMx
GOcDMQGKFCkwwVVv5B
SIWIgWusjalhOie607KErhK
HrILQKQrXumyEY8F9UHU
7-
06VJPdJnE1TIpMCONIGYzD
i2wV6EzGaNhRVi040ASeM
Q_6XW_WL3_lai8JRdaOQM
UFZx9V-
JRNphwudfV2xWFm THjFYd
FXJoXZUa1HkocLy3e7TuPC
EfHQ65VfIUGeqtc_HInhTE
LZwWv Ct-
qicRMYc7yXHPOvVUMfxZBF
709_vZdH35bkBwRckM20
02n9fWYeqgKDhjaye 7AMcv
NOPYZk5KxUj3sKVnPSUET
3nDnBmwhmD8zz6bnM
m_Vps995o0icaicXTWIXDiS
-JisokDTIFboXZ5r800NvU-
xC51QfXIYmWijlpD1zgVj5z_
HvyEqVXrasl00xr4xu8ftk2S
DaSeoGdXmqvirdrbx9fu1l
1AiegmbDLhbagaxmqq1s
06BIfO76 QQUNOIN_b5-
HSRT09bxRSPtCuFE_1aZcS
qSoT3Xxikj20XFDcctd1am
yn&ct0=https://adclick.g.d
oubleclick.net/aclk?
sa=L&ai=CNgN4OkzLYeyvC

ToanAT A o D770 N
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Source Destination Application Name Resource

Dec 28, 2021 11:00:00 AM ~110.7.15.24 &= 74.119.119.145 E= 63.251.28.219

https://ads.stickyadstv.co

ads.stickyadstv.com
y m/user-matching?id=11
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Time Source Destination Application Name Resource

Dec 28, 2021 11:00:00 AM ~110.7.15.24 [E=] 323-204-157- https://px.moatads.com/pi
208.deploy.static.akamaitechnologies.com xel.gif?
(23.204.157.208) e=17&i=MEDIACOM_CR_U

BER_DCM_DISPLAY 1&hp=1
&ra=1&pxm=8&sgs=3&vb=-
1&kq=1.25&hq=0&hs=08&h
u=08&hr=08&ht=1&dnt=0&b
q=0&f=1&nh=1&j=https://
www.significadode.org&lp
=https://www.significadod
e.org&t=1640713280489&
de=593324088108&m=0&
ar=cc97a930ec1-
clean&iw=0fdb84c&q=3&c
b=0&ym=08&cu=164071328
0489&l1=3&Im=2&In=1&e
m=0&en=0&d=9849968:2
6698798:320833470:16176
5752&zMoatMarket=CR&z
MoatDV360_10=25017555
&zMoatDV360_CP=152931
81000&zMoatDV360_CR=3
93128577&zMoatDV360_P
UB=-
&zGSRC=1&gu=https://ww
w.significadode.org/&id=0
&ii=3&b0=4702163&bd=sig
nificadode.org&zMoatOri
gSlicer1=4702163&zMoatO
rigSlicer2=N/A&gw=media
comcruberdcmdisplay85
9787666280&fd=1&ac=1&
it=500&ti=0&ih=1&pe=0:-:-
:0:2169&jk=-1&jm=-
1&fs=1959268&na=1600040
369&cs=0

moatads.com
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Time

Dec 28, 2021 11:00:00 AM

Source Destination

~~110.7.15.24 [E=] 323-204-157-
208.deploy.static.akamaitechnologies.com
(23.204.157.208)

Application Name

z.moatads.com

Resource

https://z.moatads.com/me
diacomcruberdcmdisplay
859787666280/moatad.js

= 13.69.116.104

Windows Update

= mia09s26-in-f14.1e100.net
(142.250.189.142)

Google Analytics

https://www.google-
analytics.com/analytics.js

&S va-in-f188.1e100.net (74.125.31.188)

[E= 3-0001.a-msedge.net (204.79.197.200) Bing Maps

[E5172.217.2.198 https://s0.2mdn.net/98499
68/UBE_LA-
CR_DEL_EAT _17112021_Eat

s0.2mdn.net _Demands_Modo_Hambre

_sonreir_728x90_BNR_MO
B_728x90_Spa_BR_CNSD_N
A.gif

@S xx-fbocdn-shv-02-mia3.focdn.net

(157.240.14.19)

&= 13.107.21.200 Bing Maps

==20.50.201.195

Windows Update

= 74.119.119.131

static.criteo.net

https://static.criteo.net/fla
sh/icon/privacy_small.svg

mia07s57-in-f14.1e100.net (142.250.64.238)

google.com

https://google.com/domai
nreliability/upload

significadode.org

https://www.significadode.
org/desenergiza.htm

S
= 104.21.80.60
ES

mia07s61-in-f8.1e100.net (142.250.217.200)

googletagmanager.com

https://www.googletagma
nager.com/gtag/js?id=UA-
12196997-1

= 20.42.73.26

Windows Update
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Destination

Application Name Resource

Dec 28, 2021 11:00:00 AM ~110.7.15.24

&S 323-204-156-

181.deploy.static.akamaitechnologies.com Webex

(23.204.156.181)

[E= ue-in-f188.1e100.net (172.217.204.188)

[E5 mia09s26-in-f2.1e100.net https://pagead2.googlesyn
(142.250.189.130) Google Ads dication.com/pagead/js/ad

sbygoogle.jsclient=ca-
pub-2206479880675232

&5 v|-in-f188.1e100.net (74.125.141.188)

[E538.98.139.49

https://1f2e7.v.fwmrm.net
/ad/u?
_dv=2&dsp_user_mapping
=true&127719=2f3c52e87
85412823beeda51aecbbc
&rdU=https://ads.stickyads
tv.com/user-registering?
dataProviderld=1169&use
rid=#
{user.id}&159=CAESEIZhtu
dMt3cS63j30xQWphk&951
=6933365607745694047

v.fwmrm.net

_~ | INTRA-10.149.20.82 (10.149.20.82)

E552.109.12.63

Microsoft Services

&= 78.207.212.35.bc.googleusercontent.com
(35.212.207.78)

https://e2c51.gcp.gvt2.co

cp.gvt2.com
§P-8 m/nel/

[E5192.184.68.216

E=52.111.235.6

Microsoft Store

=S mia07s56-in-f2.1e100.net (142.250.64.194)

https://adservice.google.c
o.cr/adsid/integrator.js?
domain=www.significadod
e.org

google.co.cr
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Source

Destination

Application Name

Resource

Dec 28, 2021 11:00:00 AM

~110.7.15.24

&= vj-in-f188.1e100.net (74.125.134.188)

[E= 2184-26-134-
31.deploy.static.akamaitechnologies.com
(184.26.134.31)

s.moatpixel.com

https://mediacomglobalub
erdcm314152543953.s.mo
atpixel.com/pixel.gif?
m=1&iv=0&tuv=-
1&tet=0&fi=0&apd=0&ui=0
&uit=0&h=0&th=-1&s=-
1&ts=-1&bfa=-
1&d=significadode.org&L1
id=9849968&L2id=266987
98&L3id=320833470&L4id
=161765752&S1id=470216
3&S2id=significadode.org
&0rd=1640713280489&r=
593324088108 &t=meas&o
s=0&fi2=0&div1=0&ait=0&
zMoatDV360_AUC=%pauc
&zMoatMarket=CR&initSR
E=0.04443359375&initW=7
28&initH=90&mobile=0&b
edc=1&q=1&BSD=unsafe &
BSC=gv_adult,moat_unsaf
e,gs_business&nu=1&ib=0
&dc=0&0ob=080h=0&It=0&
ab=0&n=0&nNm=1&sp=0&p
t=0

S 52.109.124.125

wikipedia.firstpartyapps.o
aspapps.com

&S ec2-52-45-33-138.compute-

T.amazonaws.com (52.45.33.138)

Yahoo Analytics

https://ups.analytics.yahoo
.com/ups/58269/sync?
_origin=1&redir=true
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Time Source Destination Application Name Resource
Dec 28, 2021 11:00:00 AM 110.7.15.24 &5 8.253.165.230 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
ff1a807a6dd06bc6
E552.168.117.169 Windows Update
| INTRA-10.149.143.70 (10.149.143.70) -+ 10:0:0:0:0:0:0:0
Dec 28, 2021 10:00:00 AM 110.7.15.24 &= 52.183.220.149 Windows Update
= 13.69.116.104 Windows Update

_~ | INTRA-10.149.20.84
(10.149.20.84)

E552.185.211.133 Windows Update

| INTRA-10.149.20.81
(10.149.20.81)

= 40.126.24.149 URL-Microsoft

&= yn-in-f188.1e100.net
(173.194.210.188)

E=] 20.42.65.90 Windows Update

_~|INTRA-10.149.20.82
(10.149.20.82)

&= 20.42.72.131 Windows Update

&= vk-in-f188.1e100.net
(74.125.139.188)

E= 20.42.65.89 Windows Update
E= mia09s22-in-

f3.1e100.net AppOutlook
(142.250.64.163)

[E5 20.190.152.21 URL-Microsoft
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Time

&5 8.253.149.121

Source

Windows 10 Update

Destination

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/authrootstl.cab?
1df8d8da5123a031

S, 34.204.147.238

cws.connectedpdf.com

https://cws.connectedpdf.com/2.0.0.0/Foxit
PhantomPDF/10.1.0.37527/en-US/cpdfApi.json

== 201.191.210.153

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/authrootstl.cab?
f83150d5490fd1ef

&= 3-0003.a-msedge.net

https://assets.msn.com/weathermapdata/1/st

Application Name Resource

MSN-
(204.79.197.203) SN-web atic/svg/72/LightRainV3.svg
| INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 28, 2021 9:00:00 AM ~110.7.15.24 -~ 10:0:0:0:0:0:0:0

| INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

&= 52.185.211.133

Windows Update

S 52.183.220.149

Windows Update

[E=] jad23s23-in-f195.1e100.net (172.217.2.195)

https://www.gstatic.com/c
Gotomeeting hrome/config/plugins_3/pl
ugins_win.json

E=S INTRA-108.177.13.188 (108.177.13.188)

= 13.107.42.16

URLs_Skype_For_Business

== 13.69.109.131

Windows Update
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Time Source Destination

Dec 28, 2021 9:00:00 AM ~110.7.15.24 B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=t3yfdhleq7eb

| INTRA-10.129.21.36 (10.129.21.36)

[E5 20.42.65.89

Windows Update

[E5 8.253.149.121

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6e2befe2c9ec063a

&= 52.168.117.169

Windows Update

&= ug-in-f188.1e100.net (172.253.123.188)

== INTER-201.191.210.163 (201.191.210.163)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?

e1fa0947abc0874c
| INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 28, 2021 8:00:00 AM ~110.7.15.24 [#552.185.211.133 Windows Update

_~ | INTRA-10.149.20.83 (10.149.20.83)

E= mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

= 104.208.16.90

Windows Update
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Time Source Destination Application Name Resource

Dec 28, 2021 8:00:00 AM 110.7.15.24 £l£51.104.15.252 Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

E= 13.107.21.200 Bing Maps
&5 20.42.65.84 Windows Update
= 52.178.17.2 Windows Update
| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 28, 2021 7:00:00 AM 110.7.15.24 E552.185.211.133 Windows Update
| INTRA-10.129.21.42 (10.129.21.42)
| INTRA-10.149.20.83 (10.149.20.83)
&= 52.183.220.149 Windows Update
_~ |INTRA-10.149.20.82 (10.149.20.82)
[E=] INTRA-108.177.13.188 (108.177.13.188)
ES uf-in-f188.1e100.net (172.217.203.188)
E552.111.239.4 Office365-Delve
E= ud-in-f188.1e100.net (172.217.193.188)
{58 104.46.162.226 Windows Update
&= 104.208.16.90 Windows Update
=S ui-in-f188.1e100.net (142.250.97.188)
[ 013.69.239.74 Windows Update
E= 104.76.213.90 https://static.echocdn.co
EchoSign m/office365integration/ic
ons/as_96.png
_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0

(10.149.143.70)
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Source

Destination

Application Name

Resource

Dec 28, 2021 6:00:00 AM

~110.7.15.24

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

&5 52.183.220.149

Windows Update

1% 139.45.197.239

inpage-push.com

https://inpage-
push.com/801/

I 120.54.89.15

E552.185.211.133

Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

&= 20.189.173.5

Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

&= 20.189.173.3

Windows Update

&= vh-in-f188.1e100.net (74.125.26.188)

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbEC9RmM
zMqgaOAP&size=invisible &
cb=fkkvghvk9ok80

E= 323-61-56-
253.deploy.static.akamaitechnologies.com
(23.61.56.253)

cdn.onenote.net

&= 52.242.101.226

Windows Update

&= 20.190.152.21

URL-Microsoft
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Time Source Destination

Dec 28, 2021 6:00:00 AM ~110.7.15.24 &= 13.89.178.26

Application Name

Windows Update

Resource

&= ug-in-f188.1e100.net (172.253.123.188)

[ §13.69.239.74

Windows Update

&= 3-0003.a-msedge.net (204.79.197.203)

MSN-web

https://assets.msn.com/w
eathermapdata/1/static/sv
g/72/AAehR3S.svg

EE 104.22.33.172

offerimage.com

https://offerimage.com/w
ww/images/9fcaca3al2c1b
9fd9e55a524a38c41a0.pn

8

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 28, 2021 5:00:00 AM _~110.7.15.24 E=S mia07s54-in-f3.1e100.net (172.217.3.67)

gvt2.com

beacons.gcp.gvt2.com

https://beacons.gvt2.com/
domainreliability/upload

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

&5 52.183.220.149

Windows Update

E= mia07s56-in-f14.1e100.net
(142.250.64.206)

Gotomeeting

https://clients2.google.co
m/domainreliability/uploa
d-nel

= 52.185.211.133

Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

E= 13.107.21.200

Bing Maps

= 52.178.17.2

Windows Update

[E5 35.206.35.210

gcp.gvt2.com

https://e2c48.gcp.gvt2.co
m/nel/

5 20.189.173.12

Windows Update

| INTRA-10.129.21.36 (10.129.21.36)
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Time Source Destination Application Name

Dec 28, 2021 5:00:00 AM 110.7.15.24 5 20.189.173.14 Windows Update

Resource

&= vo-in-f188.1e100.net (173.194.211.188)

E=] 20.42.73.25 Windows Update

[E= e2a.google.com (216.239.32.116)

&S vy-in-f188.1e100.net (64.233.170.188)

&= 52.109.20.49

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 28, 2021 4:00:00 AM ~110.7.15.24 _~|INTRA-10.129.21.42 (10.129.21.42)

= uf-in-f188.1e100.net (172.217.203.188)

| INTRA-10.149.20.83 (10.149.20.83)

= 8.252.171.254

Windows 10 Update

http://3.tlu.dl.delivery.mp.
microsoft.com/filestreami
ngservice/files/8dea8123-
fd8f-492c-9c2d-
7cdfab740447?
P1=1640686909& P2=404&
P3=2&P4=HVoML4QmMBGN
iJUqyMjdNi/VJA4ZAAz)UbX
WUOfS2t4v09bXxtLREXpZB
9pCs89zacAYIgO1IWGtz/b
2v+CalyQ==

= INTRA-142.250.98.188 (142.250.98.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

_~ | INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 28, 2021 3:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)
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Source Destination Application Name Resource
Dec 28, 2021 3:00:00 AM ~~110.7.15.24 [E5 52.217.102.46 https://s3.amazonaws.com
/www-itopvpn-
A S3
mazon com?2/server_list/20211228
/pro_16531
| INTRA-10.149.20.84 (10.149.20.84)
[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-

update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.905f
16753e7bd38b0a170a2efe
8421f946eaea2d81356d05
edgedl.me.gvtl.com 25b266144a7aalab/1.59aff
0f13cd4575918f4b75baaa

67e9f081a282b2ddde4f91
8cbhcaf290a872e1/a0145af
a97915ed9fa639d1ce5d8

3bd9d3af8a26aa9198a098
d6e7918be47e0c.crxd

E=5 mia09s21-in-f3.1e100.net (142.250.64.131) AppOutlook

_~ | INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.82 (10.149.20.82)

= ya-in-f188.1e100.net (108.177.12.188)

E=S INTRA-108.177.13.188 (108.177.13.188)

E= vu-in-f188.1e100.net (173.194.216.188)

[#E5 40.126.24.82 URL-Microsoft
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Source Destination Application Name Resource

Dec 28, 2021 3:00:00 AM 110.7.15.24 E= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=i2wk4I8hh23lI

Google reCAPTCHA

Dec 28, 2021 2:00:00 AM _~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

&5 v|-in-f188.1€100.net (74.125.141.188)

E= 269-192-141-
96.deploy.static.akamaitechnologies.com
(69.192.141.96)

&= vn-in-f188.1e100.net (173.194.210.188)

CustomApp-
TraficoExcesivoMicrosoft

E= 13.107.42.16 URLs_Skype_For_Business
Dec 28, 2021 1:00:00 AM ~110.7.15.24 -~ |INTRA-10.149.20.84 (10.149.20.84)

&= 52.109.20.49

| INTRA-10.149.20.83 (10.149.20.83)

&5 vz-in-f188.1e100.net (108.177.11.188)

| INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.129.21.36 (10.129.21.36)

Dec 28, 2021 12:00:00 AM _~110.7.15.24 _~|INTRA-10.129.21.42 (10.129.21.42)

~~10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.83 (10.149.20.83)

E= ue-in-f188.1e100.net (172.217.204.188)
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Time Source

Dec 28, 2021 12:00:00 AM ~110.7.15.24

Destination

B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=gm71hbwxzbhc

Google reCAPTCHA

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 27, 2021 11:00:00 PM ~110.7.15.24

_~ | INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

E=] vx-in-f188.1e€100.net (173.194.218.188)

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

_~ | INTRA-10.149.20.81 (10.149.20.81)

S ui-in-f188.1e100.net (142.250.97.188)

E5 ua-in-f188.1e100.net (108.177.12.188)

&5 vy-in-f188.1e100.net (64.233.170.188)

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 27, 2021 10:00:00 PM _~110.7.15.24

_~ | INTRA-10.149.20.83 (10.149.20.83)

E= v|-in-f188.1e100.net (74.125.141.188)

E=5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

5 52.109.20.54

@S vh-in-f188.1e100.net (74.125.26.188)
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Time Source Destination Application Name Resource
Dec 27, 2021 10:00:00 PM - |INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0

(10.149.143.70)
Dec 27, 2021 9:00:00 PM 110.7.15.24 - 10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.83 (10.149.20.83)

E= uf-in-f188.1e100.net (172.217.203.188)

= vj-in-f188.1e100.net (74.125.134.188)

@S vz-in-f188.1e100.net (108.177.11.188)

[E552.109.20.54

| INTRA-10.149.20.81 (10.149.20.81)

E= vu-in-f188.1e100.net (173.194.216.188)

E=] s3-1.amazonaws.com (52.216.169.37)

Amazon S3

| INTRA-10.129.21.36 (10.129.21.36)

= mia09s20-in-f4.1e100.net (172.217.15.196)

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHMe6Ly9zdH)IYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECORmM
zMqaOAP&size=invisible &
cb=ghep78qlfrix

Google reCAPTCHA

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 27, 2021 8:00:00 PM _~110.7.15.24 _~|INTRA-10.129.21.42 (10.129.21.42)

E= vg-in-f188.1e100.net (173.194.212.188)

&= vx-in-f188.1e100.net (173.194.218.188)
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Time Source Destination

Dec 27, 2021 8:00:00 PM ~110.7.15.24 &= 2-0001.a-msedge.net (204.79.197.200)

Application Name

Resource

Bing Maps

E= 323-67-200-
172.deploy.static.akamaitechnologies.com
(23.67.200.172)

E= vn-in-f188.1e100.net (173.194.210.188)

_~ | INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.82 (10.149.20.82)

E5 40.126.24.148

URL-Microsoft

E5 13.107.42.16

URLs_Skype_For_Business

B mia09s20-in-f4.1€100.net (172.217.15.196)

HTTP/2 over TLS

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 27, 2021 7:00:00 PM _~110.7.15.24 [#5 8.253.165.248

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
baOc6c3927e6aba8

Windows Update

| INTRA-10.149.20.84 (10.149.20.84)

E= vw-in-f188.1e100.net (173.194.217.188)

&5 v|-in-f188.1e100.net (74.125.141.188)

&S vt-in-f188.1e100.net (173.194.215.188)

= 72.21.91.29

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+28SiPI7ZWEWVXDIQQUTI
UIBiV5uNu5g/6+rkS7QYXj
zkCEALNkXH7gCHpP+LZg4
NMUMA=

URL-PermitidosPol1113-
1155
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Time Source Destination

Dec 27, 2021 7:00:00 PM | INTRA-10.149.143.70

(10.149.143.70)

~~10:0:0:0:0:0:0:0

Application Name

Resource

Dec 27, 2021 6:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

E=52.185.211.133

Windows Update

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

&= 3184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
cd105a6e7aff850e

= 52.183.220.149

Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= 2184-28-22-
50.deploy.static.akamaitechnologies.com
(184.28.22.50)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
0681bf7f00958497

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM®6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=gfj9tj4qzk8v

&= ud-in-f188.1e100.net (172.217.193.188)
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Source Destination Application Name Resource

Dec 27, 2021 6:00:00 PM ~110.7.15.24 &5 8.253.149.120 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
e71f78dff231a687

= vo-in-f188.1e100.net (173.194.211.188)

= 170.72.231.10 Cisco Webex Teams
| INTRA-10.149.143.70 ~~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 27, 2021 5:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

[E= 13.107.4.50 http://ctldl.windowsupda...

Wind 10 Updat
Inaows paate http://ctldl.windowsupda...

@5 52.183.220.149 Windows Update

[E#552.185.211.133 Windows Update

_~|INTRA-10.129.21.42 (10.129.21.42)

E=72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
5fdcd3b18a844c7c
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Time Source

Dec 27, 2021 5:00:00 PM ~110.7.15.24

Destination

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

Application Name

edgedl.me.gvtl.com

Resource

http://edgedl.me.gvt1.co
m/edged|/delta-
update/kiabhabjdbkjdpjbp
igfodbdjmbglcoo/1.6a61c7
16037880fc68a201eab1b0
1b00a1a07f1f8c19ae552be
0b895843d07c9/1.de2d36
9d8966c0fc0c4abef79350
2e3a0e9d5e0d30c9dd1fca
168aa532f98703/de 16079
200905e6c684da030ae 3ff
837e9fe9aa317cfa04446e1
26584854c474.crxd

[E 2-0001.a-msedge.net (204.79.197.200)

Bing Maps

E= 2184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
7a66f971dcf69938

= 52.109.20.54

E= 372-246-64-
131.deploy.static.akamaitechnologies.com
(72.246.64.131)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
3621023fd05377ea

B a72-246-64-
233.deploy.static.akamaitechnologies.com
(72.246.64.233)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
49962c550c2e5c13
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Time Source Destination Application Name

&S 72-246-64-
232.deploy.static.akamaitechnologies.com
(72.246.64.232)

Dec 27, 2021 5:00:00 PM ~110.7.15.24

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
4fb9ae46b66bab40

E= 2184-28-22-
50.deploy.static.akamaitechnologies.com

(184.28.22.50) Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6ae27a8649d350cd

| INTRA-10.129.21.36 (10.129.21.36)

[E552.96.165.50

&= ug-in-f188.1e100.net (172.253.123.188)

&S vy-in-f188.1e100.net (64.233.170.188)

E= 40.126.24.81 URL-Microsoft

| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0

(10.149.143.70)

Dec 27, 2021 4:00:00 PM ~110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

&5 52.183.220.149 Windows Update

E552.185.211.133 Windows Update

5 8.253.165.249

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
7d5111ad9e4982c5

| INTRA-10.149.20.84 (10.149.20.84)
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Acceso a Internet 1108

Time Source Destination Application Name Resource

Dec 27, 2021 4:00:00 PM ~110.7.15.24 &= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
37c71a9a8be7ce60

_~ | INTRA-10.149.20.81 (10.149.20.81)

= vn-in-f188.1e100.net (173.194.210.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

[E5172.67.22.216 https://offerimage.com/w
ww/images/ef4105b4927e

fferimage.
offerimage.com bbc6c2f91a5792f3¢979.pn

g
B 372-246-64- http://ctldl.windowsupdat
178.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(72.246.64.178) Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
8ccb3fc926514d7d

&S vx-in-f188.1€100.net (173.194.218.188)
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Source Destination Application Name Resource

Dec 27, 2021 4:00:00 PM ~110.7.15.24 £l% 139.45.197.239 https://inpage-
push.com/500/4461932?
excludes=11299250&oaid
=17721fe7e55648758c638
6b262b1cb3a&lse=350678
250&fs=0&cf=0&sw=1536
&sh=960&sah=920&wx=0
&wy=0&ww=1536&wh=92

inpage-push.com 0&cw=1519&wiw=1536&w
ih=760&wfc=4&pl=https://
www?2.jkanime.to/strike-
the-blood-
iv/7/&drf=https://www2.jk
anime.to/strike-the-
blood-
iv/6/&np=1&pt=0&nb=1&n
g=1&ix=0&nw=1&tb=false

5 mia09s22-in-f10.1e100.net (142.250.64.170) | AppOutlook

= 923-213-224-
8.deploy.static.akamaitechnologies.com

(23.213.224.8)
| INTRA-10.149.143.70 ~~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 27, 2021 3:00:00 PM ~110.7.15.24 5 52.185.211.133 Windows Update

| INTRA-10.149.20.85 (10.149.20.85)

S a72-246-64-
168.deploy.static.akamaitechnologies.com Windows 10 Update
(72.246.64.168)

&S vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupda...
http://ctldl.windowsupda...

http://ctldl.windowsupda...

Wind 10 Updat
inaows paate http://ctldl.windowsupda...

| INTRA-10.149.20.83 (10.149.20.83)

&S uf-in-f188.1e100.net (172.217.203.188)
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Time Source Destination

Dec 27, 2021 3:00:00 PM ~110.7.15.24 = vw-in-f188.1e100.net (173.194.217.188)

Application Name Resource

&= 2184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
fOc5edba64c75892

Windows 10 Update

E= 13.107.4.50

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
c061717133fb9c10

Windows 10 Update

[E5 52.183.220.149

Windows Update

&S5 mia09s20-in-f4.1€100.net (172.217.15.196)

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDWO9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=5xb4ctozxmhd

Google reCAPTCHA

&5 vk-in-f188.1e100.net (74.125.139.188)

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 27, 2021 2:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

&= 52.185.211.133

Windows Update

E=S 2184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

http://ctldl.windowsupda...

Windows 10 Update http://ctldl.windowsupda...
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Time Source Destination

Dec 27, 2021 2:00:00 PM ~110.7.15.24 = 3184-28-22-

50.deploy.static.akamaitechnologies.com
(184.28.22.50)

Application Name Resource
http://ctldl.windowsupda...

Wind 10 Updat
ndows paate http://ctldl.windowsupda...

= 52.109.20.48

&5 v|-in-f188.1e100.net (74.125.141.188)

S 52.183.220.149

Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.82 (10.149.20.82)

[E5 vt-in-f188.1e100.net (173.194.215.188)

ES 13.107.21.200

Bing Maps

&= vh-in-f188.1e100.net (74.125.26.188)

5 52.168.112.66

Windows Update

&= https-208-111-136-128.fll.lInw.net
(208.111.136.128)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
85894c51527a69c¢8

Windows 10 Update

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
€65b97001bd7c449

Windows 10 Update

| INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 27, 2021 1:00:00 PM _~110.7.15.24 E=52.185.211.133

Windows Update

E= 2184-28-22-
24.deploy.static.akamaitechnologies.com
(184.28.22.24)

http://ctldl.windowsupda...

Wi 1
indows 10 Update http://ctldl.windowsupda...

&5 52.183.220.149

Windows Update
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Time Source Destination Application Name

Dec 27, 2021 1:00:00 PM ~110.7.15.24 = https-208-111-136-0.fll.IInw.net

(208.111.136.0)

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
33fb89e50e4e568b

_~|INTRA-10.129.21.42 (10.129.21.42)

[E= va-in-f188.1e100.net (74.125.31.188)

5 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
234c02c3bf8abd23

[E58.251.157.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
1dfebOb8ee6103b2

&5 INTRA-108.177.13.188 (108.177.13.188)

&= 3184-28-22-
50.deploy.static.akamaitechnologies.com

(184.28.22.50) Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
559da5a68277abbe

| INTRA-10.129.21.36 (10.129.21.36)

_~ | INTRA-10.149.143.70
(10.149.143.70)

~~10:0:0:0:0:0:0:0

Dec 27, 2021 12:00:00 PM _~110.7.15.24 [E5 52.183.220.149 Windows Update

= 40.125.122.151

Windows Update
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Acceso a Internet
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Time Source

Dec 27, 2021 12:00:00 PM ~110.7.15.24

Destination

&= 52.185.211.133

Application Name

Windows Update

Resource

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

_~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

[E=] 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvtl.co
m/edgedl|/delta-
update/Imelglejhemejgin
pboagddgdfbepgmp/1.9cf
35e00e593d586bb998394
de38eeeedh43465873cf04
9318c9cb203d490446/1.06
4c52d505e7d5a22bca8e8
51d02b936a156b68378fdf
3191f50838621a3b769/2df
10ad130fe398475721b477
bc643e18680836ec882a3f
4b6d7eab0b348626f.crxd

_~ | INTRA-10.149.20.85 (10.149.20.85)

= 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
923aaec4f100f5ch

_~ | INTRA-10.149.20.81 (10.149.20.81)

E= vn-in-f188.1e100.net (173.194.210.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)
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Time Source Destination

Dec 27, 2021 12:00:00 PM ~110.7.15.24 &S https-208-111-136-0.fll.IInw.net

(208.111.136.0)

Application Name Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
€946988e709f4chd

Windows 10 Update

E= 13.107.42.16

URLs_Skype_For_Business

E= 2184-28-22-
50.deploy.static.akamaitechnologies.com
(184.28.22.50)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
a47e13309b2ef844

Windows 10 Update

&5 vk-in-f188.1e100.net (74.125.139.188)

&S5 mia09s20-in-f4.1€100.net (172.217.15.196)

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqgaOAP&size=invisible &
cb=aqglogfhingay

Google reCAPTCHA

[E5 mia09s22-in-f3.1€100.net (142.250.64.163)

AppOutlook

&5 ua-in-f188.1e100.net (108.177.12.188)

EE https-208-111-136-128.fll.lInw.net
(208.111.136.128)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
fcade5ce806b6ad5

Windows 10 Update

& 20.190.152.19

URL-Microsoft

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0
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Acceso a Internet 1115

Time Source Destination Application Name Resource
Dec 27, 2021 11:00:00 AM _~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
[E= 52,183.220.149 Windows Update

| INTRA-10.149.20.84 (10.149.20.84)

i==i INTER-201.191.210.171 (201.191.210.171 : Wi
1 m 01.19 0 (201.19 0 ) s 19 Usdsie http://ctldl W!ndowsupda
http://ctldl.windowsupda...

[E#552.185.211.133 Windows Update

_~ | INTRA-10.149.20.85 (10.149.20.85)

E=13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
6f5d9446be92b4d6

E= idbrokertemp.webex.com (64.68.100.6) Webex

| INTRA-10.149.20.81 (10.149.20.81)

&= https-208-111-136-0.fll.lInw.net http://ctldl.windowsupdat
(208.111.136.0) e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
76db15cc970a9d84
&= 13.107.21.200 Bing Maps

[ES vh-in-f188.1e100.net (74.125.26.188)

E= ud-in-f188.1e100.net (172.217.193.188)

== 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1b6799f7cb434d9d9
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Source

Destination

Application Name

Resource

Dec 27, 2021 11:00:00 AM ~110.7.15.24

&= 2184-26-132-
146.deploy.static.akamaitechnologies.com
(184.26.132.146)

Webex

-~ 10:0:0:0:0:0:0:0

= 170.72.231.161

Cisco Webex Teams

== 201.191.210.153

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
dc447d20776b42ff

&5 vy-in-f188.1e100.net (64.233.170.188)

=] vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
08c19a0aab3dbae8

= 52.109.20.49

_~ | INTRA-10.149.143.70

(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Dec 27, 2021 10:00:00 AM _~110.7.15.24

[E552.185.211.133

Windows Update

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
3a1fb032c424c714

= 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
6f06fd3596f6e5f3
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Time Source Destination Application Name

Dec 27, 2021 10:00:00 AM 110.7.15.24 &= 20.42.65.89 Windows Update

Resource

&S 8.240.253.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
fbaff3f13bd5c621

E= 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7b6f8d90fbaelccd

[E= 52,183.220.149 Windows Update

&5 8.253.149.121

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
3874c02f8dd3e7f4

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?

b4615a71bfc937a2
| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 27, 2021 9:00:00 AM 110.7.15.24 - 10:0:0:0:0:0:0:0

E5 72.21.81.240
Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

[E 52,183.220.149 Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.129.21.42 (10.129.21.42)
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Time

Dec 27, 2021 9:00:00 AM

Source Destination

~110.7.15.24 == 201.191.210.155

Application Name

Windows 10 Update

Resource

http://ctldl.windowsupda...
http://ctldl.windowsupda...

_~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

&5 1ax31s06-in-f14.1e100.net
(172.217.165.206)

Gotomeeting

https://android.clients.goo
gle.com/checkin

&= 52.185.211.133

Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

= vn-in-f188.1e100.net (173.194.210.188)

| INTRA-10.129.21.36 (10.129.21.36)

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=9zfsslc81tzd

[E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

[E5 8.252.88.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f73102f8a737fb47

E= vr-in-f188.1e100.net (173.194.213.188)

E= mia07s54-in-f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad
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Acceso a Internet 1119

Source Destination Application Name Resource
Dec 27, 2021 9:00:00 AM ~110.7.15.24 i==i 201.191.210.154 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
086362bd19ce 1327
i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
€e92858197b39610
_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 27, 2021 8:00:00 AM ~110.7.15.24 E=52.185.211.133 Windows Update

_~ | INTRA-10.149.20.85 (10.149.20.85)

E= 8.252.171.254 http://ctldl.windowsupda...

Wi 1
indows 10 Update http://ctldl.windowsupda...

[E= 52,183.220.149 Windows Update

= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
ab37effd699d1586

E= 67.24.75.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
d1c5ac8d30d97afe

E= vw-in-f188.1e100.net (173.194.217.188)

#={ 20.189.173.7 Windows Update
&= 13.107.21.200 Bing Maps
[#E513.107.42.16 URLs_Skype_For_Business
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Time Source Destination Application Name Resource

Dec 27, 2021 8:00:00 AM ~110.7.15.24 = ui-in-f188.1e100.net (142.250.97.188)

&S vy-in-f188.1e100.net (64.233.170.188)

i==i INTER-201.191.210.163 (201.191.210.163) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
4b7d6b3b7f232dba
_~ |INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 27, 2021 7:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.84 (10.149.20.84)
| INTRA-10.149.20.83 (10.149.20.83)
E552.185.211.133 Windows Update
&= 52.109.20.48
&S va-in-f188.1e€100.net (74.125.31.188)
E= 40.126.24.146 URL-Microsoft
E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
[E5 52,183.220.149 Windows Update
== 52.178.17.2 Windows Update
_~ |INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 27, 2021 6:00:00 AM - 110.7.15.24 &= 52.183.220.149 Windows Update
== INTER-201.191.210.171 (201.191.210.171) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
011430e5ed893dc5

&5 vz-in-f188.1€100.net (108.177.11.188)

E552.185.211.133 Windows Update
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Time Source Destination Application Name

&= ua-in-f188.1e100.net (108.177.12.188)

Dec 27, 2021 6:00:00 AM ~110.7.15.24

Resource

&= vu-in-f188.1e100.net (173.194.216.188)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
4641249621c7792d

E5 mia09s20-in-f4.1e100.net (172.217.15.196)

Google reCAPTCHA

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECORmM
zMqaOAP&size=invisible &
cb=cwivdh9b6 1uj

_~ | INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Dec 27, 2021 5:00:00 AM ~110.7.15.24 5 52.183.220.149 Windows Update

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.82 (10.149.20.82)

_~|INTRA-10.129.21.42 (10.129.21.42)

E5 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
da7a193b30bfc7a6

_~ | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.81 (10.149.20.81)
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Time Source Destination Application Name Resource
Dec 27, 2021 5:00:00 AM 110.7.15.24 E=52.185.211.133 Windows Update
E= 20.189.173.2 Windows Update

&= INTRA-108.177.13.188 (108.177.13.188)

| INTRA-10.129.21.36 (10.129.21.36)

&S uf-in-f188.1e100.net (172.217.203.188)

&S vx-in-f188.1€100.net (173.194.218.188)

i==i 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
€09d0980518f5198
| INTRA-10.149.143.70 -~ 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 27, 2021 4:00:00 AM 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
[E552.109.20.48
- |INTRA-10.149.20.83 (10.149.20.83)
E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
&S INTRA-142.250.98.188 (142.250.98.188)
&= vn-in-f188.1e100.net (173.194.210.188)
&= ui-in-f188.1e100.net (142.250.97.188)
| INTRA-10.149.143.70 - 10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 27, 2021 3:00:00 AM _~110.7.15.24 _~ |INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.83 (10.149.20.83)

E= ud-in-f188.1e100.net (172.217.193.188)

&= s3-1.amazonaws.com (52.217.38.198) Amazon S3
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Time Source Destination Application Name Resource
Dec 27, 2021 3:00:00 AM 110.7.15.24 &= vr-in-f188.1€100.net (173.194.213.188)
| INTRA-10.149.20.82 (10.149.20.82)
&= ua-in-f188.1e100.net (108.177.12.188)
E= mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
[E55296.28.2
B mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsSUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
| APTCHA -
Google reC ¢ aHROcHM6Ly9zdH)IYW10Y
XBILMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECORmM
zMqgaOAP&size=invisible &
cb=j9frzujwi7r1
Dec 27, 2021 2:00:00 AM 110.7.15.24 - |INTRA-10.149.20.82 (10.149.20.82)

| INTRA-10.129.21.42 (10.129.21.42)

&5 va-in-f188.1e100.net (74.125.31.188)

[E552.109.20.47

[E 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/release2/chrom
e_component/n3ccl6rf22i
njg6g64g2ftelyq_7061/hfn
kpimlhhgieaddgfemjhofm
fblmnib_7061_all_acwsstg
wlyaav4e63daflie5v76q.cr
X3

[E= e c2-54-187-54-125.us-west-
2.compute.amazonaws.com (54.187.54.125)
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Time Source Destination

Dec 27, 2021 2:00:00 AM ~110.7.15.24 | INTRA-10.149.20.81 (10.149.20.81)

Application Name Resource

= 40.126.24.148

URL-Microsoft

E= 13.107.21.200

Bing Maps

E=] s3-1.amazonaws.com (52.216.204.213)

https://s3.amazonaws.com
/www-itopvpn-
com2/server_list/20211227
/pro_16446

Amazon S3

E= 13.107.42.16

URLs_Skype_For_Business

% 158.247.221.111.vultr.com
(158.247.221.111)

&= vj-in-f188.1e100.net (74.125.134.188)

| INTRA-10.149.143.70
(10.149.143.70)

-~ 10:0:0:0:0:0:0:0

Dec 27, 2021 1:00:00 AM ~110.7.15.24 = 72.21.91.29

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+28SiPI7ZWEWVXDIQQUTI
UIBiV5uNu5g/6+rkS7QYXj
zkCEAqvpsXKY8RRQe o0 74ff
HUxc=

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLQOV27RV
Z7L.Bduom/nYB45SPUEw
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA+nRyLFPYj
Dlie+x+dSjo=

URL-PermitidosPol1113-
1155

Windows 10 Update

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

B mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook
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Time Source Destination Application Name Resource

Dec 27, 2021 1:00:00 AM ~110.7.15.24 &S v|-in-f188.1e100.net (74.125.141.188)

&= a69-192-141-
96.deploy.static.akamaitechnologies.com
(69.192.141.96)

E= vz-in-f188.1€100.net (108.177.11.188)

CustomApp-
TraficoExcesivoMicrosoft

E=| yi-in-f188.1e100.net (142.250.97.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)

_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
Dec 27, 2021 12:00:00 AM ~110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E= vx-in-f188.1e€100.net (173.194.218.188)

= vn-in-f188.1e100.net (173.194.210.188)

[E552.96.183.226

E= mia09s20-in-f4.1e€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdHJIYW10Y
XBILmNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECORmM
zMqaOAP&size=invisible &
cb=4yr5jgeynféu

Google reCAPTCHA

_~|INTRA-10.149.143.70 _~10:0:0:0:0:0:0:0
(10.149.143.70)
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