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Acceso a Internet 2

Resultados
Time Source Destination Application Name Resource

Jan 7, 2022 11:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

&5 INTRA-142.250.98.188 (142.250.98.188)

E5 13.107.21.200 Bing Maps

E= ye-in-f188.1e100.net (172.217.204.188)

| INTRA-10.129.21.36 (10.129.21.36)

Jan 7, 2022 10:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.81 (10.149.20.81)

E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook

&= vh-in-f188.1e100.net (74.125.26.188)

&S vy-in-f188.1e100.net (64.233.170.188)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5c43c3ada2980c01

Jan 7, 2022 9:00:00 PM ~110.7.15.24 [#= va-in-f188.1e100.net (74.125.31.188)

&= vg-in-f188.1e100.net (173.194.212.188)

E= vn-in-f188.1e100.net (173.194.210.188)

Jan 7, 2022 8:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

E=| yi-in-f188.1e100.net (142.250.97.188)
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Time Source Destination Application Name Resource
Jan 7, 2022 8:00:00 PM -~ 110.7.15.24 [E= 13.107.21.200 Bing Maps

[E5 13.107.42.16 URLs_Skype_For_Business

[E=] 40.126.24.82 URL-Microsoft

&S vk-in-f188.1e100.net (74.125.139.188)

Jan 7, 2022 7:00:00 PM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.81 (10.149.20.81)

E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
af578e22f3f7cf1b

E= 13.107.5.91 https://www.xboxab.com/
ab?
gameid=AC70E74F8D1044C
5894D0DC261838A8D

xboxab.com

&5 v|-in-f188.1e100.net (74.125.141.188)

[+]66.110.49.6 Kaspersky Lab-update

5 52.185.211.133 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7b355751ef7¢9329

= INTRA-108.177.13.188 (108.177.13.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)

[E= vx-in-f188.1e€100.net (173.194.218.188)

B mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook
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Time Source Destination Application Name Resource
Jan 7, 2022 7:00:00 PM ~110.7.15.24 [ES] 323-213-224-
8.deploy.static.akamaitechnologies.com
(23.213.224.8)
== 201.191.210.155 office365
Jan 7, 2022 6:00:00 PM ~110.7.15.24 = 52.183.220.149 Windows Update
= 52.182.143.212
Windows Update
=5 52.185.211.133 Windows Update
= ug-in-f188.1e100.net (172.253.123.188)
[ES ue-in-f188.1e100.net (172.217.204.188)
Jan 7, 2022 5:00:00 PM 110.7.15.24 E=52.185.211.133 Windows Update

&= 52.242.101.226

Windows Update

&5 52.183.220.149

Windows Update

&S vz-in-f188.1€100.net (108.177.11.188)

&= vn-in-f188.1e100.net (173.194.210.188)

= 13.107.21.200

Bing Maps

&5 323-56-6-
35.deploy.static.akamaitechnologies.com
(23.56.6.35)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
0fe98f8ddeefd623

Windows 10 Update

= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
653a8283b5455b35

Windows 10 Update
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Source Destination Application Name Resource

Jan 7, 2022 5:00:00 PM ~110.7.15.24 B 8.252.168.126 http://au.download.windo
wsupdate.com/d/msdown
load/update/software/cru

Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f

85b.cab
Jan 7, 2022 4:00:00 PM ~~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
| INTRA-10.149.20.85 (10.149.20.85)
_~ |INTRA-10.149.20.84 (10.149.20.84)
E= 20.189.173.20
Windows Update
[ 72.21.81.240 http://au.download.windo

wsupdate.com/d/msdown
load/update/software/cru

Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab

&= 67.24.75.254 http://au.download.windo
wsupdate.com/d/msdown
load/update/software/cru

Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab

[E= 52,183.220.149 Windows Update

E552,185.211.133 Windows Update

_~ | INTRA-10.149.20.81 (10.149.20.81)

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM



Acceso a Internet

Source

Destination

Application Name Resource

Jan 7, 2022 4:00:00 PM ~110.7.15.24 [E= 223-56-6- http://au.download.windo
64.deploy.static.akamaitechnologies.com wsupdate.com/d/msdown
(23.56.6.64) load/update/software/cru

Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab

&= 8.253.184.120 http://ctldl.windowsupdat
e.com/msdownload/updat

Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
1d431d908299890f

[#5 8.251.157.126 http://au.download.windo
wsupdate.com/d/msdown
load/update/software/cru

Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab

E= uf-in-f188.1e100.net (172.217.203.188)

= mia09s21-in-f3.1100.net (142.250.64.131) AppOutlook

= vy-in-f188.1e100.net (64.233.170.188)

E= 3184-26-132-

12.deploy.static.akamaitechnologies.com

(184.26.132.12)

[E5 40.126.24.81 URL-Microsoft
Jan 7, 2022 3:00:00 PM ~110.7.15.24 E= 52.183.220.149 Windows Update

&= 52.185.211.133

Windows Update

[E= va-in-f188.1e100.net (74.125.31.188)
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Time Source Destination Application Name Resource

Jan 7, 2022 3:00:00 PM ~110.7.15.24 [E 8.252.16.254 http://au.download.windo
wsupdate.com/d/msdown
load/update/software/cru
Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab

ES
a56427641defed861.awsglobalaccelerator.co | itopvpn.com
m (76.223.44.67)

E= 67.24.75.254 http://au.download.windo
wsupdate.com/d/msdown
load/update/software/cru
Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab

[E= 13.107.4.50 http://au.download.windo
wsupdate.com/d/msdown
load/update/software/cru
Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab

E= 8.253.184.121 http://au.download.windo
wsupdate.com/d/msdown
load/update/software/cru
Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab

https://api.itopvpn.com/vp
n/getVpnToken

£13 62.67.238.151

@5 13.107.4.52 http://www.msftconnectte

Microsoft NCSI
st.com/connecttest.txt
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Source Destination Application Name Resource

Jan 7, 2022 3:00:00 PM ~110.7.15.24 &= INTRA-108.177.13.188 (108.177.13.188)

| INTRA-DNSO001 (10.129.20.21)

| INTRA-10.129.21.36 (10.129.21.36)

E552.96.165.194 http://go.microsoft.com/f
wlink/?
LinkID=252669&clcid=0x4
09

OneDrive-ICE

&= vz-in-f188.1€100.net (108.177.11.188)

[E= 8.252.88.126 http://au.download.windo
wsupdate.com/d/msdown
load/update/software/cru

Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f

85b.cab
&= vo-in-f188.1e100.net (173.194.211.188)
@5 323-56-6- http://au.download.windo
35.deploy.static.akamaitechnologies.com wsupdate.com/d/msdown
(23.56.6.35) load/update/software/cru
Windows 10 Update p/2021/12/project-x-

none_862e13766ca598b2
016585dd3ch521b254d5f

85b.cab
[ 323-56-6- http://au.download.windo
27.deploy.static.akamaitechnologies.com wsupdate.com/d/msdown
(23.56.6.27) load/update/software/cru
Windows 10 Update p/2021/12/project-x-

none_862e13766ca598b2
016585dd3cb521b254d5f
85b.cab
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Source Destination Application Name Resource

Jan 7, 2022 3:00:00 PM ~110.7.15.24 E= 8.252.53.126 http://au.download.windo
wsupdate.com/d/msdown
load/update/software/cru

Windows 10 Update p/2021/12/project-x-
none_862e13766ca598b2
016585dd3cb521b254d5f

85b.cab
Jan 7, 2022 2:00:00 PM _~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
~~10:0:0:0:0:0:0:0
| INTRA-10.149.20.85 (10.149.20.85)
£15139.45.197.237 http://iphumiki.com/5/446
1926/700=1
offfurreton.com https://offfurreton.com/40
' 0/3395407
85 222.234.227.35.bc.googleusercontent.com
(35.227.234.222) http://35.227.234.222/3/PU
Web Browsing _LATAM_PA_SB_MB?

source=4444031&geo=CR

http://35.227.234.222/3/PU
35.227.234.222 _LATAM_PA_SB_MB?
source=4444031&geo=CR

[E5 152.195.50.205
http://update.itopvpn.com

Web Browsing /infofiles/screenshot1/upd
ate.upt
http://update.itopvpn.com

itopvpn.com /infofiles/screenshot1/upd
ate.upt

_~ | INTRA-10.149.20.84 (10.149.20.84)

_~ | INTRA-10.149.20.86 (10.149.20.86)
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[10

Time

Jan 7, 2022 2:00:00 PM

Source

~110.7.15.24

Destination

| INTRA-10.149.20.81 (10.149.20.81)

Application Name Resource

= 52.185.211.133

http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/1

84d2264-a126-4c54-9cea-

6da78eae596a?

Windows Update P1=1642190721&P2=404&

P3=2&P4=TgxMUm+xTxm
wuNeplggtu2c5PLXIY3Idk]
bG/eXOqgKs/sDnqlOOLrido
aF5+xzhjoeTJO5SUYXxCVvy
AQdH+NTQ==

B mia09s20-in-f4.1€100.net (172.217.15.196)

https://www.google.com/r
ecaptcha/api.js?

Google reCAPTCHA render=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs

& 13.107.4.50

http://ctldl.windowsupda...
Windows 10 Update http://ctldl.windowsupda...
http://ctldl.windowsupda...

&3 139.45.197.236

http://dooloust.net/5/3765
555/?00=1&aab=1

https://dooloust.net/5/376

dooloust.net
Y 5555/200=1&aab=1

&S 323-56-6-
35.deploy.static.akamaitechnologies.com
(23.56.6.35)

http://au.download.windo..
Windows 10 Update http://ctldl.windowsupda...
http://ctldl.windowsupda...

= 20.42.65.90

Windows Update

= 52.182.143.212
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Acceso a Internet

[11

Time Source Destination

Jan 7, 2022 2:00:00 PM ~110.7.15.24 £l55.226.176.16

Application Name

bet365.com

Resource

https://www.bet365.com/
olp/open-account?
affiliate=365_00968900

| INTRA-10.129.21.42 (10.129.21.42)

== mc.yandex.ru (93.158.134.119)

Yandex-multimedia

Yandex

https://mc.yandex.ru/watc
h/61426822?
wmode=7&page-
url=https://streamtape.co
m/e/MzZZKzzLVrCm30V/
&page-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy6303j:fp:3459:fu:0:
en:utf-8:la:es-
ES:v:722:cn:1:dp:0:1s:62155
8636235:hid:177986997:z:
360:i:20220107142119:et:1
641586880:c:1:rn:2942808
0:rgqn:456:u:162897775810
63843397:w:848x468:5:153
6x960x24:sk:1.25:ifr:1:cpf:
1:ntf:1:ns:1641586874700:
ds:314,316,212,120,5,0,,237
3,1,,,,3335:dsn:314,316,212,
120,5,0,,2265,1,,,,3335:wv:2
:c0:0:rgnl:1:st:1641586880
:t:Streamtape.com&t=gdp
r(14)aw(1)ti(2)

https://mc.yandex.ru/met
rika/tag.js

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet 112

Time Source Destination Application Name Resource
an 7, 2022 2:00:00 PM 10.7.15.24 E= 172.64.136.6 https://streamtape.com/g..
J — = streamtape.com b b &
https://streamtape.com/e..
=5 104.18.4.195 https://cdnflv.net/server1

7/5725ab0c8239f65f4e7e9
fc5c23043e3/ep.61635111
215.1635111219.full.m3u8
cdnflv.net ?
mac=xOn1VkXQyk3Q6BX3
BLILQw644gMBy9kqyd+u
fpPiJD0=&expiry=1641594
105046

ES mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gvt2.com/
gvt2.com domainreliability/upload-
nel

https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad

[l §20.54.89.106 http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/1

84d2264-a126-4c54-9cea-
6da78eae596a?

Windows Update P1=1642190721&P2=404&

P3=2&P4=TgxMUm+xTxm
wuNeplggtu2c5PLXIY3Idk]
bG/eXOqgKs/sDnqlOOLrido
aF5+xzhjoeTJO5SUYXxCVvy
AQdH+NTQ==

&= https-208-111-136-0.fll.lInw.net

(208.111.136.0) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
6724f627ff4165e4
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Time Source Destination Application Name Resource

Jan 7, 2022 2:00:00 PM ~110.7.15.24 £I% 139.45.197.239

https://inpage-
push.com/400/4461932

= 188.42.224.24 http://baufaich.com/bundl
e.css?
aHROcHM6Ly9qb210aW5n
aS5uZXQvYXB1LnBocD96
b251aWQINDQ2MTkyNyZv
Zjox

[ §147.135.221.118 https://2475154806.tapeco
ntent.net/radosgw/MzZZK
zzLVrCm30V/EAZ_JnR1KOf
QBRDbR493J-
LhQe1nITL4891QIAVIBuUJS
U7PLU7tlcIs37XWL8vap9ft
yo3IECNWUh3TSRhQvZUS
Dv5f5h979-
Oyy8A6liihxeomYm-
tapecontent.net STmjuUOhj4kA8SwnMVuY
mj705jXPvd2qddDMF560z
2fneNDHZNt6 hRUEMW1F6
OLxDmHmMI0f4CTtUtyFSog
geQCBeTBvz7XCHI1Qoi7P
AMMerlWPmN3ShOvcnlIVc
ZWzOT]JsH-
8uoy6bzlhcy74WZ9LtQR3
SzRFt6/63_5.mp4?
stream=1

inpage-push.com

[+038.99.185.115
Kaspersky Lab-update

5 52.242.97.97

E=151.101.6.114 https://ssl.p.jwpcdn.com/p

p-jwpcdn.com layer/v/8.24.0/jwpsrv.js
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Time Source Destination Application Name Resource

Jan 7, 2022 2:00:00 PM 110.7.15.24 5 151.101.6.114 https://prd.jwpltx.com/v1/j
wplayer6/ping.gif?h=-
949067204&e=s&n=64216
16325415387&aid=GCCG&
amp=0&at=1&c=-
1&ccp=0&cp=0&d=0&eb=
0&ed=6&emi=1gdhwq312
c8r&i=1&lid=18k7dcdfy4s
d&lsa=read&mt=0&pbd=1
&pbr=1&pgi=174ukn31I7v
b&ph=1&pid=aVr2|JgW&pii
=0&pl=477&plc=1&pli=1cz
v5kb1cpwi&pp=hlsjs&pp
m=VOD&prc=1&ps=4&pss
=1&pt=Watch Sora no
Otoshimono Episode
6&pu=https://www?2.jkani
me.to/&pv=8.24.0&pyc=1
HTTP/2 over TLS &s=08&sdk=0&stc=1&stpe=
08&tv=3.37.0&vb=1&Vvi=0.98
&vI=90&wd=848&abm=1&
bwe=1634&cae=0&cct=08&
cdid=myVideo&drm=0&ff
=3260&fsm=0&I=4&Ing=en
US&mk=hls&mu=https://c
dnflv.net/server17/5725ab
0c8239f65f4e7e9fc5c2304
3e3/ep.61635111215.1635
111219.full.m3u8?
mac=x0n1VkXQyk3Q6BX3
BLILQW644gMBy9kqyd%
2BufpPijD0%3D&expiry=1
641594105046 &pcp=0&pd
=1&plng=en-
US&pni=0&pr=1&q=32&qc

TN
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[15

Time

Jan 7, 2022 2:00:00 PM

Source

110.7.15.24

Destination

= 151.101.6.114

Application Name Resource

&= 47.246.110.42

mmstat.com
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Time Source Destination Application Name Resource

Jan 7, 2022 2:00:00 PM ~110.7.15.24 E= 151.101.6.114 = INTRA-108.177.13.188
(108.177.13.188)

= ©2.38.139.224

1 142.93.212.121

E= https-208-111-136-128.fll.IInw.net http://ctldl.windowsupdat
(208.111.136.128) e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8a92662e40496dd9

= 5.189.223.73

[E5.188.0.176

[E55.188.0.177

[E5.188.0.178

E1 130.117.190.228

= 5.188.0.179

[+l 155.138.159.23

[E55.188.0.91

[E538.95.109.78

=-92.38.171.24

= 104.149.148.126

[E5 92.38.148.26

i==i 103.13.31.54

5 147.182.190.81

= INTER-38.113.165.101 (38.113.165.101)

= 213.156.142.57

# 5.180.76.21
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Source Destination Application Name Resource
Jan 7, 2022 2:00:00 PM 110.7.15.24 ES mia09s26-in-f14.1e100.net . https://www.google-
Google Analytics . o
(142.250.189.142) analytics.com/analytics.js

&3 18.130.173.254

= 92.38.171.121

&= 8.253.184.121 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
814a7a5c9f213ffc

= mia09s26-in-f17.1e100.net https://csp.withgoogle.co
(142.250.189.145) csp.withgoogle.com m/csp/report-to/static-on-
bigtable

= 66.187.4.92

&= 107.181.187.73

E=111.90.143.73

gl 139.45.195.8 https://my.rtmark.net/img
.gif?
rtmark.net f=merge&userld=361899d
6310f4710a92711f91e4784
4a

[E= 173.194.215.156 https://stats.g.doubleclick.
net/j/collect?
t=dc&aip=1&_r=3&v=18&_v
=j96&tid=UA-17640202-
1&cid=643422132.1601928
625&|id=826905390&gjid=
1334282382&_gid=853826
641.1641586909& _u=aCD
AAEIIAAAAAC~&z=6493416
17

Google Ads
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Time Source Destination Application Name Resource

Jan 7, 2022 2:00:00 PM -~ 110.7.15.24 [E5 72.21.81.200 http://msedge.b.tlu.dl.deli
very.mp.microsoft.com/fil
estreamingservice/files/1
84d2264-a126-4c54-9cea-
6da78eae596a?

Windows Update P1=1642190721&P2=404&
P3=2&P4=TqxMUm+xTxm
wuNeplggtu2c5PLXIY3Idk]
bG/eXOqgKs/sDnqlOOLrido
aF5+xzhjoeTJO5SUYXCVvy

AQdH+NTQ==
= 41.223.53.18
[ 1135.125.237.222
E5 152.195.19.156 http://update.iobit.com/in

update.iobit.com fofiles/db/v8/db8_free.upt

[+066.110.49.116

| 92.38.152.9

E=172.67.147.58 L https://www.promisejs.org
promisejs.org ) . .
/polyfills/promise-6.1.0.js

E=66.187.5.211

&= e2a.google.com (216.239.32.116)

£1251.75.160.196

1 141.95.1.155

21%195.206.165.140

B3 139.99.236.139

= 66.187.5.209

= 66.187.5.207

= 66.187.5.208
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Time Source Destination Application Name Resource
Jan 7, 2022 2:00:00 PM ~110.7.15.24 [E=] 23.222.77.243 https://static.echocdn.co
EchoSign m/office365integration/ic
ons/as_96.png
E5 104.21.8.53 https://www?2.jkanime.to/s
= jkanime.to P J

ora-no-otoshimono/5/

[ §51.195.235.180

== hosted-by.host-palace.com https://api.movcloud.net/v

(103.194.169.190) movcloud.net 1/count/anime/es/episode
/35944

&5 3-0001.a-msedge.net (204.79.197.200) Bing Maps

[ 134.245.126.31

i 45.89.245.235

| DMZS-172.16.1.66 (172.16.1.66)

E= 23.202.110.214 https://es.aliexpress.com/
wholesale?
SearchText=Thinkdiag
AliExpress OBD2 Scanner
Bluetooth&d=y&origin=y
&catld=0&initiative_id=SB_

20210914130055
92.223.30.101
E= 216.238.75.218
[E= 104.21.235.148 https://thumb.tapeconten
tapecontent.net t.net/thumb/MzZZKzzLVr
P ' Cm30V/dLAZBAI3XpUQzx.
irg

E= 137.184.40.197

[ 151.68.228.174

Ef& 37.235.49.103
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Time

Jan 7, 2022 2:00:00 PM

Source

~110.7.15.24

Destination

154.16.57.220

Application Name

Resource

[ §51.195.202.129

B 13.107.42.16

URLs_Skype_For_Business

3.71.52.212

= redebrasil13.access.ly (45.148.31.208)

=8 51.79.165.231

I 1192.71.249.43

Jan 7, 2022 6:00:00 AM

_~110.7.15.24

~~10:0:0:0:0:0:0:0

S 23.209.38.218

Windows 10 Update

&5 52.183.220.149

Windows Update

Jan 6, 2022 6:00:00 PM

_~110.7.15.24

[E552.185.211.133

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
a006045c6ccf70ba

Acceso a Internet Report
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|21

Time

&S 8.240.252.254

Source

Windows 10 Update

Destination

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts

tl.cab?a4bcad22ec458b3e

= 23.46.200.36

c.go-mpulse.net

https://c.go-mpulse.net/api/config.json?
key=QNAFN-M5G8E-MTGE9-MRVZ4-
ECB7Z&d=es.aliexpress.com&t=5471717&v=1.
720.0&if=&sI=0&si=87bb689b-216b-44c6-

914f-e0274018c301-

r5au9q&bcn=//173bf110.akstat.io/&plugins=A
K,ConfigOverride,Continuity,PageParams,IFra
meDelay,AutoXHR,SPA,History,Angular,Backb
one,Ember,RT,CrossDomain,BW,PaintTiming,
NavigationTiming,ResourceTiming,Memory,C
ACHE_RELOAD,Errors,TPAnalytics,UserTiming,
Akamai,Early,EventTiming,LOGN&acao=&ak.a

i=604588

&= 35.170.217.159

| INTRA-DNSO001
(10.129.20.21)

B
vip0x008.map2.ssl.hwcdn.
net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/pinrulesstl.cab?

74c6b65907491d1b

Application Name

Resource

Jan 6, 2022 5:00:00 PM

_~110.7.15.24

[E552.185.211.133

Windows Update

[E5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

5 23.56.6.41

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
5f3bdc4e8493727b
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Time Source Destination Application Name Resource
Jan 6, 2022 5:00:00 PM ~110.7.15.24 [ES 23.56.6.73 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
53794c91d9f0b636
@5 52.183.220.149 Windows Update
&= vn-in-f188.1e100.net (173.194.210.188)
| INTRA-10.149.20.82 (10.149.20.82)
E= ui-in-f188.1e100.net (142.250.97.188)
&= 23.209.36.208 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
9716416af8775a34
[E= 13.107.21.200 Bing Maps
&S vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
1e28ef7d98e6425a
Jan 6, 2022 4:00:00 PM 110.7.15.24 E= 52.183.220.149 Windows Update

[E= mia07s57-in-f14.1e100.net (142.250.64.238)

https://google.com/domai

google.com nreliability/upload

https://google.com/domai

HTTP/2 TLS
over nreliability/upload

&5 323-56-6-
27.deploy.static.akamaitechnologies.com
(23.56.6.27)

http://ctldl.windowsupda...

Wind 10 Updat
inaows paate http://ctldl.windowsupda...

| INTRA-10.149.20.83 (10.149.20.83)

&5 INTRA-142.250.98.188 (142.250.98.188)
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Time Source Destination Application Name Resource
Jan 6, 2022 4:00:00 PM ~110.7.15.24 [#E5 20.189.173.13 Windows Update
5 52.182.141.63 Windows Update
E= mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r

ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
Google reCAPTCHA aHROcHM®6Ly9zdHJIYW10Y
XBILMNvbToONDM.&hl=es
&v=-
FJgYf1d3dZ_QPcZP7bd85h
c&size=invisible&cb=0i2b
ze8zqt5y

| INTRA-10.129.21.36 (10.129.21.36)
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Source

Destination

Application Name

Resource

Jan 6, 2022 4:00:00 PM

~110.7.15.24

&= 184.26.132.185

c.go-mpulse.net

https://c.go-
mpulse.net/api/config.jso
n?key=QNAFN-M5GS8E-
MTGE9-MRVZ4-
ECB7Z&d=es.aliexpress.co
m&t=5471689&v=1.720.0&
if=&sl=08&si=87bb689b-
216b-44c6-914f-
€0274018c301-
r5au9q&bcn=//173bf110.a
kstat.io/&plugins=AK,Confi
gOverride,Continuity,Page
Params,IFrameDelay,Auto
XHR,SPA,History,Angular,B
ackbone,Ember,RT,CrossD
omain,BW,PaintTiming,Na
vigationTiming,ResourceT
iming,Memory,CACHE_REL
OAD,Errors, TPAnalytics,Us
erTiming,Akamai,Early,Eve
ntTiming,LOGN&acao=&a
k.ai=604588

&= vx-in-f188.1e100.net (173.194.218.188)

@S vz-in-f188.1e100.net (108.177.11.188)

E5 mia07s54-in-f3.1€100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad-nel

E552.168.117.169

Windows Update

E= 2184-26-132-
12.deploy.static.akamaitechnologies.com
(184.26.132.12)

Jan 6, 2022 3:00:00 PM

~110.7.15.24

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)
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Time Source Destination Application Name Resource
Jan 6, 2022 3:00:00 PM -~ 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
E552.185.211.133 Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

[E552.152.108.96

E= 223-56-6- )

) ) ) Windows 10 Update http://ctldl.windowsupda...
35.deploy.static.akamaitechnologies.com p http://ctldl.windowsupda...
(23.56.6.35)
= 923-56-6- )

. ) ) Windows 10 Update http://ctldl.windowsupda...
27.deploy.static.akamaitechnologies.com p http://ctidl.windowsupda...
(23.56.6.27)

= 52.96.184.18

= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
97ce5aecf5ad118d
&5 52.183.220.149 Windows Update

| INTRA-10.149.20.82 (10.149.20.82)

&= https-208-111-136-0.fll.lInw.net http://ctldl.windowsupdat
(208.111.136.0) e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
c853a03ca578f406

ES vt-in-f188.1e€100.net (173.194.215.188)

5 mia09s21-in-f10.1e100.net (142.250.64.138) | AppOutlook

_~ | INTRA-DNSO001 (10.129.20.21)

[#E513.107.42.16 URLs_Skype_For_Business

&= vj-in-f188.1e100.net (74.125.134.188)
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Time Source Destination Application Name Resource
Jan 6, 2022 3:00:00 PM 110.7.15.24 [E5 104.208.16.90 Windows Update
E= vr-in-f188.1e100.net (173.194.213.188)
E=52.168.112.66 Windows Update
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
f981e70b9d69f7b6
= 20.44.10.122 Windows Update
Jan 6, 2022 2:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
12779380200cfc62

Windows 10 Update

E= vI-in-f188.1e100.net (74.125.141.188)

[E=] 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

http://edgedl.me.gvt1.co
m/edgedl|/release2/chrom
e_component/acvecb6tysfv
s2g6g7dIxftaxeika_132/efn
iojlnjndmcbiieegkicadnoe
cjjef_132_all_acjhz72ahf2m
hn5pkbpaxitjcstq.crx3

edgedl.me.gvtl.com

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

= 52.183.220.149

Windows Update

&= 52.185.211.133

Windows Update

&= 20.189.173.6

Windows Update
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Time Source Destination Application Name Resource

Jan 6, 2022 2:00:00 PM ~110.7.15.24 = 72.21.91.29 http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Windows 10 Update Z7LBduom/nYB45SPUEw
QUS5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UII8EIGmM
ZT9XHrHijQel=

E= 13.107.4.52 http://www.msftconnectte

Microsoft NCSI
st.com/connecttest.txt

= 52.178.17.2 Windows Update

ES mia09s20-in-f4.1€100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
Google reCAPTCHA aHROcHM6Ly9zdHJIYW10Y
XBILmMNvbToONDM.&hl=es
&v=-
FlgYf1d3dZ_QPcZP7bd85h
c&size=invisible &cb=024yi
pga3eed

&S vk-in-f188.1€100.net (74.125.139.188)
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Time Source

Jan 6, 2022 2:00:00 PM ~110.7.15.24

Destination

= 104.69.134.183

Application Name

c.go-mpulse.net

Resource

https://c.go-
mpulse.net/api/config.jso
n?key=QNAFN-M5GS8E-
MTGE9-MRVZ4-
ECB7Z&d=es.aliexpress.co
m&t=5471673&v=1.720.0&
if=&sl=08&si=87bb689b-
216b-44c6-914f-
€0274018c301-
r5au9q&bcn=//68794911.
akstat.io/&plugins=AK,Con
figOverride,Continuity,Pag
eParams,IFrameDelay,Aut
oXHR,SPA,History,Angular,
Backbone,Ember,RT,Cross
Domain,BW,PaintTiming,N
avigationTiming,Resource
Timing,Memory,CACHE_RE
LOAD,Errors, TPAnalytics,U
serTiming,Akamai,Early,Ev
entTiming,LOGN&acao=&
ak.ai=604588

&5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

5 35.211.148.231

gcp.gvt2.com

https://e2c49.gcp.gvt2.co
m/nel/

5 52.182.143.210

Windows Update

MSN-web

https://arc.msn.com/v3/D
elivery/Events/Impression

S 52.184.215.140
=

mia07s54-in-f3.1e100.net (172.217.3.67)

gvt2.com

https://beacons.gvt2.com/
domainreliability/upload

= 20.42.73.25

Windows Update

E= vu-in-f188.1e100.net (173.194.216.188)
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Time Source Destination Application Name Resource
Jan 6, 2022 2:00:00 PM ~110.7.15.24 [E= 223-56-6- http://ctldl.windowsupdat
27.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.27) Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
cc8681c8fa2479e5
E=| vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
7d07014246e095bd
Jan 6, 2022 1:00:00 PM 110.7.15.24 - |INTRA-10.149.20.84 (10.149.20.84)

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
2fca35c9c284551b

_~ | INTRA-10.149.20.83 (10.149.20.83)

= 52.178.17.3 Windows Update

5 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f53293588df4716d

@5 52.185.211.133 Windows Update

_~ | INTRA-10.149.20.82 (10.149.20.82)

@5 52.226.139.185 Microsoft Services

5 52.226.139.180

[ §20.191.46.109

Acceso a Internet Report
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Time Source Destination

Jan 6, 2022 1:00:00 PM ~110.7.15.24 = 2104-69-134-

183.deploy.static.akamaitechnologies.com
(104.69.134.183)

Application Name

c.go-mpulse.net

Resource

https://c.go-
mpulse.net/api/config.jso
n?key=QNAFN-M5GS8E-
MTGE9-MRVZ4-
ECB7Z&d=es.aliexpress.co
m&t=5471655&v=1.720.0&
if=&sl=08&si=87bb689b-
216b-44c6-914f-
€0274018c301-
r5au9q&bcn=//68794911.
akstat.io/&plugins=AK,Con
figOverride,Continuity,Pag
eParams,IFrameDelay,Aut
oXHR,SPA,History,Angular,
Backbone,Ember,RT,Cross
Domain,BW,PaintTiming,N
avigationTiming,Resource
Timing,Memory,CACHE_RE
LOAD,Errors, TPAnalytics,U
serTiming,Akamai,Early,Ev
entTiming,LOGN&acao=&
ak.ai=604588

[E5 20.189.173.15

Windows Update

[E= 20.190.152.20

URL-Microsoft

[E vz-in-f188.1e100.net (108.177.11.188)

&= ui-in-f188.1e100.net (142.250.97.188)

[E5 ua-in-f188.1e100.net (108.177.12.188)

E= mia07s54-in-f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

[E= 104.208.16.88

Windows Update
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Time Source Destination Application Name Resource
Jan 6, 2022 1:00:00 PM 110.7.15.24 == 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
b9b540d78c90ce 7f
i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
663f728a4c4666ca
Jan 6, 2022 12:00:00 PM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)
&S] 222.234.227.35.bc.googleusercontent.com
(35.227.234.222) http://35.227.234.222/3/PU
Web Browsing _LATAM_PA_SB_MB?

source=4667975&geo=CR

http://35.227.234.222/3/PU
35.227.234.222 _LATAM_PA_SB_MB?
source=4667975&geo=CR

£15139.45.195.8 https://my.rtmark.net/im...

rtmark.net
https://my.rtmark.net/im...

= 172.64.196.12 https://streamtape.com/g..
streamtape.com
https://streamtape.com/e..
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Source

Destination

Application Name

Resource

Jan 6, 2022 12:00:00 PM ~110.7.15.24

= mc.yandex.ru (93.158.134.119)

Yandex-multimedia

https://mc.yandex.ru/watc
h/61426822?
wmode=7&page-
url=https://streamtape.co
m/e/MzZZKzzLVrCm30V/
&page-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
qfpgygy6303):fp:3267:fu:0:
en:utf-8:la:es-
ES:v:722:cn:1:dp:0:1s:62155
8636235:hid:831716588:z:
360:i:202201061201032:et:1
641492632:c:1:rn:9915783
68:rqn:453:u:16289777581
063843397:w:848x468:5:15
36x960x24:sk:1.25:ifr:1:cpf
:1:ntf:1:ns:1641492628113:
ds:169,475,298,6,6,0,,834,
0,,,,2750:dsn:169,475,298,
6,6,0,,1761,0,,,,2750:wv:2:c
0:0:rqnl:1:st:1641492632:t:
Streamtape.com&t=gdpr(
14)aw(1)ti(2)

https://mc.yandex.ru/met

Yand
andex rika/tag.js
£15 5.226.176.16
https://www.bet365.com/
bet365.com olp/open-account?

affiliate=365_00968900

_~ | INTRA-10.149.20.81 (10.149.20.81)
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Time

Jan 6, 2022 12:00:00 PM

Source

~110.7.15.24

Destination

£l% 139.45.197.239

Application Name

inpage-push.com

Resource

https://inpage-
push.com/801/

== 201.191.210.153

Windows 10 Update

ak.hetaruvg.com

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
€2302fe8ffd3fdf6

[ B ns3075754.ip-147-135-221.eu
(147.135.221.118)

tapecontent.net

https://2475154806.tapeco
ntent.net/radosgw/MzZZK
zzLVrCm30V/dk7CybbhBz
a-
w6bXyOx58bzRUDLMS81JNY
DwwyseN17tiv11j5UKR4kU
5hkB1sVte7bar045qgeQIlIB
vCkUXiO5KjO20T7-
DKwa8lID543FexjtQkbU_Fs
mEVRKbtul68DtWpzucm?2
26QL2j9BlIwK30_3MOWQ
C2A-
ydpxBmdhxwYH45EeuTR3
EaMMhs6koro1UQJ798YKP
EU2vO1vTA600EPR-
8e_rwNRoloKbSxa-
[7yscONN5UHpn24Z8U4jfC
FLCBEEyhmxBHRc28Yw/6
3_5.mp4?stream=1

5 52.183.220.149

Windows Update

B 8.240.252.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
f6989d0cf7971e2d
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Time Source Destination Application Name Resource
Jan 6, 2022 12:00:00 PM 110.7.15.24 == 52.178.17.2 Windows Update
= 104.21.83. ://animeid.cc/i
&5 104.21.83.54 animeid.cc https://animeid.cc/img/do
wnload.svg
[E= mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/r
ecaptcha/api.js?
Google reCAPTCHA render=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs
&5 uf-in-f188.1e100.net (172.217.203.188)
E=172.67.156.220 jkanime.to htt'ps://vawz.jkanime.to/f
avicon.ico
&= vu-in-f188.1e100.net (173.194.216.188)
[E 104.21.235.148 https://thumb.tapeconten
tapecontent.net t.net/thumb/MzZZKzzLVr
P ' Cm30V/dLAZBAI3XpUQzx.
irg
[l §13.69.239.73 Windows Update
i==i 201.191.210.162 ak.hetaint.com
&= 34.234.154.208 https://prltmz.com/click?
pritmz.com trvid=10317&var1=345361
84444031&var2=6229526
E= 67.24.75.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
dc700ba983dfe1b6

&5 INTRA-142.250.98.188 (142.250.98.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Time Source

Jan 6, 2022 12:00:00 PM ~110.7.15.24

Destination

= 172.67.22.216

Application Name

offerimage.com

Resource

https://offerimage.com/w
ww/images/e3a95aadb0a7
02dd256501894118cbh15.p

ng

&= 104.18.5.195

cdnflv.net

https://cdnflv.net/server1
6/5725ab0c8239f65f4e7e
9fc5c23043e3/ep.5163511
6215.1635116218.full.m3u
8?
mac=KWH6Hd7A02vYmVc
0+zlclwygqcME3smogvYtrd
42wBKk=&expiry=1641328
204026

| INTRA-10.129.21.36 (10.129.21.36)

[ 104.46.162.226

Windows Update

E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

£l% 139.45.197.237

offfurreton.com

https://offfurreton.com/40
0/3395407

Acceso a Internet Report
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Time

Jan 6, 2022 12:00:00 PM

Source

~110.7.15.24

Destination

E= 151.101.6.114

Application Name

prd.jwpltx.com

Resource

https://prd.jwpltx.com/v1/
error/ping.gif?
h=979135761&e=err&n=2
944000238153104&aid=GC
CG&amp=0&at=1&c=-
1&ccp=0&cp=0&d=0&eb=
0&ed=6&emi=kbe8m119r
dxb&i=1&lid=18k7dcdfy4s
d&lsa=read&mt=0&pbd=1
&pbr=1&pgi=hvowwv1py2
07&ph=1&pid=aVr2ljgW&p
ii=0&pl=477&plc=1&pli=1n
bhyrt19pi6&pp=hlsjs&prc
=1&ps=4&pss=1&pt=Watch
Sora no Otoshimono
Episode
5&pu=https://www2.jkani
me.to/&pv=8.24.0&pyc=0
&s=08&sdk=0&stc=1&stpe=
08&tv=3.37.0&vb=1&vi=0.98
&vI=90&wd=848&cme=0&
erc=232011&mu=https://c
dnflv.net/server16/5725a
b0c8239f65f4e7e9fc5c230
43e3/ep.51635116215.163
5116218.full.m3u8?
mac=KWH6Hd7Ao2vYmVc
0%2BzlclwygqcME3smogvyY
trd42wBKk%3D&expiry=1
641328204026 & pogt=Watc
h Sora no Otoshimono
Episode
5&sa=1641492600075

[ §20.50.73.9

Windows Update

Jan 6, 2022 11:00:00 AM

_~110.7.15.24

B 47.246.110.42

Acceso a Internet Report
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Time Source

Jan 6, 2022 11:00:00 AM ~110.7.15.24

Destination

= 47.246.110.42

Application Name

mmstat.com

Resource

https://ae.mmstat.com/g.g
if?
logtype=1&title=Thinkdiag
OBD2 Scanner Bluetooth
€ Compra Thinkdiag
OBD2 Scanner Bluetooth
con enveo gratisen
AliExpress
version&pre=https://es.ali
express.com/wholesale?
catld=0&initiative_id=SB_2
0210914081800&isPremiu
m=y&SearchText=BAFX+P
roducts+34t5+&scr=1536x
960&_p_url=https://es.alie
xpress.com/wholesale?
SearchText=Thinkdiag+0O
BD2+Scanner+Bluetooth
&d=y&origin=y&catld=0&i
nitiative_id=SB_202109141
30055&cna=00CAFpTyvVQ
CAcnCZr5MCQDs&spm-
cnt=a2glo.productlist.0.0.3
45a7bfeFhzx45&uidaplus=
&aplus=&ali_beacon_id=-
&ali_apache_id=10.181.15.
68.1580475497121.167656
.5&ali_apache_track=-
&ali_apache_tracktmp=-
&dmtrack_c=
{ali_resin_trace=ws_semi=
0| ws_sek=Thinkdiag OBD2
Scanner
Bluetooth|ws_sclkid=0| p4
pid=24c1d8f8-4811-4351-
ble1-

Lol o cool ol ial
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Time

Jan 6, 2022 11:00:00 AM

Source

~110.7.15.24

Destination

&= 47.246.110.42

Application Name

= 52.183.220.149

Resource

Windows Update

5 47.246.136.160

HTTP/2 over TLS

5 23.37.71.79

AliExpress

== 13.69.116.104

Windows Update

= 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
814de844d37da1f2

&= vg-in-f188.1e100.net (173.194.212.188)

= mia09s26-in-f14.1e100.net
(142.250.189.142)

Google Analytics

https://www.google-
analytics.com/analytics.js

= 40.126.24.146

URL-Microsoft

&5 3-0001.a-msedge.net (204.79.197.200) Bing Maps
&= 23.37.71.80 https://es.aliexpress.com/i
tem/32807284265.htm|?
spm=a2g0o.productlist.0.0.
AliExpress 3fcb2f57z27CMgV&ad_pvid

=202109141055288031619
17785220007785047_4&s=

p

@S xx-focdn-shv-02-mia3.focdn.net
(157.240.14.19)
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|39

Time

Jan 6, 2022 11:00:00 AM

Source

~110.7.15.24

Destination

&= 173.194.215.155

Application Name

Google Ads

Resource

https://stats.g.doubleclick.
net/j/collect?
t=dc&aip=1&_r=3&v=1&_v
=j96&tid=UA-17640202-
1&cid=643422132.1601928
625&jid=702030282&gjid=
202746172&_gid=1581751
907.1641490629&_u=aCDA
AEIIAAAAAC~&z=82103479
4

[E= edge-star-mini-shv-02-
mia3.facebook.com (157.240.14.35)

== 13.69.109.131

Windows Update

B 923-213-145-
76.deploy.static.akamaitechnologies.com
(23.213.145.76)

MSN-web

http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb
yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

E= mia07s60-in-f3.1e100.net (142.250.217.163)

Google Search

https://www.google.co.cr/
ads/ga-audiences?
t=sr&aip=1&_r=4&slf_rd=1
&v=1&_v=j96&tid=UA-
17640202-
1&cid=643422132.1601928
625&jid=702030282& _u=a
CDAAEIAAAAAC~&z=6564
76215

E= vz-in-f188.1€100.net (108.177.11.188)

E=| yi-in-f188.1e100.net (142.250.97.188)

Acceso a Internet Report
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Time

Jan 6, 2022 11:00:00 AM

Source

~110.7.15.24

Destination

&5 mia07s61-in-f8.1e100.net (142.250.217.200)

Application Name

googletagmanager.com/gt
m.js

Resource

https://www.googletagma
nager.com/gtm.js?
id=GTM-5VJNN2G

== 201.191.210.162

akamaized.net

5 323-202-38-
161.deploy.static.akamaitechnologies.com
(23.202.38.161)

c.go-mpulse.net

https://c.go-
mpulse.net/api/config.jso
n?key=QNAFN-M5GS8E-
MTGE9-MRVZ4-
ECB7Z&d=es.aliexpress.co
m&t=5471635&v=1.720.0&
if=&sl=08&si=87bb689b-
216b-44c6-914f-
e€0274018c301-
r5au9q&plugins=AK,Confi
gOverride,Continuity,Page
Params,IFrameDelay,Auto
XHR,SPA,History,Angular,B
ackbone,Ember,RT,CrossD
omain,BW,PaintTiming,Na
vigationTiming,ResourceT
iming,Memory,CACHE_REL
OAD,Errors, TPAnalytics,Us
erTiming,Akamai,Early,Eve
ntTiming,LOGN&acao=&a
k.ai=604588

&S 8.240.253.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
fef9389fb5de81b4

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet | 41

Time Source Destination Application Name Resource

Jan 6, 2022 11:00:00 AM ~110.7.15.24 [E3 59.82.60.16 https://fourier.taobao.co
m/rp?
ext=51&data=jm_o0CAFpT
yvWQCAcnCZr5MCQDs&ra

ndom=4388429413709969
&href=https://es.aliexpres
s.com/wholesale?
SearchText=Thinkdiag+0O
BD2+Scanner+Bluetooth
&d=y&origin=y&catld=0&i
nitiative_id=SB_202109141
30055&protocol=https:

Taobao

&5 23.32.76.69

[ §20.50.73.9 Windows Update

&= 23.32.76.169 https://s.go-
mpulse.net/boomerang/Q
NAFN-M5G8E-MTGE9-
MRVZ4-ECB7Z

Jan 6, 2022 10:00:00 AM _~110.7.15.24 | INTRA-10.149.20.84

(10.149.20.84)

s.go-mpulse.net

_~|INTRA-10.149.20.83
(10.149.20.83)

[E5 52.183.220.149 Windows Update

| INTRA-10.149.20.82
(10.149.20.82)

@5 52.182.143.211 Windows Update

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM



Acceso a Internet |4

Time Source Destination Application Name Resource
[E=] 223-213-145- http://cdn.content.prod.cms.msn.com/singlet
76.deploy.static.akamaitec ile/summary/alias/experiencebyname/today?
hnologies.com MSN-web market=es-
(23.213.145.76) MX&source=appxmanifest&tenant=amp&ver
tical=news

&= vx-in-f188.1e100.net
(173.194.218.188)

E=S mia09s21-in-
f3.17e100.net AppOutlook
(142.250.64.131)

&= vj-in-f188.1e100.net
(74.125.134.188)

[E= 8.252.88.126 http://ctldl.windowsupdate.com/msdownload
Windows 10 Update /update/v3/static/trustedr/en/authrootstl.cab?
€9097a78b17ed103
# 40.79.189.59 Windows Update
&= 20.42.73.26 Windows Update
E=52.168.112.67 Windows Update
== 201.191.210.155 http://ctldl.windowsupdate.com/msdownload
Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
4023aaa5d7a38b4c
S http://ctldl.windowsupdate.com/msdownload
vip0x008.map2.ssl.hwcdn. Windows 10 Update /update/v3/static/trustedr/en/pinrulesstl.cab?
net (209.197.3.8) c3c5fe975509ce31
Jan 6, 2022 9:00:00 AM ~110.7.15.24 - 10:0:0:0:0:0:0:0
@5 52.183.220.149 Windows Update

_~ | INTRA-10.149.20.85 (10.149.20.85)

@5 20.189.173.15 Windows Update

@5 20.190.152.22 URL-Microsoft
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Time Source Destination Application Name Resource

Jan 6, 2022 9:00:00 AM 110.7.15.24 [E5 20.189.173.6 Windows Update

&= ua-in-f188.1e100.net (108.177.12.188)

[l §20.50.80.209 Windows Update
E= mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
E= vu-in-f188.1€100.net (173.194.216.188)
[#E513.107.42.16 URLs_Skype_For_Business
S ug-in-f188.1e100.net (172.253.123.188)
Jan 6, 2022 8:00:00 AM ~110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
£l% 139.45.197.239
HTTP/2 over TLS
https://inpage-

i -push.
INPage-push.com push.com/801/

= 20.189.173.1 Windows Update
E= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
c0c0848a45e8ae3a
[E5 52.182.143.208 Windows Update

&5 INTRA-142.250.98.188 (142.250.98.188)

| INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= 13.107.21.200 Bing Maps

E= 13,107.4.52 http://www.msftconnectte

Microsoft NCSI
st.com/connecttest.txt
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Time Source Destination Application Name Resource
Jan 6, 2022 8:00:00 AM ~110.7.15.24 &= INTRA-108.177.13.188 (108.177.13.188)

== 52.178.17.2 Windows Update

| INTRA-10.129.21.36 (10.129.21.36)

&S vx-in-f188.1€100.net (173.194.218.188)

E= 23.213.225.81 http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb

MSN-web yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

_~|DMZS-172.16.1.66 (172.16.1.66)

E5 172.67.147.58 https:// . isejs.

ES promisejs.org ps . Www pr.omlsejs (?rg
/polyfills/promise-6.1.0.js

5 mia09s22-in-f10.1e100.net (142.250.64.170) | AppOutlook

== 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat

Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
ac669f1f3318214c

&5 3104-95-242-

9.deploy.static.akamaitechnologies.com cdn.onenote.net

(104.95.242.9)

&= ue-in-f188.1e100.net (172.217.204.188)

E= 104.22.33.172 https://offerimage.com/w

offerimage.com ww/images/e3a95aadb0a7
= 02dd256501894118cb15.p
ng
Jan 6, 2022 7:00:00 AM 110.7.15.24 &= 20.189.173.13 Windows Update

&= 104.208.138.202
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| 45

Time Source Destination Application Name Resource
Jan 6, 2022 7:00:00 AM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
&= vq-in-f188.1e100.net (173.194.212.188)
[E= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
cf9e097cb0228eec
| INTRA-10.149.20.81 (10.149.20.81)
&= 20.42.65.90 Windows Update
| INTRA-10.149.20.82 (10.149.20.82)
[#5 20.42.65.85 Windows Update
5 mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook
[#E= vz-in-f188.1e100.net (108.177.11.188)
== 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
1e6146ceb4f814a5
E= 20.190.152.19 URL-Microsoft
Jan 6, 2022 6:00:00 AM ~110.7.15.24 [ 104.46.162.224 Windows Update
| INTRA-10.149.20.83 (10.149.20.83)
&= vn-in-f188.1e100.net (173.194.210.188)
&= vo-in-f188.1e100.net (173.194.211.188)
@5 20.42.73.25 Windows Update
[E#5 20.189.173.12 Windows Update
= 13.69.109.131 Windows Update
Jan 6, 2022 5:00:00 AM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
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Time Source Destination Application Name Resource
Jan 6, 2022 5:00:00 AM ~110.7.15.24 == 52.178.17.2 Windows Update
Sz
&= va-in-f188.1e100.net (74.125.31.188)
| INTRA-10.149.20.81 (10.149.20.81)
E552.185.211.133 Windows Update
&= 13.107.21.200 Bing Maps
[E 20.189.173.3 Windows Update
E= mia09s21-in-f3.1e100.net (142.250.64.131) AppOutlook
= vz-in-f188.1e100.net (108.177.11.188)
== 201.191.210.169 office365
#552.168.117.169 Windows Update
[E= ue-in-f188.1e100.net (172.217.204.188)
Jan 6, 2022 4:00:00 AM ~110.7.15.24 E= mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gvt2.com/

gvt2.com domainreliability/upload

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

beacons.gcp.gvt2.com

_~ | INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report
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Source Destination Application Name Resource
Jan 6, 2022 4:00:00 AM 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edged|/delta-

update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.0dfa
85626a1758a749c378b326
0d8536b5a86a06212af98f
edgedl.me.gvtl.com 3a0f6b182ca58e7b/1.774ff
a8bffdee5c6dc7d3ce164e
2a77cdb95fbc21661ba758
5e7e32a02735d85/60879b
4264c42ae22a3f693dfc7e0
c4da15d94796ff282b6352
8d966fa25f9eb.crxd

_~ | INTRA-10.149.20.82 (10.149.20.82)

@5 40.126.24.148 URL-Microsoft

[E5 78.207.212.35.bc.googleusercontent.com https://e2c¢51.gcp.gvt2.co
gcp.gvt2.com

(35.212.207.78) m/nel/

i==i INTER-201.191.210.163 (201.191.210.163) http://adl.windows.com/a
windows.com ppraiseradl/Telemetry_La

test.cab

_~ | INTRA-10.129.21.36 (10.129.21.36)

&= vk-in-f188.1e100.net (74.125.139.188)

Jan 6, 2022 3:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)
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Time Source Destination Application Name Resource
Jan 6, 2022 3:00:00 AM 110.7.15.24 i==i 201.191.210.161 http://2.tlu.dl.delivery.mp.
microsoft.com/filestreami
ngservice/files/8dea8123-
fd8f-492c-9c2d-
7cdfab740447?
Windows 10 Update P1=1641460805&P2=404&
P3=2&P4=fOGVAMhiV3FM
mSQ6jy3GoghWP1NfUKOI
eExGBridwU61/D5iLhOLI7
bmits5Hbjm3Qf4TzsAsBXy
VATIEI2FtA==
&= yr-in-f188.1e100.net (173.194.213.188)
[E=] INTRA-142.250.98.188 (142.250.98.188)
| INTRA-10.149.20.81 (10.149.20.81)
| INTRA-10.149.20.82 (10.149.20.82)
E= vu-in-f188.1e100.net (173.194.216.188)
[#E513.107.42.16 URLs_Skype_For_Business
Jan 6, 2022 2:00:00 AM 110.7.15.24 E= uf-in-f188.1e100.net (172.217.203.188)
E= vw-in-f188.1e100.net (173.194.217.188)
54.38.159.36
| INTRA-10.149.20.81 (10.149.20.81)
&= vn-in-f188.1e100.net (173.194.210.188)
[E552.217.164.88 https://s3.amazonaws.com
/www-itopvpn-
A
mazon 53 com?2/server_list/20220106
/pro_16964
Jan 6, 2022 1:00:00 AM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook

&= INTRA-108.177.13.188 (108.177.13.188)
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Source Destination Application Name Resource
Jan 6, 2022 12:00:00 AM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)
ES mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gvt2.com/
gvt2.com domainreliability/upload-
nel

https://beacons.gcp.gvt2.c

beacons.gcp.gvt2.com om/domainreliability/uplo
ad
_~ |INTRA-10.149.20.81 (10.149.20.81)
&= vo-in-f188.1e100.net (173.194.211.188)
| INTRA-10.149.20.82 (10.149.20.82)
&= vt-in-f188.1e100.net (173.194.215.188)
[E5 40.126.24.84 URL-Microsoft
&= 20.36.252.129 office365
&S 923-213-225- CustomApp-

39.deploy.static.akamaitechnologies.com
(23.213.225.39)

&S vk-in-f188.1e100.net (74.125.139.188)

TraficoExcesivoMicrosoft

Jan 5, 2022 11:00:00 PM ~110.7.15.24 &= ud-in-f188.1e100.net (172.217.193.188)
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Time Source Destination Application Name Resource

Jan 5, 2022 11:00:00 PM 110.7.15.24 [E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-
update/kiabhabjdbkjdpjbp
igfodbdjmbglcoo/1.b686b
daf59fa7e75841fc4044f9a
e663be47f68a0396fd2e1f
edgedl.me.gvtl.com 24238320c9e109/1.353aae

70bb3cf24b1f6d821bdd82
3b6dcf7ee9bbe67fb6cd62
49418909759525/fb7b07e
be35309b469c6bcOf646ad
9bbbb22a70fad49a0cb043
35e2220a12177.crxd

[E= 2-0001.a-msedge.net (204.79.197.200) Bing Maps

5 52.96.165.146

5 52.96.165.178

_~ | INTRA-10.129.21.36 (10.129.21.36)

Jan 5, 2022 10:00:00 PM _~110.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

B mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook

&= yr-in-f188.1e100.net (173.194.213.188)

[E= INTRA-142.250.98.188 (142.250.98.188)

| INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= vu-in-f188.1e100.net (173.194.216.188)

Jan 5, 2022 9:00:00 PM 110.7.15.24 &= vg-in-f188.1e100.net (173.194.212.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

&5 v|-in-f188.1e100.net (74.125.141.188)

= 52.216.2.3 Amazon S3
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Time Source Destination Application Name Resource

Jan 5, 2022 9:00:00 PM ~110.7.15.24 | INTRA-10.149.20.82 (10.149.20.82)

&= ua-in-f188.1e100.net (108.177.12.188)

E= mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
[#E513.107.42.16 URLs_Skype_For_Business
Jan 5, 2022 8:00:00 PM _~110.7.15.24 _~10:0:0:0:0:0:0:0

| INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

[E= 216.239.36.117 https://beacons2.gvt2.com
gvt2.com /domainreliability/upload-
nel

&S 40.97.228.178

&= vj-in-f188.1e100.net (74.125.134.188)

35.228.141.16 https://e2c13.gcp.gvt2.
= gcp.gvt2.com ps:/iesC]S.BCp.gviaco
m/nel/
E= 20.190.152.22 URL-Microsoft
Jan 5, 2022 7:00:00 PM ~110.7.15.24 _~|INTRA-10.149.20.83 (10.149.20.83)
_~|INTRA-10.149.20.85 (10.149.20.85)
_~|INTRA-10.149.20.81 (10.149.20.8 1)
E5152.195.50.205 http://update.itopvpn.com
Web Browsing /infofiles/screenshot1/upd
ate.upt

&S vt-in-f188.1e100.net (173.194.215.188)
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Source Destination Application Name Resource
Jan 5, 2022 7:00:00 PM ~110.7.15.24 5 72.21.91.29 http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z

URL-PermitidosPol1113- t1+28SiPI7WEWVXDIQQUTI)

1155
UIBiV5uNu5g/6+rkS7QYXj
zkCEALNkXH7gCHpP+LZg4
NMUMA=
[E552.96.104.50
&S vy-in-f188.1e100.net (64.233.170.188)
i==i INTER-201.191.210.163 (201.191.210.16 3) office365
_~|INTRA-10.129.21.36 (10.129.21.36)
[E513.89.179.8 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows Update e/v3/static/trustedr/en/pin
rulesstl.cab?
e253def808285545
Jan 5, 2022 6:00:00 PM 110.7.15.24 [E= va-in-f188.1e100.net (74.125.31.188)
- |INTRA-10.149.20.83 (10.149.20.83)
[E5 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-

update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.774ff
ag8bffdee5c6dc7d3ce164e
2a77cdb95fbc21661ba758
edgedl.me.gvtl.com 5e7e32a02735d85/1.78273
839a824d01051f24b9e84f
108bbeee33363afbcef713
a2212306f7c82e2/f6edbc9
f1b8e1b24d79c7672c8374
a81cc08ce69ea21f076240
c615cb4832f4f.crxd
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Time Source Destination Application Name Resource
Jan 5, 2022 6:00:00 PM -~ 110.7.15.24 [E5 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
486dae70257c5514
E552.185.211.133 Windows Update

_~ | INTRA-10.149.20.82 (10.149.20.82)

E=72.21.91.29 http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
Windows 10 Update tI+z8SiPI7WEWVXDIQQUTI)
UIBiV5uNu5g/6+rkS7QYXj
zkCEALNkXH7gCHpP+LZg4
NMUMA=

[#5 20.189.173.2 Windows Update

&= ec2-35-170-217-159.compute-
1.amazonaws.com (35.170.217.159)

= 20.189.173.13 Windows Update

E= 20.189.173.12 Windows Update

&5 vk-in-f188.1e100.net (74.125.139.188)

&5 uf-in-f188.1e100.net (172.217.203.188)

= 20.42.73.24 Windows Update
Jan 5, 2022 5:00:00 PM ~110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)
[E= a2-0001.a-msedge.net (204.79.197.200) Bing Maps

E= vn-in-f188.1e100.net (173.194.210.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)
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Source Destination Application Name Resource
Jan 5, 2022 5:00:00 PM ~110.7.15.24 5 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
Windows 10 Update tl+28SiPI7ZWEWVXDIQQUTI

UIBiV5uNu5g/6+rkS7QYX;|
zkCEALNkXH7gCHpP+LZg4

NMUMA=
E= 20.189.173.2 Windows Update
E= 72.246.64.193 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
45f5b0d9d7eaee19
53 104.46.162.224 Windows Update
E= ud-in-f188.1e100.net (172.217.193.188)
EE mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook
B 72.246.64.225 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
9b6046aafc09a662
&S ui-in-f188.1e100.net (142.250.97.188)
&= ua-in-f188.1e100.net (108.177.12.188)
@5 13.89.178.27 Windows Update
EE mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
E=] 20.42.73.25 Windows Update
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Time Source Destination Application Name Resource
Jan 5, 2022 5:00:00 PM ~110.7.15.24 S 67.26.125.254 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
94212c3449a9f4ac
Jan 5, 2022 4:00:00 PM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.81 (10.149.20.81)

&= vip0x008. 2.ssl.hwcdn.net (209.197.3.8 http://ctldl.wind da...

E=; vipO0x map2.ssl.hwcdn.net ( ) Windows 10 Update p://c w!n owsupda
http://ctldl.windowsupda...

[E= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat

Windows 10 Update e/v3/static/trustedr/en/aut

hrootstl.cab?
6ae937236ab7c2f8

&5 20.42.65.90 Windows Update

&= 23.220.189.69 http://cdn.content.prod.c

ms.msn.com/singletile/su
mmary/alias/experienceb

MSN-web yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

ES vt-in-f188.1e100.net (173.194.215.188)

= 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
Windows 10 Update tl+z8SiPI7WEWVXDIQQUTI)
UIBiV5UNU5g/6+rkS7QYX;
zkCEAxg6Xz01ZmDhpCgC
p6IMhQ=

E={ 20.189.173.1 Windows Update
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Time Source Destination Application Name Resource
Jan 5, 2022 4:00:00 PM 110.7.15.24 [ 20.42.65.85 Windows Update
&= vx-in-f188.1e100.net (173.194.218.188)
&= vj-in-f188.1e100.net (74.125.134.188)
E= 20.190.152.19 URL-Microsoft
E= 3184-26-132-
12.deploy.static.akamaitechnologies.com
(184.26.132.12)
E 13.89.179.8 Windows Update
:00:00 PM 10.7.15.24 [E=] 184.28.22.1 http://ctldl.wi
Jan 5, 2022 3:00:00 ~~110.7.15 &= 184.28 0 Windows 10 Update ttp://ctld W!ndowsupda
http://ctldl.windowsupda...
= 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
67e183989c97e3aa
E= uf-in-f188.1e100.net (172.217.203.188)
E= ud-in-f188.1e100.net (172.217.193.188)
# 40.79.197.35 Windows Update
= mia09s21-in-f3.1e100.net (142.250.64.131) AppOutlook
| INTRA-10.149.20.85 (10.149.20.85)
[E=] 104.208.16.90 Windows Update
== 20.50.201.195 Windows Update
E=] 20.42.65.88 Windows Update
| INTRA-10.129.21.36 (10.129.21.36)
Jan 5, 2022 2:00:00 PM ~~110.7.15.24 &= https-208-111-136-0.fll.lInw.net http://ctldl.windowsupda...

(208.111.136.0)

Wi 1
indows 10 Update http://ctldl.windowsupda...
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Time

Jan 5, 2022 2:00:00 PM

Source

~110.7.15.24

Destination

| INTRA-10.149.20.85 (10.149.20.85)

Application Name

Resource

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

[E=] 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

= 40.126.24.149

URL-Microsoft

_~ | INTRA-10.149.20.82 (10.149.20.82)

&S] 923-220-189-
69.deploy.static.akamaitechnologies.com
(23.220.189.69)

MSN-web

http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb
yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

E= vt-in-f188.1e100.net (173.194.215.188)

&= 3184-28-22-
50.deploy.static.akamaitechnologies.com
(184.28.22.50)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
c0eff43a1014043b

&5 vk-in-f188.1e100.net (74.125.139.188)

== 20.50.201.200

Windows Update

=5 mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

[E= vz-in-f188.1e€100.net (108.177.11.188)

= 40.114.105.100

inference.location.live.net

B 20.42.73.27

Windows Update

E= mia07s54-in-f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

[E= 13.89.178.26

Windows Update
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Time Source Destination Application Name Resource
Jan 5, 2022 2:00:00 PM 110.7.15.24 [ §13.69.239.73 Windows Update

~~10:0:0:0:0:0:0:0
Jan 5, 2022 1:00:00 PM -~ 110.7.15.24 &= https-208-111-136-0.fll.lInw.net

(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
0841ec2f19a216d2

| INTRA-10.149.20.83 (10.149.20.83)

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

http://edgedl.me.gvt1.co
m/edgedl|/release2/chrom
e_component/gbzfvw4p6
eddwijjpgi6fgwzk7q_131/ef
niojlnjndmcbiieegkicadno
ecjjef_131_all_dpgowyzch
mbgmo3p4o7sndpheu.crx
3

edgedl.me.gvtl.com

E= vn-in-f188.1e100.net (173.194.210.188)

= 20.50.201.195

Windows Update

E=72.21.91.29

http://ocsp.digicert.com/
MFEwTzBNMEswSTA|BgUr
DgMCGgUABBQ500tx/h0Z
tl+z8SiPI7WEWVxDIQQUTIJ
UIBiV5uNu5g/6+rkS7QYXj
zkCEALNkXH7gCHpP+LZg4
NMUMA=

Windows 10 Update

= 20.42.65.85

Windows Update

= 13.107.42.16

URLs_Skype_For_Business

S 20.42.65.88

Windows Update

E=| vx-in-f188.1e€100.net (173.194.218.188)
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Time Source Destination Application Name Resource
Jan 5, 2022 1:00:00 PM ~110.7.15.24 [E5 104.208.16.90 Windows Update

&= ua-in-f188.1e100.net (108.177.12.188)

B 52.96.37.34
Jan 5, 2022 12:00:00 PM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

| INTRA-10.149.20.81 (10.149.20.81)

&= vg-in-f188.1e100.net (173.194.212.188)

[E5 40.126.24.146

URL-Microsoft

[E520.189.173.7

Windows Update

= INTRA-142.250.98.188 (142.250.98.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

= 20.50.201.195

Windows Update

E= 13.107.4.52

http://www.msftconnectte

Microsoft NCSI
st.com/connecttest.txt

= 72.21.91.29

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+28SiPI7ZWEWVXDIQQUTI
UIBiV5uNu5g/6+rkS7QYX;|
zkCEALNkXH7gCHpP+LZg4
NMUMA=

Windows 10 Update

E= 172.217.161.3

https://beacons2.gvt2.com
/domainreliability/upload-
nel

gvt2.com

& 20.189.173.10

Windows Update

E= mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook
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Time Source Destination Application Name Resource
Jan 5, 2022 12:00:00 PM 110.7.15.24 E= mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
&= ug-in-f188.1e100.net (172.253.123.188)
E=] 20.44.10.122 Windows Update
E= ye-in-f188.1e100.net (172.217.204.188)
Jan 5, 2022 11:00:00 AM _~110.7.15.24 _~ | INTRA-10.149.20.85 (10.149.20.85)

[E552.96.97.178

[E552.183.220.149

Windows Update

&= 323-56-6-
35.deploy.static.akamaitechnologies.com
(23.56.6.35)

http://ctldl.windowsupda...

Wind 10 Updat
Inaows paate http://ctldl.windowsupda...

| INTRA-10.149.20.83 (10.149.20.83)

&5 v|-in-f188.1e100.net (74.125.141.188)

&S 40.97.228.178

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

= 52.96.122.82

5 13.107.4.50

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/pin
rulesstl.cab?
f743f60739bdf2fd

Windows 10 Update

E=52.185.211.133

Windows Update

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= vt-in-f188.1e100.net (173.194.215.188)
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Time Source Destination Application Name Resource
Jan 5, 2022 11:00:00 AM ~110.7.15.24 = 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
Windows 10 Update tl+28SiPI7ZWEWVXDIQQUTI
UIBiV5uNu5g/6+rkS7QYX;|
zkCEALNkXH7gCHpP+LZg4
NMUMA=
[E= 52.96.122.50
E= 20.189.173.12 Windows Update
| INTRA-10.129.21.36 (10.129.21.36)
== 201.191.210.169 office365
[E= ua-in-f188.1e100.net (108.177.12.188)
@5 20.42.73.25 Windows Update
Jan 5, 2022 10:00:00 AM ~110.7.15.24 E= 20.112.144.70

E= uf-in-f188.1e100.net (172.217.203.188)

= va-in-f188.1e100.net (74.125.31.188)

=5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

# 40.74.98.194

Windows Update

== 52.178.17.3

Windows Update

= 52.185.211.133

Windows Update

&= 52.168.117.169

Windows Update

= 72.21.91.29

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+z8SiPI7WEWVXDIQQUTI)
UIBiV5UNU5g/6+rkS7QYX;
zkCEALNkXH7gCHpP+LZg4
NMUMA=

Windows 10 Update
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Time Source Destination Application Name Resource
Jan 5, 2022 10:00:00 AM ~~110.7.15.24 &= vy-in-f188.1e100.net (64.233.170.188)
[ 013.69.239.72 Windows Update
E= 40.126.24.81 URL-Microsoft
Jan 5, 2022 9:00:00 AM ~110.7.15.24 E=] 72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
1ca33dbadc774399
-~ |INTRA-10.149.20.83 (10.149.20.83)
&= 20.189.173.6 Windows Update
E= 52.96.184.34
&= uj-in-f188.1e100.net (142.251.107.188)
[#5 20.189.173.2 Windows Update
E572.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
Windows 10 Update tl+z8SiPI7WEWVXDIQQUTI)
UIBiV5UNU5g/6+rkS7QYX;
zkCEAxg6Xz01ZmDhpCgC
p6IMhQ=
= 52.178.17.2 Windows Update
[E5 13.107.42.16 URLs_Skype_For_Business
ES| vx-in-f188.1e€100.net (173.194.218.188)
== 20.50.201.200 Windows Update
E= mia09s21-in-f3.1e100.net (142.250.64.131) AppOutlook
&= vj-in-f188.1e100.net (74.125.134.188)
Jan 5, 2022 8:00:00 AM -~ 110.7.15.24 _~10:0:0:0:0:0:0:0

| INTRA-10.149.20.85 (10.149.20.85)
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Time Source Destination Application Name Resource
Jan 5, 2022 8:00:00 AM -~ 110.7.15.24 [E= 52.183.220.149 Windows Update
| INTRA-10.149.20.81 (10.149.20.81)
| INTRA-10.149.20.83 (10.149.20.83)
[E= 2-0001.a-msedge.net (204.79.197.200) Bing Maps
E= 40.126.24.148 URL-Microsoft
| INTRA-10.149.20.82 (10.149.20.82)
E= 72.21.91.29 http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
Windows 10 Update tl+z8SiPI7WEWVXDIQQUTIJ
UIBiIV5UNU5g/6+rkS7QYX]
zkCEAxg6Xz01ZmDhpCgC
p6IMhQ=
[l §20.50.73.10 Windows Update
= 20.189.173.11 Windows Update
[E vk-in-f188.1e100.net (74.125.139.188)
[E{ 104.208.138.202
@5 52.182.143.210 Windows Update
£1£51.105.71.136 Windows Update
ES mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
[EE e2a.google.com (216.239.32.116)
E ug-in-f188.1e100.net (172.253.123.188)
E=216.239.38.117 https://beacons2.gvt2.com
gvt2.com /domainreliability/upload-
nel
Jan 5, 2022 7:00:00 AM -~ 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM
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Time

Jan 5, 2022 7:00:00 AM

Source

~110.7.15.24

Destination

| INTRA-10.149.20.85 (10.149.20.85)

Application Name

Resource

=5 mia07s54-in-f3.1e100.net (172.217.3.67)

gvt2.com

beacons.gcp.gvt2.com

https://beacons.gvt2.com/
domainreliability/upload-
nel

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

| INTRA-10.149.20.84 (10.149.20.84)

&= vw-in-f188.1e100.net (173.194.217.188)

| INTRA-10.149.20.82 (10.149.20.82)

E= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

= 72.21.91.29

Windows 10 Update

http://ocsp.digicert.com/
MFEwTzBNMEswSTA|BgUr
DgMCGgUABBQ500tx/h0Z
tl+z8SiPI7WEWVxDIQQUTIJ
UIBiV5uNu5g/6+rkS7QYX;|
zkCEAxg6Xz01ZmDhpCgC
p6IMhQ=

[ 120.50.73.10

Windows Update

| INTRA-10.129.21.36 (10.129.21.36)

5 20.189.173.10

Windows Update

== 20.50.201.200

Windows Update

B mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

&= vo-in-f188.1e100.net (173.194.211.188)

5 52.96.28.2

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 5, 2022 7:00:00 AM 110.7.15.24 == 201.191.210.155 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/aut
hrootstl.cab?
1ded88e99a15a81c
&= vy-in-f188.1e100.net (64.233.170.188)
&= 20.44.10.123 Windows Update
Jan 5, 2022 6:00:00 AM 110.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)
£1£51.104.15.253 Windows Update
| INTRA-10.149.20.83 (10.149.20.83)
E552.96.183.242
E=] v|-in-f188.1e100.net (74.125.141.188)
_~|INTRA-10.149.20.81 (10.149.20.81)
_~ |INTRA-10.149.20.82 (10.149.20.82)
E552.168.112.67 Windows Update
= 52.182.143.211 Windows Update
&= ug-in-f188.1e100.net (172.253.123.188)
Jan 5, 2022 5:00:00 AM ~110.7.15.24 [E=13.89.178.26 Windows Update

&S uf-in-f188.1e100.net (172.217.203.188)

&S 3-0001.a-msedge.net (204.79.197.200) Bing Maps
[E 52,183.220.149 Windows Update
# 40.79.189.58 Windows Update

&= vn-in-f188.1e100.net (173.194.210.188)

&S vt-in-f188.1e100.net (173.194.215.188)

E=] 20.42.73.25 Windows Update

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 5, 2022 4:00:00 AM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)
| INTRA-10.149.20.84 (10.149.20.84)
&S vx-in-f188.1€100.net (173.194.218.188)
E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
E= 40.126.24.148 URL-Microsoft
_~ |INTRA-10.149.20.82 (10.149.20.82)
E= 72.21.91.29 http://ocsp.digicert.com/
MFEwWTzBNMEswSTAJBgUr
" DgMCGgUABBSAUQYBM(q
URL-P tidosPol1113-
Tros ermiticosro 2awn1Rh6Doh/sBYgFV7gQ
UA95QNVDbRTLtM8KPiGxv
DI7I90VUCEAJOLqoXyo4hxx
e7H/z9DKA=
E=S INTRA-108.177.13.188 (108.177.13.188)
Jan 5, 2022 3:00:00 AM ~110.7.15.24 [E=] 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co

(34.104.35.123)

m/edgedl|/delta-
update/hfnkpimlhhgieadd
gfemjhofmfblmnib/1.7827
3839a824d01051f24b9e 84
f108bbeee33363afbcef713
a2212306f7c82e2/1.40d773
dfb0c179678e3ca4af50411
1bfd837e76258640f85d25
92c5336dafffd/a0a85df28
c03c91abfe6475d326b561
5763cb30eaf8a4fe 195916
99bfe765754.crxd

edgedl.me.gvtl.com

E= vz-in-f188.1€100.net (108.177.11.188)

== 201.191.210.169

office365

= ya-in-f188.1e100.net (108.177.12.188)

Acceso a Internet Report
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Time

Jan 5, 2022 3:00:00 AM

Source

Destination

10.7.15.24 E= 13.107.42.16

Application Name

Resource

URLs_Skype_For_Business

| INTRA-10.129.21.36 (10.129.21.36)

Jan 5, 2022 2:00:00 AM

10.7.15.24 | INTRA-10.149.20.84 (10.149.20.84)

&= 104.208.138.202

| INTRA-10.149.20.81 (10.149.20.81)

&= vg-in-f188.1e100.net (173.194.212.188)

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.82 (10.149.20.82)

[E5 13.107.21.200

Bing Maps

E= mia07s54-in-f3.1e100.net (172.217.3.67)

https://beacons.gvt2.com/

vt2.com
g domainreliability/upload

E= vu-in-f188.1€100.net (173.194.216.188)

[E5 e2a.google.com (216.239.32.116)

Jan 5, 2022 1:00:00 AM

10.7.15.24 &5 v|-in-f188.1e100.net (74.125.141.188)

E= vn-in-f188.1e100.net (173.194.210.188)

Jan 5, 2022 12:00:00 AM

10.7.15.24 _~ | INTRA-10.149.20.83 (10.149.20.83)

_~ | INTRA-10.149.20.84 (10.149.20.84)

E572.21.91.29

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBQ500tx/h0Z
tl+28SiPI7ZWEWVXDIQQUTI
UIBiV5uNu5g/6+rkS7QYXj
zkCEA177el9ggmWel)jG4v
dGLO=

URL-PermitidosPol1113-
1155

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet

| 68

Time Source Destination Application Name Resource
Jan 5, 2022 12:00:00 AM ~110.7.15.24 = 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Windows 10 Update Z7LBduom/nYB45SPUEw
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA+NRyLFPYjl
D1lie+x+dSjo=
E= 40.126.24.147 URL-Microsoft
&= vx-in-f188.1e100.net (173.194.218.188)
E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
| INTRA-10.149.20.82 (10.149.20.82)
[E= ua-in-f188.1e100.net (108.177.12.188)
EE mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
&= 20.36.252.129 office365
= 35.212.112.192 https://e2cs50. .gvt2.
= gcp.gvt2.com ps:/iesCs50.8ep-gvtaco
m/nel/
&S 923-213-225-
== ] ) ) CustomApp-
39.deploy.static.akamaitechnologies.com TraficoExcesivoMicrosoft
(23.213.225.39)
Jan 4, 2022 11:00:00 PM 110.7.15.24 -~ |INTRA-10.149.20.84 (10.149.20.84)

[E552.96.165.130

_~ | INTRA-10.149.20.81 (10.149.20.81)

_~ | INTRA-10.149.20.82 (10.149.20.82)

E= vt-in-f188.1e100.net (173.194.215.188)

&= vh-in-f188.1e100.net (74.125.26.188)

_~ | INTRA-10.129.21.36 (10.129.21.36)

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 4, 2022 10:00:00 PM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)
[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/delta-
update/jflookgnkcckhobag
Indicnbbgbonegd/1.715d1
lefc2de8af25b5a4ddfbf39
5e5b62bf0a55519b159ee
edgedl.me.gvtl.com 0102ac300e760e8/1.628df
425bbf01aaeb2bd806979b
ccbeb5baddfbc53f6c6a41f
0fec9751665daf/b9399bc
2a9b2d2ca243964c6e2003
bf6a9568cc5c24b19ad48d
55c86e5e46269.crxd
&= vj-in-f188.1e100.net (74.125.134.188)
&= vy-in-f188.1e100.net (64.233.170.188)
Jan 4, 2022 9:00:00 PM ~110.7.15.24 &S uf-in-f188.1e100.net (172.217.203.188)
&S] INTRA-142.250.98.188 (142.250.98.188)
| INTRA-10.149.20.82 (10.149.20.82)
E= ui-in-f188.1e100.net (142.250.97.188)
&= vu-in-f188.1e100.net (173.194.216.188)
E5 13.107.42.16 URLs_Skype_For_Business
Jan 4, 2022 8:00:00 PM ~110.7.15.24 E552.96.97.146
E= 13.107.21.200 Bing Maps
[E= 104.112.246.155 cdn.onenote.net
| INTRA-10.129.21.42 (10.129.21.42)
Jan 4, 2022 7:00:00 PM _~110.7.15.24 _~10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.84 (10.149.20.84)

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM
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Source

Destination

Application Name

Resource

Jan 4, 2022 7:00:00 PM

~110.7.15.24

| INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.81 (10.149.20.81)

S 23.56.6.11

Windows Update

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

=
a56427641defed861.awsglobalaccelerator.co
m (76.223.44.67)

itopvpn.com

https://api.itopvpn.com/vp
n/DeviceHeartbeat

&5 v|-in-f188.1e100.net (74.125.141.188)

_~ | INTRA-10.149.20.82 (10.149.20.82)

E572.21.91.29

URL-PermitidosPol1113-
1155

http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBTBLOV27RV
Z7LBduom/nYB45SPUEwW
QU5Z1ZMIJHWMys+ghUNo
Z70rUETfACEA8UII8gIGmM
ZT9XHrHijQel=

&= vh-in-f188.1e100.net (74.125.26.188)

[ 151.104.167.186

Microsoft Services

| INTRA-10.129.21.36 (10.129.21.36)

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM
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Source Destination Application Name Resource

Jan 4, 2022 7:00:00 PM ~110.7.15.24 E=] 23.204.157.122 http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb

MSN-web yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n

ews
E5 mia09s21-in-f3.1€100.net (142.250.64.131) AppOutlook
[E= 152.195.50.205 http://update.itopvpn.com
Web Browsing /infofiles/screenshot1/upd
ate.upt
[E5 vz-in-f188.1€100.net (108.177.11.188)
&= ua-in-f188.1e100.net (108.177.12.188)
[E=] 40.126.24.82 URL-Microsoft
Jan 4, 2022 6:00:00 PM 110.7.15.24 = 52.168.117.173
Windows Update
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://au.download.windo

wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfead9d21a7b7d
.cab

[E= 13.89.179.10 Windows Update

@5 52.183.220.149 Windows Update

_~ | INTRA-10.149.20.82 (10.149.20.82)

5 va-in-f188.1e100.net (74.125.31.188)

_~ | INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Source Destination Application Name Resource

Jan 4, 2022 6:00:00 PM ~110.7.15.24 E= 67.24.75.254 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d

.cab
£l562.67.238.152
== 52.178.17.3 Windows Update
=5 52.185.211.133 Windows Update
&5 vt-in-f188.1€100.net (173.194.215.188)
= 8.252.168.126 http://au.download.windo

wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

&= 23.56.6.50 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c¢
083e32541fcfea9d21a7b7d
.cab

E=S 67.26.123.254 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Source Destination Application Name Resource
Jan 4, 2022 6:00:00 PM ~110.7.15.24 [E= 323-56-6- http://au.download.windo
51.deploy.static.akamaitechnologies.com wsupdate.com/c/msdownl
(23.56.6.51) oad/update/software/secu
Windows 10 Update /2021/11/ace-x-

none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

[l 0113.69.239.74 Windows Update

Jan 4, 2022 5:00:00 PM ~110.7.15.24 &5 52.183.220.149 Windows Update

E= 72.21.81.240 http://ctldl.windowsupda...

Wi 1
indows 10 Update http://au.download.windo..

[E= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl/release2/chrom
e_component/cncdyxg2jfi
cv2eacglgab76xi_7078/hfn
kpimlhhgieaddgfemjhofm
fblmnib_7078_all_adittujeb
e3tmhcgtemmsoergmhaq.
crx3

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl|/release2/chrom
e/bizbk774ufgmvdz4rotdk
b75k4_97.0.4692.71/97.0.4
692.71_96.0.4664.110_chr
ome_updater.exe

Google Chrome-update

&= 3-0001.a-msedge.net (204.79.197.200) Bing Maps
[#552.185.211.133 Windows Update
#={ 20.189.173.6 Windows Update

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Source

Destination

Application Name

Resource

Jan 4, 2022 5:00:00 PM ~110.7.15.24

&= 8.251.157.126

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

&S 52.182.143.211

Windows Update

I 120.50.73.10

Windows Update

[E5 13.107.42.16

URLs_Skype_For_Business

94.141.89.34.bc.googleusercontent.com
(34.89.141.94)

gcp.gvt2.com

https://e2c16.gcp.gvt2.co
m/nel/

E5 ud-in-f188.1e100.net (172.217.193.188)

= 52.96.182.2

OneDrive-ICE

http://go.microsoft.com/f
wlink/?
LinkID=252669&clcid=0x4
09

= 52.96.165.146

= 923-56-6-
64.deploy.static.akamaitechnologies.com
(23.56.6.64)

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

&5 8.252.85.126

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet

|75

Time Source Destination

Application Name

Resource

Jan 4, 2022 5:00:00 PM 110.7.15.24 [E5 104.208.16.88 Windows Update
E= 216.239.34.117 https://beacons2.gvt2.com
gvt2.com /domainreliability/upload-
nel
[E= 323-56-6- http://au.download.windo
27.deploy.static.akamaitechnologies.com wsupdate.com/c/msdownl
(23.56.6.27) oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c¢
083e32541fcfea9d21a7b7d
.cab
B 8.252.169.126 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4c3118f2af2e500a
&= 8.252.53.126 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
3c6bfcb6ccd0a37b6
[E= ue-in-f188.1e100.net (172.217.204.188)
Jan 4, 2022 4:00:00 PM _110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.85 (10.149.20.85)

= 52.185.211.133

Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

Acceso a Internet Report
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Source

Destination

Application Name

Resource

Jan 4, 2022 4:00:00 PM

~110.7.15.24

&= 72.21.81.240

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

= 82.202.184.184

&= vg-in-f188.1e100.net (173.194.212.188)

=
a56427641defed861.awsglobalaccelerator.co
m (76.223.44.67)

itopvpn.com

https://api.itopvpn.com/vp
n/DeviceHeartbeat

5 52.183.220.149

Windows Update

El551.104.15.252

Windows Update

&= vn-in-f188.1e100.net (173.194.210.188)

== 20.50.201.195

Windows Update

B mia09s20-in-f4.1€100.net (172.217.15.196)

Gotomeeting

https://www.google.com/I
og?
format=json&hasfast=true

[E5 mia09s21-in-f3.1€100.net (142.250.64.131)

AppOutlook

[E5 8.252.53.254

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

&S vz-in-f188.1€100.net (108.177.11.188)

&= 20.190.152.22

URL-Microsoft
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Time

Jan 4, 2022 4:00:00 PM

Source

~110.7.15.24

Destination

&S 323-56-6-
64.deploy.static.akamaitechnologies.com
(23.56.6.64)

Application Name

Windows 10 Update

Resource

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

&S 223-213-224-
8.deploy.static.akamaitechnologies.com
(23.213.224.8)

== 201.191.210.168

Windows 10 Update

http://emdl.ws.microsoft.c
om/emdl/c/doc/ph/prod5
/msdownload/update/soft
ware/secu/2021/11/1024/a
ce-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab.json

E= mia07s54-in-f3.1e100.net (172.217.3.67)

beacons.gcp.gvt2.com

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

= 20.42.73.25

Windows Update

&5 323-56-6-
35.deploy.static.akamaitechnologies.com
(23.56.6.35)

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab
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Time Source Destination

Jan 4, 2022 4:00:00 PM ~~110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Application Name Resource

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

Windows 10 Update

Jan 4, 2022 3:00:00 PM ~110.7.15.24 &5 52.183.220.149

Windows Update

El%51.132.193.104

Windows Update

| INTRA-10.149.20.85 (10.149.20.85)

[E5 13.107.4.50

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
944f3dedb95547ed

Windows 10 Update

&= 52.185.211.133

Windows Update

&5 INTER-52.96.29.82 (52.96.29.82)

OneDrive-ICE

= 52.96.122.50

E= vh-in-f188.1e100.net (74.125.26.188)

E5 mia09s20-in-f4.1€100.net (172.217.15.196)

https://www.google.com/I
Gotomeeting og?
format=json&hasfast=true

| INTRA-10.129.21.36 (10.129.21.36)

B 104.46.162.224

Windows Update

E= ud-in-f188.1e100.net (172.217.193.188)

E= mia09s21-in-f3.1e100.net (142.250.64.131)

AppOutlook

I 120.50.80.209

Windows Update
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Time Source Destination Application Name Resource
Jan 4, 2022 3:00:00 PM -~ 110.7.15.24 ES5 mia07s54-in-f3.1e100.net (172.217.3.67) https://beacons.gvt2.com/
gvt2.com domainreliability/upload-
nel
[E5 e2a.google.com (216.239.32.116)
&= vy-in-f188.1e100.net (64.233.170.188)
= 20.44.10.123 Windows Update
E= ue-in-f188.1e100.net (172.217.204.188)
Jan 4, 2022 2:00:00 PM 110.7.15.24 E552.185.211.133 Windows Update

[E5 20.42.65.92

[ 52.182.143.212

&5 8.253.165.248

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
90ad6bd0a2alac28

Windows 10 Update

_~ | INTRA-10.149.20.83 (10.149.20.83)

[E=] 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

5 20.189.173.9

Windows Update

B
a56427641defed861.awsglobalaccelerator.co
m (13.248.190.80)

https://api.itopvpn.com/vp

itopvpn.com )
PVP n/DeviceHeartbeat

£13 62.67.238.151

E= 13.107.42.16

URLs_Skype_For_Business

E= vo-in-f188.1e100.net (173.194.211.188)

== 201.191.210.169

office365

E5 40.126.24.84

URL-Microsoft

E552.168.112.67

Windows Update
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Time Source Destination Application Name Resource
Jan 4, 2022 2:00:00 PM ~~110.7.15.24 E= mia07s54-in-f3.1€100.net (172.217.3.67) https://beacons.gcp.gvt2.c
beacons.gcp.gvt2.com om/domainreliability/uplo
ad
E= 323-56-6- http://ctldl.windowsupdat
35.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.35) Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
10bd3da740782f43
[ 120.50.73.9 Windows Update
&= ug-in-f188.1e100.net (172.253.123.188)
[E552.96.172.114 OneDrive-ICE
[E#= 13.89.179.8 Windows Update
Jan 4, 2022 1:00:00 PM ~110.7.15.24 E= 52.183.220.149 Windows Update

E=52.185.211.133

Windows Update

E5 72.21.81.240

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
€201af499d01bb16

Windows 10 Update

| INTRA-10.149.20.83 (10.149.20.83)

5 52.96.54.210

5 52.182.143.208

Windows Update

&= 13.107.4.50

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
fd7570ac9fc4e3b3

Windows 10 Update

B
a56427641defed861.awsglobalaccelerator.co
m (13.248.190.80)

https://api.itopvpn.com/vp

itopvpn.com )
PVP n/DeviceHeartbeat
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Time Source Destination Application Name Resource

Jan 4, 2022 1:00:00 PM ~110.7.15.24 &= 8.253.184.120 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5f3b867068c78aed

E= vn-in-f188.1e100.net (173.194.210.188)

[+] 66.110.49.80 Kaspersky Lab-update

= 82.202.185.146

@5 20.42.65.84 Windows Update

E5 mia09s20-in-f4.1e100.net (172.217.15.196) https://www.google.com/_
/VisualFrontendUi/gen204/
?

Gotomeeting tmambps=0.012629493802
68854&rtembps=-
1&rttms=52&ct=undefine
d

E= uf-in-f188.1e100.net (172.217.203.188)

EE mia09s22-in-f10.1e100.net (142.250.64.170) | AppOutlook

#552.168.117.169 Windows Update

[ 013.69.239.74 Windows Update

&5 vy-in-f188.1e100.net (64.233.170.188)

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat

Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
986b96fbbf589f21
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Source

Destination

Application Name

Resource

Jan 4, 2022 12:00:00 PM

~110.7.15.24

= B0T-62.0.58.94 (62.0.58.94)

pp.abbny.com
ii.hago.net
gmaiil.com
www.thescreensnapshot...
hotnail.com
gmial.com
gmai.com
gmeil.com
gmil.com
iphumiki.com
baufaich.com
v.beahh.com
email.yg9.me
ns1.alsatis.net
pdloader.com

| INTRA-10.149.20.85 (10.149.20.85)

£l 139.45.197.236

dooloust.net

http://dooloust.net/5/3765
555/?00=1&aab=1

https://dooloust.net/5/376
5555/?200=1&aab=1

_~ | INTRA-10.149.20.83 (10.149.20.83)
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Time Source Destination Application Name Resource

Jan 4, 2022 12:00:00 PM ~110.7.15.24 [ 154.36.110.240 https://908357360.tapeco
ntent.net/radosgw/a4Dmp
pVw1ju2)D/QU8fGDNsodj]
HLIpjg513ho7VXOdad1bR8
com4anozexhZ3aWRMhC
dyHfVVLuckhGusH8m3vA
YmKnMXk8d9uYnB4gnCT
Sv2_21t4CCufUkeBxqcZBP
xHOOOANjwimW6LTDDS_3
69rE1892pdtQxN1hhrB26j
DHpbFzuRJjrD_n17Ni_ADB
yBfns2kBcIWZKEzL-
BORggCU5ad4muaSV8sBkzy
gbuGUvHgNAwWRFaD2Nox4
Dt-
FuKbuKazZ6xF4YM4eYMNN
m_JHb4a4mh83YB/63_4.m
p4?stream=1

tapecontent.net

@S] 222.234.227.35.bc.googleusercontent.com

(35.227.234.222) http://35.227.234.222/3/PU
Web Browsing _LATAM_PA_SB_MB?
source=4444031&geo=CR
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Time Source

Jan 4, 2022 12:00:00 PM ~110.7.15.24

Destination

[E= 222.234.227.35.bc.googleusercontent.com
(35.227.234.222)

Application Name

35.227.234.222

Resource

http://35.227.234.222/3/PU
_WW_PA_SB_DT_SMART_R
EM?
source=4444031&geo=CR
&device_type=desktop&b
rowser_type=chrome&os
=windows&region=sj&use
ragent=Mozilla/5.0
(Windows NT 10.0; Win64;
x64) AppleWebKit/537.36
(KHTML, like Gecko)
Chrome/96.0.4664.110
Safari/537.36&language=e
s&connection_type=broad
band&internet_provider=i
nstituto costarricense de
electricidad y
telecom.&carrier=?

B mia09s20-in-f4.1€100.net (172.217.15.196)

Google Images

Google Search

Google reCAPTCHA

https://www.google.com/i
mages/experiments/wavy
-underline.png

https://www.google.com/r
ecaptcha/api.js?
render=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs

E= mia07s54-in-f3.1e100.net (172.217.3.67)

gvt2.com

URL-PermitidosPol1113-
1155

https://beacons.gvt2.com/
domainreliability/upload

https://beacons5.gvt3.com
/domainreliability/upload-
redirected
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Time

Jan 4, 2022 12:00:00 PM

Source

~110.7.15.24

Destination

=5 mia07s54-in-f3.1e100.net (172.217.3.67)

Application Name

beacons.gcp.gvt2.com

Resource

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

= mc.yandex.ru (87.250.251.119)

Yandex-multimedia

Yandex

https://mc.yandex.ru/watc
h/61426822?
wmode=7&page-
url=https://streamtape.co
m/e/a4dDmppVw1ju2)D/&p
age-
ref=https://www2.jkanime.
to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjk
gfpgygy7cm9r:fp:2556:fu:
0:en:utf-8:la:es-
ES:v:722:cn:1:dp:0:1s:62155
8636235:hid:1026136361:z
360:i:20220104120930:et:1
641319771:¢:1:rn:34103768
6:rqn:449:u:162897775810
63843397:w:848x468:5:153
6x960x24:sk:1.25:ifr:1:cpf:
1:ntf:1:ns:1641319767484:
ds:150,546,200,67,8,0,,128
5,0,,,,2256:dsn:150,546,200
,67,8,0,,1242,0,,,,2256:wv:2:
co:0:rgnl:1:st:1641319771:t
:Streamtape.com&t=gdpr(
14)aw(1)ti(2)

https://mc.yandex.ru/met
rika/tag.js

= 188.42.224.69

whoutsog.net

https://whoutsog.net/styl...
https://whoutsog.net/jque.

E=52.185.211.133

Windows Update
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Source Destination Application Name Resource

Jan 4, 2022 12:00:00 PM ~110.7.15.24 | INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.82 (10.149.20.82)

—188.42.224.24 http://baufaich.com/news/
540/2.html

i==i 201.191.210.154 http://ctldl.windowsupda...

Windows 10 Update http://ctldl.windowsupda...

[E=52,183.220.149 Windows Update
&lm 139.45.195.8 https://my.rtmark.net/img
.gif?
rtmark.net f=merge&userld=361899d
6310f4710a92711f91e4784
4a

£13 5.226.176.16

https://www.bet365.com/
bet365.com olp/open-account?
affiliate=365_00968900

[E=5172.64.197.12 https://streamtape.com/e..
streamtape.com
https://streamtape.com/g..

glE 139.45.197.239
https://inpage-
push.com/400/4461932

https://offfurreton.com/40
0/3395407

inpage-push.com

215 139.45.197.237
=l offfurreton.com

== hosted-by.host-palace.com https://api.movcloud.net/..
movcloud.net .
(103.194.169.190) https://api.movcloud.net/..
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Time

Jan 4, 2022 12:00:00 PM

Source

~110.7.15.24

Destination

E= 151.101.6.114

Application Name

prd.jwpltx.com

p.jwpcdn.com

Resource

https://prd.jwpltx.com/v1/
error/ping.gif?h=-
925483076 &e=err&n=750
2273114936113&aid=GCC
G&amp=0&at=1&c=-
1&ccp=0&cp=0&d=0&eb=
0&ed=6&emi=Tetlzixngvd
r&i=1&lid=18k7dcdfy4sd&l
sa=read&mt=0&pbd=1&p
br=1&pgi=hz6iimIrviow&p
h=1&pid=aVr2ljgW&pii=0&
pl=477&plc=1&pli=15y2hm
h15577&pp=hlsjs&prc=1&
ps=4&pss=1&pt=Watch
Sora no Otoshimono
Episode
4&pu=https://www?2.jkani
me.to/&pv=8.24.0&pyc=0
&s=08&sdk=0&stc=1&stpe=
08&tv=3.36.1&vb=1&Vvi=0.9
8&vI=90&wd=848&cme=0
&erc=232011&mu=https://
cdnflv.net/server15/5725a
b0c8239f65f4e7e9fc5c230
43e3/ep.41635111983.163
5111986.full.m3u8?
mac=sJSgUEEpmPBXHiFRu
zbqaCkcwXWqlx%2BZ4zXF
Toxtérs%3D&expiry=1641
247577341&pogt=Watch
Sora no Otoshimono
Episode
4&sa=1641319747443
https://ssl.p.jwpcdn.com/p
layer/v/8.24.0/jwpsrv.js
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Source Destination Application Name Resource

Jan 4, 2022 12:00:00 PM ~110.7.15.24 =-5.196.132.129 https://media.shoanime.c
om/2018/04/57e8fae46db
728d370169e92a3db630b
5c¢37bb5d_hq.jpg

[E= 104.21.83.54 https://animeid.cc/img/do
B

shoanime.com

animeid.cc
wnload.svg

mia07s61-in-f8.1e100.net (142.250.217.200) https://www.googletagma
googletagmanager.com nager.com/gtag/js?id=UA-
112386827-4
E=172.67.141.12 https://cdn.animeflv.id/co
animeflv.id ver/ichiban-ushiro-no-
daimaou.jpg

[E= 1.80.190.35.bc.googleusercontent.com https://a.nel.cloudflare.co
(35.190.80.1) m/report/v3?
s=0d7KsxcAEAa2/0r9/5cE9
Cl2/e340zXpFd8YrC/Nm6E
nel.cloudflare.com Fnmwk9UFKk90OgKmleoT
S7HQCpPGkoMSXRr18V1jiN
CXoSsMMLi)4gxgHTNtbWp
hTJUzkINyaKGAZu4jCy+])gu
pbnQ=
E5104.16.18.94 https://cdn.statically.io/im
g/estoesanime.com/wp-
content/uploads/2020/10/1
cdn.statically.io 601915397 _Serie-de-
anime-como-Bofuri-No-
quiero-lastimarme-asi-
que.jpg?quality=70&f=auto

E= 104.21.235.147 https://thumb.tapeconten
tapecontent.net t.net/thumb/a4DmppVw1j
u2)D/34jg8Re420iA7Z.jpg

= ug-in-f188.1e100.net (172.253.123.188)

== 201.191.210.162 ak.hetaint.com
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Time Source

Jan 4, 2022 12:00:00 PM ~110.7.15.24

Destination

&= 13.89.179.10

Application Name

Windows Update

Resource

[E552.182.143.208

Windows Update

[E= 123.35.104.34.bc.googleusercontent.com
(34.104.35.123)

edgedl.me.gvtl.com

http://edgedl.me.gvt1.co
m/edgedl/release2/chrom
e_component/i5zi2jrosxb
S5kpmobnmtmk2dou_130/
efniojinjndmcbiieegkicad
noecjjef_130_all_adkzrw3n
ct556ejlehzcjfabzirg.crx3

[E5 104.18.4.195

cdnflv.net

https://cdnflv.net/server1
5/db57c45f437fc023fbf325
2f8211f92e/ep.1163510033
2.1635100341.full.m3u8?
mac=WyWvg|8e9C7HBOY
q/8 MjxVD/fj2r9+DGAzVoE
buORIs=&expiry=1641328
368054

B 172.67.22.216

offerimage.com

https://offerimage.com/w
ww/images/c0a2b26b208d
ff35b15fb692522a4dd7.jp

€g

= 104.18.5.195

https://cdnflv.net/server1
5/5725ab0c8239f65f4e7e
9fc5c23043e3/ep.4163511
1983.1635111986.full.m3u

cdnflv.net 8?
mac=sJSgUEEpmPBXHiFRu
zbgaCkcwXWqlx+Z4zXF1o
xtérs=&expiry=164124757
7341

E=| vx-in-f188.1e€100.net (173.194.218.188)
EE mia09s21-in-f3.1e100.net (142.250.64.131) | AppOutlook
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Time Source Destination Application Name
Jan 4, 2022 12:00:00 PM ~~110.7.15.24 [E=] 323-213-144-
59.deploy.static.akamaitechnologies.com office365

(23.213.144.59)

Resource

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5a570c8e35e21197

i==i 201.191.210.153 ak.hetaruvg.com

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9ecadfed17a933c8

= mia09s26-in-f14.1e100.net

Google Analytics
(142.250.189.142)

https://www.google-
analytics.com/analytics.js

= 172.67.219.106

https://strtpe.link/e/17gxe

strtpe.link 9Rgm2te QpM/
@S xx-fbcdn-shv-02-mia3.focdn.net
(157.240.14.19)
E 152,195.19.97 msftauth.net

[E= 210.35.206.35.bc.googleusercontent.com

cp.gvt2.com
(35.206.35.210) gcp.g

https://e2c48.gcp.gvt2.co
m/nel/

[E5 20.189.173.15 Windows Update

E= 74.117.179.27 HTTP/2 over TLS

E5172.67.156.220
= jkanime.to

https://www2.jkanime.to/s
ora-no-otoshimono/4/
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Time Source Destination

Jan 4, 2022 12:00:00 PM ~110.7.15.24 = 104.26.4.250

Application Name

animeid.to

Resource

https://animeid.to/streami
ng.php?
id=MzAzMw==&title=Ichib
an Ushiro no Daimaou
Episodio 5

E= 162.241.217.90

blogs.sugoi.com.pe

https://blogs.sugoi.com.pe
/shigure/wp-
content/uploads/2016/01/f

ull.jpg

&= e2a.google.com (216.239.32.116)

= 204.79.197.219

OneDrive-ICE

= 172.67.73.5

yourupload.com

https://www.yourupload.c
om/embed/B8f2n2UpskW
m

E= 13.107.4.50

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7af1b2197ddb6cb3

B
a56427641defed861.awsglobalaccelerator.co
m (13.248.190.80)

itopvpn.com

https://api.itopvpn.com/m
essage/messagelist

E15 139.45.197.238

agacelebir.com

https://agacelebir.com/4/4
461927

El%51.105.71.137

Windows Update

E= mia07s60-in-f13.1e100.net
(142.250.217.173)

Gotomeeting

https://accounts.google.co
m/ListAccounts?

gpsia=1&source=Chromiu
mBrowser&json=standard

cdndads.com

https://www.cdn4ads.com
/kKronos.min.js

S miami-10.cdn77.com (89.187.173.11)
S

Jan 4, 2022 11:00:00 AM _~110.7.15.24 52.183.220.149

Windows Update

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 4, 2022 11:00:00 AM 110.7.15.24 E=52.1.162.133

foxitcloud.com

| INTRA-10.129.21.42 (10.129.21.42)

&5 20.189.173.22

E5 108.156.83.2 http://ad.foxitsof .
E5108.156.83.23 Web Browsing ttp://ad.foxitsoftware.co
m/adlog.php

http://ad.foxitsoftware.co

ad.foxitsoftware.com
m/adserve.php

i==i 201.191.210.155 http://ctldl.wind da...

= Windows 10 Update p-vc w!n owstipea
http://ctldl.windowsupda...

&= 18.233.19.51 https://cws.connectedpdf.
com/2.0.0.0/Foxit

: f.
ST 2o B Reader/11.1.0.52543/en-

US/cpdfApi.json

[E= 13.107.4.50 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
abeff513c5865420
[E#552.185.211.133 Windows Update
&= 13.107.21.200 Bing Maps

= 82.202.185.146

E=64.62.194.17 https://startpage.foxitsoft
ware.com/page/reader?
id=mhXtg0/UvtUs&version
=11.1&edition=Free&lang
uage=en-
US&distID=0&token=5f8ad
2b40b23612061b7e51ef06
Oad7f

foxitsoftware.com

E= 20.42.65.85 Windows Update

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Time

Jan 4, 2022 11:00:00 AM

Source

~110.7.15.24

Destination Application Name Resource
E= 20.189.173.11 Windows Update
E= 64.62.208.12 https://us-

us-
request.foxitservice.com

request.foxitservice.com/
addons/get_addons.php?
addon=Update
List&product=Reader&ver
sion=11.1&build=0.52543&
language=lang_en-
US&major=6&minor=2&c
odepage=1252&Embeded
Language=en-
US&platform=&AgentID=0
&PackageType=en-US

| INTRA-10.129.21.36 (10.129.21.36)

# 40.74.98.192

Windows Update

&= 20.190.152.20

URL-Microsoft

&= 20.42.73.24

Windows Update

= 204.79.197.219

OneDrive-ICE

http://go.microsoft.com/f
wlink/?
LinkID=252669&clcid=0x4
09

== 201.191.210.153

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8e4738f73eef11c3

== INTER-201.191.210.163 (201.191.210.163)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
a4c824a914d7849f

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 4, 2022 11:00:00 AM ~110.7.15.24 [E= 3-0003.a-msedge.net (204.79.197.203) https://assets.msn.com/w
MSN-web eathermapdata/1/static/sv
g/72/LightRainV3.svg
Jan 4, 2022 10:00:00 AM _~110.7.15.24 E552.185.211.133 Windows Update
=5 52.182.143.212
Windows Update
_~ |INTRA-10.149.20.83 (10.149.20.83)
E= 20.189.173.3 Windows Update
E=72.21.81.240 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
a5f62b4934ed3d39
!_!
== toDVDN.COm https://api.itopvpn.com/vp
a56427641defed861.awsglobalaccelerator.co pvpn. n/DeviceHeartbeat
m (76.223.44.67)
| 82.202.184.193
E552.168.117.169 Windows Update
E=] 20.42.73.25 Windows Update
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab
Jan 4, 2022 9:00:00 AM 110.7.15.24 | INTRA-10.149.20.85 (10.149.20.85)

_~ | INTRA-10.149.20.83 (10.149.20.83)

Acceso a Internet Report
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Source

Destination

Application Name Resource

Jan 4, 2022 9:00:00 AM

~110.7.15.24

&= 72.21.81.240

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

&5 52.183.220.149

Windows Update

| INTRA-10.149.20.81 (10.149.20.81)

[E5 40.125.122.151

E= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c¢
083e32541fcfea9d21a7b7d
.cab

== INTER-201.191.210.163 (201.191.210.163)

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

B
a56427641defed861.awsglobalaccelerator.co
m (76.223.44.67)

https://api.itopvpn.com/vp

it 5
topvpn.com n/getVpnToken

= 40.125.122.176

Windows Update

[+ INTER-66.110.49.72 (66.110.49.72)

Kaspersky Lab-update

&= 52.185.211.133

Windows Update

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 4, 2022 9:00:00 AM ~110.7.15.24 [E=] 8.240.252.254 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab
sl 82.202.185.146
_~ | INTRA-DNSO001 (10.129.20.21)
[E552.182.141.63 Windows Update
[ 120.50.80.210 Windows Update
[+]66.110.49.116
&3] 104.46.162.226 Windows Update
E= 204.79.197.219 OneDrive-ICE
== 201.191.210.153 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab
&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c¢
083e32541fcfea9d21a7b7d
.cab
Jan 4, 2022 8:00:00 AM 110.7.15.24 [#552.185.211.133 Windows Update

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet %

Time Source Destination Application Name Resource

Jan 4, 2022 8:00:00 AM ~110.7.15.24 == 201.191.210.153 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

i==i 201.191.210.162 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

[ 72.21.81.240 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

B
a56427641defed861.awsglobalaccelerator.co | itopvpn.com
m (76.223.44.67)

1 130.117.190.228

https://api.itopvpn.com/vp
n/DeviceHeartbeat

[E= a-0001.a-msedge.net (204.79.197.200) Bing Maps

@5 52.183.220.149 Windows Update

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

# 40.79.189.58 Windows Update

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM



Acceso a Internet

|98

Time Source Destination Application Name Resource
Jan 4, 2022 8:00:00 AM 110.7.15.24 == 201.191.210.169 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
a40415e46cd5280f
[E#552.168.112.67 Windows Update
E= 204.79.197.219 OneDrive-ICE
E= https-208-111-136-128.fll.IInw.net http://au.download.windo
(208.111.136.128) wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c¢
083e32541fcfea9d21a7b7d
.cab
E=] 20.44.10.123 Windows Update
i==i INTER-201.191.210.163 (201.191.210.163) http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab
l §13.69.239.72 Windows Update
Jan 4, 2022 7:00:00 AM 110.7.15.24 - |INTRA-10.149.20.83 (10.149.20.83)

~~10:0:0:0:0:0:0:0

| INTRA-10.149.20.85 (10.149.20.85)

&= 72.21.81.240

http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...
http://ctldl.windowsupda...

Windows 10 Update

Acceso a Internet Report
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Time Source Destination

Jan 4, 2022 7:00:00 AM ~110.7.15.24 = 20.42.73.27

Application Name

Windows Update

Resource

| INTRA-10.149.20.87 (10.149.20.87)

&= a23-213-225-

39.deploy.static.akamaitechnologies.com
(23.213.225.39)

CustomApp-
TraficoExcesivoMicrosoft

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupda...
http://ctldl.windowsupda...

== 201.191.210.154

Windows 10 Update

img-prod-cms-rt-
microsoft-
com.akamaized.net

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

B 52.182.143.212

= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
10bb2b9cada696d1

&= 152.195.50.205

Web Browsing

itopvpn.com

http://update.itopvpn.com
/infofiles/screenshot1/upd
ate.upt

http://update.itopvpn.com

/infofiles/screenshot1/upd
ate.upt

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM
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Source

Destination

Application Name Resource

Jan 4, 2022 7:00:00 AM

~110.7.15.24

| INTRA-10.149.20.81 (10.149.20.81)

| INTRA-10.149.20.82 (10.149.20.82)

&5 52.183.220.149

Windows Update

[l 120.54.89.106

Windows Update

&= 20.36.252.129

office365

5 92.38.133.32

£15195.181.165.160

[E592.38.149.61

5 92.38.149.112

&5 173.255.206.70

5 23.197.153.221

http://go.microsoft.com/f
wlink/?
LinkID=252669&clcid=0x4
09

OneDrive-ICE

=8 51.79.146.235

= rul.goldstowers.com (92.38.139.224)

5 mia09s22-in-f3.1e100.net (142.250.64.163)

AppOutlook

191.96.71.238

i 142.93.212.121

92.223.30.8

== rui.goldstowers.com (5.189.223.73)

&= us24.goldstowers.com (5.188.0.176)

&= us25.goldstowers.com (5.188.0.177)

&= us26.goldstowers.com (5.188.0.178)

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM
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Time Source Destination Application Name Resource

Jan 4, 2022 7:00:00 AM ~110.7.15.24 #; 141.164.39.61

&= us27.goldstowers.com (5.188.0.179)

= 92.38.149.127

E552.185.211.133 Windows Update

[+l 155.138.159.23.vultr.com (155.138.159.23)

&= us19.goldstowers.com (5.188.0.91)

£1592.223.59.168

£1592.223.59.169

==92.38.171.173

[#5 38.95.109.78

[ 103.84.173.180

[E5 92.38.149.78

=W 51.79.205.184

= esl.goldstowers.com (92.38.171.24)

® 45.11.1.114

&S unassigned.psychz.net (104.149.148.126)

= free.ds (92.38.148.26)

[E150.7.1.18

=i 103.13.31.54

= 147.182.190.81

=W 51.79.145.83

I §92.223.79.23

== ro1.goldstowers.com (213.156.142.57)

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Time Source Destination Application Name Resource

Jan 4, 2022 7:00:00 AM ~110.7.15.24 i==i 201.191.210.153 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

[F9] 54.38.159.219

[ §92.223.79.24

# no-rdns.kddi.peering.digital-vm.com
(5.180.76.21)

= 66.187.6.184

IS ec2-18-130-173-254.eu-west-
2.compute.amazonaws.com (18.130.173.254)

. es2.goldstowers.com (92.38.171.121)

&= 198.255.78.121

&= us12.goldstowers.com (107.181.187.73)

= 66.187.4.92

IZ= serverl.kamon.la (111.90.143.73)

[E554.244.86.234

i 41.223.53.18

5 66.187.6.182

= 103.57.251.101

[ Hvps-defd9b33.vps.ovh.net
(135.125.237.222)

E= 152.195.19.156 . http://update.iobit.com/in
update.iobit.com fofiles/db/v8/db8_free.upt

w; 211.212.237.203

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 4, 2022 7:00:00 AM 110.7.15.24 [E5 20.189.173.15 Windows Update
[E= 923-213-225- http://cdn.content.prod.c
81.deploy.static.akamaitechnologies.com ms.msn.com/singletile/su
(23.213.225.81) mmary/alias/experienceb
MSN-web yname/today?market=es-

MX&source=appxmanifest
&tenant=amp&vertical=n
ews

&= 203.10.96.70

= ru2.goldstowers.com (92.38.152.9)

[ 139.99.170.160

=5 52.72.217.4 L http://stats.iobit.com/mult
iobit.com . . .
i_app.php?action=insert
= 66.187.5.211
E={ 20.190.152.19 URL-Microsoft

3 5.188.36.21

glE vps-642fad72.vps.ovh.net (51.75.160.196)

Ed vps-35cd42b7.vps.ovh.net (141.95.1.155)

=ls 140.165.206.195.baremetal.zare.com
(195.206.165.140)

[E5 3.142.255.184

[¥9] 185.59.220.170

= 45.91.67.94

[+051.222.110.98

[E5 92.38.176.94

[+051.222.110.95

[+051.222.110.96

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Time Source Destination Application Name Resource
Jan 4, 2022 7:00:00 AM _~110.7.15.24 [E= 92.38.149.53
{58 vps-123ddf9e.vps.ovh.ca (139.99.236.139)
_~ | INTRA-DNSO001 (10.129.20.21)
E= 66.187.5.209
[E= 92.38.149.58
[E= 66.187.5.207
[E= 66.187.5.208
Jan 4, 2022 2:00:00 AM _~110.7.15.24 -~ 10:0:0:0:0:0:0:0
Jan 3, 2022 9:00:00 PM -~ 110.7.15.24 -~ 10:0:0:0:0:0:0:0
Jan 3, 2022 3:00:00 PM _~110.7.15.24 [E 52.183.220.149 Windows Update
[E= 40.90.64.6 windows.com
&= 323-56-6- http://ctldl.windowsupdat
27.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.27) Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
57dd86dfac77a198
[#552.190.28.1 h /] .ms/wi -
5 52.190.28.19 Microsoft Services ttps beﬂ ms/windows
app-web-link
Jan 3, 2022 2:00:00 PM -~ 110.7.15.24 E= mia09s20-in-f4.1€100.net (172.217.15.196)

Google Search

https://www.google.com/i
mages/branding/googlelo
go/2x/googlelogo_color_9
2x30dp.png

Google Images

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM
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Time

Jan 3, 2022 2:00:00 PM

Source

~110.7.15.24

Destination

B mia09s20-in-f4.1€100.net (172.217.15.196)

Application Name

Google reCAPTCHA

Resource

https://www.google.com/r
ecaptcha/api2/anchor?
ar=2&k=6LfDWNsUAAAAA
GaxliiQpfv-
5_b8zWR4mgv7RKvs&co=
aHROcHM6Ly9zdH)IYW10Y
XBILmMNvbToONDM.&hl=es
&v=VZKEDW9wsIPbECO9RmM
zMqaOAP&size=invisible &
cb=fh88d6dhz3px

Windows Update

[E552.185.211.133
=1B0OT-62.0.58.94(62.0.58.94)

syndication.exoclick.com
safemcrosoft.com

E=5 mia07s54-in-f3.1€100.net (172.217.3.67)

gvt2.com

beacons.gcp.gvt2.com

https://beacons.gvt2.com/
domainreliability/upload-
nel

https://beacons.gcp.gvt2.c
om/domainreliability/uplo
ad

= 162.247.243.147

nr-data.net

https://bam-cell.nr-
data.net/jserrors/1/bacb9
28cda?
a=831376&v=1212.e95d35
c&to=Z10DZUZSX0ZRBkRa
C18XIkRHR15YHwWFCWhJUS
04b&rst=9231259&ck=1&r
ef=https://new.abb.com/d
rives/es/herramientas/dri
veap

_~ | INTRA-10.149.20.81 (10.149.20.8 1)

_~ | INTRA-10.149.20.82 (10.149.20.82)

Acceso a Internet Report
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Time Source Destination Application Name

Jan 3, 2022 2:00:00 PM ~110.7.15.24 = https-208-111-136-0.fll.IInw.net
(208.111.136.0)

Windows 10 Update

Resource

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8f8168cca7880bab

21 139.45.197.239

inpage-push.com

https://inpage-
push.com/801/

&3 139.45.197.236

dooloust.net

https://dooloust.net/5/376
5555/?00=1&aab=1

E=151.101.6.114

p.jwpcdn.com

https://ssl.p.jwpcdn.com/p
layer/v/8.24.0/jwpsrv.js

&= 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7cd0e4e21885d0e6

5 mia09s26-in-f14.1e100.net

Google Analytics
(142.250.189.142)

https://www.google-
analytics.com/analytics.js

B 8.252.16.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
8795cadeb632c4f0

[E= a2-0001.a-msedge.net (204.79.197.200) Bing Maps

@S xx-fbocdn-shv-02-mia3.focdn.net
(157.240.14.19)

[E=] 40.126.24.148 URL-Microsoft
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Time Source Destination Application Name Resource
Jan 3, 2022 2:00:00 PM ~110.7.15.24 [E5 104.21.83.54 https://animeid.cc/streami
ng.php?
animeid.cc &-pNp

id=MzAONA==&title=Sora
no Otoshimono Episodio 4

E=172.67.156.220 L https://www?2.jkanime.to/s
jkanime.to .
ora-no-otoshimono/4/
E= mia07s61-in-f8.1e100.net (142.250.217.200) https://www.googletagma
googletagmanager.com nager.com/gtag/js?id=UA-
112386827-4
[E= e2a.google.com (216.239.32.116)
&5 vu-in-f188.1e100.net (173.194.216.188)
&= 923-56-6- http://ctldl.windowsupdat
27.deploy.static.akamaitechnologies.com e.com/msdownload/updat
(23.56.6.27) Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
7e153c52b2253152

_~ | INTRA-10.149.20.83 (10.149.20.83)

| INTRA-10.149.20.84 (10.149.20.84)

=S

. https://api.itopvpn.com/vp
a56427641defed861.awsglobalaccelerator.co | Itopvpn.com

n/getVpnToken
m (76.223.44.67)
&= 123.35.104.34.bc.googleusercontent.com http://edgedl.me.gvt1.co
(34.104.35.123) m/edgedl|/release2/chrom

e_component/ad5wuxiym
aundjcbx63aqcesixrq_99.0
.4805.0/jamhcnnkihinmdlk
akkaopbjbbcngflc_99.0.48
05.0_all_p4yatsaomshq7xt
6wpfscyczpq.crx3

edgedl.me.gvtl.com
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Source Destination Application Name

Resource

Jan 3, 2022 2:00:00 PM ~110.7.15.24 = 188.42.224.69

whoutsog.net

https://whoutsog.net/inde
X.CSS?
aHROcHM6Ly9qb210aW5n
aS5uZXQvYXB1LnBocD96
b251aWQ9NDQ30DkzMyZ
vZjOx

= 8.251.157.126

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
2318fb97d90f9c40

&5 INTRA-142.250.98.188 (142.250.98.188)

= vn-in-f188.1e100.net (173.194.210.188)

E=104.214.104.116 OneDrive-ICE

@5 20.190.152.22 URL-Microsoft

== hosted-by.host-palace.com
(103.194.169.190) movcloud.net

https://api.movcloud.net/v
1/count/anime/es/episode
/3044

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/aut
hrootstl.cab?
60167c34d13346b6

S 323-56-6-

35.deploy.static.akamaitechnologies.com
(23.56.6.35) Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
f88d35c385fd4a85

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Source

Destination

Application Name

Resource

Jan 3, 2022 2:00:00 PM 110.7.15.24 &= vip0x008.map2.ssl.hwcdn.net (209.197.3.8) http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
4a45bf062a083fea
Jan 3, 2022 1:00:00 PM 110.7.15.24 | INTRA-10.149.20.83 (10.149.20.83)

[E5 52.183.220.149

Windows Update

E=52.185.211.133

Windows Update

E5 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9478271f3e5ae382

E1 130.117.190.228

| INTRA-10.149.20.85 (10.149.20.85)

=
a56427641defed861.awsglobalaccelerator.co
m (13.248.190.80)

itopvpn.com

https://api.itopvpn.com/vp
n/DeviceHeartbeat

&5 uj-in-f188.1e100.net (142.251.107.188)

E= mia07s61-in-f14.1e100.net
(142.250.217.206)

Gotomeeting

https://play.google.com/lo
g?
format=json&hasfast=true

E5 ud-in-f188.1e100.net (172.217.193.188)

Acceso a Internet Report
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Time Source

Jan 3, 2022 1:00:00 PM ~110.7.15.24

Destination

£l% 139.45.197.236

Application Name

jomtingi.net

Resource

https://jomtingi.net/?
rb=r9er8cQK0rX2KfoxUjD
5RuV10zroh-
Z_fuvvinzQAWomrVu_Lso
ytIRvU700PcBMBEZpkWm
GWKINwfyDqLfdPwAhwjH
tTRpX7t4dSCfvoZz3FCqzlz
OtcEssS2sr30YXWWV30QE4
KhhlJVzFIETETUAdSG6Z7U
5EVIUnbxAaLCDSrv_GYAm
JI6OLJvHvi_IC5srfEkcHDaC
YUIkGcuYaroxg6aQN42AQ
jDWKvSIm1qP6C7ZpfVPyR]
fP8ZeFKKUvsWh4uiPhzRV
NjiXc1T4p9124KbdTY_Rmj
7zD6-
EihmcwPhB20nozF2HIRdS
7r7_YyF53VTa)YE_8kQNkX
PC9KpcH6-
ValLaT7w3I8uvjz]Jc8=&requ
est_ab2=0&zoneid=447893
3&fs=0&cf=0&sw=1536&s
h=9608&sah=920&wx=0&w
y=0&ww=15368&wh=920&c
w=848&wiw=848&wih=46
8&wfc=4&pl=https://anim
eid.to/streaming.php?
id=MzAOMw==&title=Sora
+no+0toshimono+Episodi
o+3&drf=https://www2.jka
nime.to/&np=1&pt=0&nb=
1&ng=1&ix=1&nw=1&tb=f
alse&js_build=2&bs=063b8
634-2ba2-4ee4-9343-
€31208f0a5b0&userld=6ba
f4c76733249cfbcde3bbéb

Aaflleno0 1 1

Acceso a Internet Report
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Time

Jan 3, 2022 1:00:00 PM

Source

~110.7.15.24

Destination

B mia09s21-in-f3.1€100.net (142.250.64.131)

Application Name

AppOutlook

Resource

S 23.222.77.224

new.abb.com

https://new.abb.com/prox
y/stock-ticker

[E5 204.79.197.219

OneDrive-ICE

&= vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
5625709027c7764f

a-0003.a-msedge.net (204.79.197.203)

MSN-web

https://arc.msn.com/v3/D
elivery/Events/Impression

=
S| 162.247.243.147

nr-data.net

https://bam-cell.nr-
data.net/jserrors/1/bacb9
28cda?
a=831376&v=1212.e95d35
c&to=210DZUZSX0ZRBkRa
C18XIkRHR15YHwWFCWhJUS
04b&rst=4911426 &ck=1&r
ef=https://new.abb.com/d
rives/es/herramientas/dri
veap

1% 139.45.197.236

jomtingi.net

Jan 3, 2022 12:00:00 PM

~110.7.15.24

=1B0T-62.0.58.94
(62.0.58.94)

http://dooloust.net/5/3765
555/?200=1&aab=1

https://jomtingi.net/?rb=r...
https://jomtingi.net/?rb=r...

Acceso a Internet Report
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Time Source

15 139.45.197.2
ala 139.45.197.236 HTTP/2 over TLS

dooloust.net

Destination

https://www07.abb.com/cdn/Fonts/abbvoice-
korean/abbvoice-korean.css

https://dooloust.net/5/3765555/?00=1&aab=1

== reset144.vds
(91.223.123.253)

eltra-trade.com

WhatsApp

https://eltra-trade.com/design/eltra-trade-1/...
https://eltra-trade.com/products/abb-drivew..

https://eltra-trade.com/design/eltra-trade-
1/img/whatsapp.png

| INTRA-10.149.20.85
(10.149.20.85)

[E5 52.183.220.149 Windows Update

[ 113.69.228.13 azurewebsites.net

= 52.21.178.134

campaign.abb.com

pi.pardot.com

https://campaign.abb.com/analytics?
conly=true&visitor_id=1039515575&visitor_id
_sign=2d23708da5c517fc29¢21714578637691f
13e39a7055d1587a0aa7760281cdc9cd966082
aac5318e59aaa2e 10a348a8438df8cab&pi_opt
_in=&campaign_id=46872&account_id=502021
&title=DriveAP - Herramientas de PC |
ABB&url=https://new.abb.com/drives/es/herr
amientas/driveap&referrer=https://new.abb.
com/drives/es/herramientas

https://pi.pardot.com/pd.js

_~|INTRA-10.149.20.83
(10.149.20.83)

[E=104.18.5.195
= cdnflv.net

https://cdnflv.net/server14/5725ab0c823965.
https://cdnflv.net/server14/5725ab0c823965.

== 201.191.210.153

Windows 10 Update

ak.hetaint.com

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts
tl.cab?fc64b6a9a366019d

Acceso a Internet Report

Application Name Resource
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Time

B
vip0x008.map2.ssl.hwcdn.
net (209.197.3.8)

Source

Windows 10 Update

Destination

http://au.download.windowsupdate.com/c/m
sdownload/update/software/secu/2021/11/ac
e-x-
none_9ca801284b232b79c083e32541fcfeadd2
1a7b7d.cab

&S mia07s54-in-
f3.1€100.net (172.217.3.67)

gvt2.com

beacons.gcp.gvt2.com

https://beacons.gvt2.com/domainreliability/u
pload-nel

https://beacons.gcp.gvt2.com/domainreliabili
ty/upload

1% 139.45.197.239

inpage-push.com

https://inpage-push.com/400/4461932

S 23.222.77.241

new.abb.com

abb.com

https://new.abb.com/drives/es/herramientas/
driveap

https://www07.abb.com/cdn/v13.5/css/min.cs
s

&= yw-in-f188.1e100.net
(173.194.217.188)

Acceso a Internet Report

Application Name Resource

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet

[114

Time

== mc.yandex.ru
(87.250.250.119)

Source

Yandex-multimedia

Destination

https://mc.yandex.ru/watch/61426822?
wmode=7&page-
url=https://streamtape.com/e/17gxe9Rgm2te
QpM/&page-
ref=https://www?2.jkanime.to/&charset=utf-
8&browser-
info=pv:1:gdpr:14:vfiykcyjkqfpgygy7cm9r:fu:0:
en:utf-8:la:es-
ES:v:722:cn:1:dp:0:1s:621558636235:hid:59876
7995:z:-
360:i:20220103122546:et:1641234346:c:1:rn:30
7372597:rqn:448:u:16289777581063843397:w:
848x468:5:1536x960x24:sk:1.25:ifr:1:cpf:1:ntf:
1:ns:1641234334942:ds:0,0,187,98,3,0,,9490,1,,,
,10172:dsn:0,0,187,98,3,0,,9877,1,,,,10172:wv:2:
c0:0:rgnl:1:st:1641234348:t:Streamtape.com&
t=gdpr(14)aw(0)ti(2)

= 152.195.50.172

office365

E=5 mia07s60-in-
f3.1e100.net
(142.250.217.163)

Google Search

https://www.google.co.cr/ads/ga-audiences?
t=sr&aip=1&_r=4&slf_rd=1&v=1&_v=j96&tid=U
A-50093360-
48&¢id=1290233292.1621373011&jid=96033402
7&_u=YADAAEAAAAAAAC~&z=1437009983

= mia07s61-in-
f8.1e100.net
(142.250.217.200)

googletagmanager.com

https://www.googletagmanager.com/gtag/js?
id=UA-112386827-4

&= ua-in-f188.1e100.net
(108.177.12.188)

B
1.80.190.35.bc.googleuser
content.com (35.190.80.1)

nel.cloudflare.com

https://a.nel.cloudflare.com/report/v3?
s=16+qYQJpFaP79ADpjL37z+cYUVP2Q995HtcS
bfabV8refu7XHLcBrtn6JTBvhIQOVfUeB3wX4R
gljlkvo1IW4BkVRqwAPwa00zqYybtHVsIV4k36
KIxXU7PBmQcg=

Acceso a Internet Report

Application Name Resource
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Time Source Destination Application Name Resource

[E= jad23s23-in-

f206.1e100.net Google Analytics https://www.google-analytics.com/analytics.js
(172.217.2.206)

i==i INTER-201.191.210.163

(201.191.210.163)

ak.hetaruvg.com

[E= 162.247.243.147 https://bam-cell.nr-data.net/1/bacb928cda?
a=831376&v=1212.e95d35c&to=Z10DZUZSX0Z
RBkRaC18XIkRHR15YHwWFCWhJUS04b&rst=129
019&ck=1&ref=https://new.abb.com/drives/e
s/herramientas/driveap&ap=567&be=9284&f
e=128054&dc=60381&af=err,xhr,stn,ins&perf

nr-data.net ={"timing":
{"0f":11641234214277,"n":0,"f":9,"dn":114,"dne
":728,"c":728,"s":735,"ce":1391,"rq":1392,"rp":
2348,"rpe":2472,"d|":8539,"di":55452,"ds":603
80,"de":60835,"dc":128029,"1":128053,"le":128
497},"navigation™:
{"ty":2}}&jsonp=NREUM.setToken

B

a56427641defed861.awsg| itopvpn.com https://api.itopvpn.com/vpn/DeviceHeartbeat

obalaccelerator.com

(76.223.44.67)

-~ |INTRA-10.149.20.84

(10.149.20.84)

S http://edgedl.me.gvtl.com/edgedl/release2/c

123.35.104.34.bc.googleuse hrome_component/adpl57yhkonb5yz76ckgt

rcontent.com edeedl.me.avt].com emjusyq_20211228.417190741/obedbbhbpmo

(34.104.35.123) EECRME.BVEL jnkanicioggnmelmoomoc_20211228.41719074
1_all_ES500000_ac6wgw7sl4d6tyq3wud2bbgph
rya.crx3

E= v|-in-f188.1e100.net
(74.125.141.188)

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM



Acceso a Internet

= 188.42.224.69

Source

whoutsog.net

Destination

https://whoutsog.net/reset.css?
aHROcHM®6Ly9gb210aW5naS5uZXQvYXB1LnB
0cD96b251aWQ9INDQ30DkzMyZvZjOx

&= 52.185.211.133

Windows Update

E= mia07s56-in-

f10.1e100.net AppOutlook

(142.250.64.202)

&= yx-in-f188.1e100.net

(173.194.218.188)

£l5 134.213.193.62 https://813-hau-
407.mktoresp.com/webevents/visitWebPage?
~mchNc=1641234341456&_mchCn=&_mchld=
813-HAU-407&_mchTk=_mch-abb.com-
1621371250458-

Marketo

22984&_mchHo=new.abb.com&_mchPo=&_
mchRu=/drives/es/herramientas/driveap&_m
chPc=https:&_mchVr=161&_mchEcid=&_mch
Ha=&_mchRe=https://new.abb.com/drives/es
/herramientas&_mchQp=

&= 151.101.6.133

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts
tl.cab?6a392547c9fc4813

E= mia07s61-in-
f2.1e100.net
(142.250.217.194)

URL_EmptySSLConn

S 13.35.118.98

e.abb.com

https://library.e.abb.com/staticResources/v4.
1_AbbLibrary/DownloadSection/Css/newDow
nloadSection.css

E5 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts
tl.cab?42609e72ed4e8749

Acceso a Internet Report

Application Name
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Time Source

= 151.101.6.137 New Relic

Destination

https://js-agent.newrelic.com/nr-1212.min.js

=] xx-fbcdn-shv-02-
mia3.fbcdn.net
(157.240.14.19)

= 65.8.185.50

https://d303d9viu00ouz.cloudfront.net/exter

Dropbox nal/@oneabb/external-contact-
us/v0.2.2/bundle.js
E= 104.21.49.37 animeflv.id https://cdn.animeflv.id/cover/ichiban-ushiro

no-daimaou.jpg

E= mia09s20-in-
f4.1e100.net

(172.217.15.196) Google reCAPTCHA

https://www.google.com/recaptcha/api2/anch
or?ar=1&k=6LfDWNsUAAAAAG axliiQpfv-
5_b8zWR4mgv7RKvs&co=aHROcHM6Ly9zdH]!
YW10YXBILmMNvbToONDM.&hl=es&v=VZKEDW
9wsIPbEcORmMzMqgaOAP&size=invisible &cb=kI
Oatbky11st

172.67.156.220

https://www?2.jkanime.to/sora-no-

k 't
Jxanime.to otoshimono/3/

= 104.26.4.250 https://animeid.to/streaming.php?
animeid.to id=MzAOMw==&title=Sora no Otoshimono

Episodio 3

&3 139.45.197.90 denetsuk.com

https://denetsuk.com/pages/7057/

E=5 104.22.33.172
= offerimage.com

https://offerimage.com/www/images/5ac089
701c93074750b967fe50bd678d.jpeg

E= 13.107.4.50
Windows 10 Update

http://ctldl.windowsupdate.com/msdownload
/update/v3/static/trustedr/en/disallowedcerts
tl.cab?940b80eafb7985c8

E= 13.107.246.57 msauth.net

&5 323-39-138-
23.deploy.static.akamaitec

hnologies.com
(23.39.138.23)

munchkin.marketo.net

https://munchkin.marketo.net/munchkin.js

Acceso a Internet Report

Application Name Resource

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet 1118

Source Destination Application Name Resource
£l% 139.45.197.237 offfurreton.com https://offfurreton.com/400/3395407
== 201.191.210.138 LinkedIn
[E552.152.110.14 Windows Update

== hosted-by.host- . )
https://api.movcloud.net/vi/count/anime/es/

pa|ace_com movcloud.net eplsode/3043
(103.194.169.190)
E=151.101.6.114 https://prd.jwpltx.com/v1/jwplayer6/ping.gif?

h=-
1581945003&e=s&n=9223984405934065 &aid
=GCCG&amp=0&at=1&c=-
1&ccp=0&cp=0&d=0&eb=0&ed=6&emi=15wo
rmo1lgmn&i=1&lid=3i64g3192jqj&Isa=read&
mt=0&pbd=1&pbr=1&pgi=r1pwel3tsye9&ph=
1&pid=aVr2lJgW&pii=0&pl=477&plc=1&pli=5m
jjx41ttdmj&pp=hlsjs&ppm=VOD&prc=1&ps=4
&pss=1&pt=Watch Sora no Otoshimono
Episode
3&pu=https://www?2.jkanime.to/&pv=8.24.0&p
yc=1&s=0&sdk=0&stc=1&stpe=0&tv=3.36.1&Vv
b=1&vi=0.98&vI=23&wd=848&abm=1&bwe=3
902&cae=0&cct=0&cdid=myVide o&drm=08&ff
=6260&fsm=0&I=4&Ing=en-
US&mk=hIs&mu=https://cdnflv.net/server14/
5725ab0c8239f65f4e7e9fc5c23043e3/ep.3163
5116069.1635116078.full.m3u8?
mac=Drh2Cxmj3ajcnKCyyDKmA2lhrWf3UR5C]
dYwio%2Fmm48%3D&expiry=164082397052
5&pcp=0&pd=1&plng=en-
US&pni=0&pr=18&q=32&qcr=initial
choice&sbr=0&sp=08&strt=6270&tb=24.2&tt=0
&vd=1439&vh=480&vs=0&vw=853&sa=164123
4300079

prd.jwpltx.com

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM
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Source

Destination

Application Name

Resource

E= mia07s60-in-
f13.1€100.net
(142.250.217.173)

Gotomeeting

https://accounts.google.com/ListAccounts?
gpsia=1&source=ChromiumBrowser&json=st
andard

&= 3-0003.a-msedge.net
(204.79.197.203)

MSN-web

https://assets.msn.com/weathermapdata/1/st
atic/svg/72/LightRainV3.svg

&= 172.217.204.154

Google Ads

https://stats.g.doubleclick.net/j/collect?
t=dc&aip=1&_r=3&v=1&_v=j96&tid=UA-
50093360-
4&¢id=1290233292.1621373011&jid=96033402
78&gjid=1120259175&_gid=383380881.1641234
272&_u=YADAAEAAAAAAAC~&z=147529190

Jan 3, 2022 11:00:00 AM

~110.7.15.24

[E5 52.183.220.149

Windows Update

== 201.191.210.155

Windows 10 Update

http://ctldl.windowsupda...
http://au.download.windo..

] vip0x008.map2.ssl.hwcdn.net (209.197.3.8)

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

E5 72.21.81.240

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

B 40.126.24.146

URL-Microsoft

= 82.202.184.193

&= 3-0001.a-msedge.net (204.79.197.200)

Bing Maps

Acceso a Internet Report
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Time Source Destination Application Name Resource
Jan 3, 2022 11:00:00 AM 110.7.15.24 E=552.185.211.133 Windows Update
&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)
E=13.107.4.52 http:// .msft tt
= Microsoft NCSI prAwww.msttconnectte
st.com/connecttest.txt
_~ |INTRA-10.129.21.36 (10.129.21.36)
[E 52,242.101.226 Windows Update
[# 204.79.197.219 OneDrive-ICE
== 201.191.210.154 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
9b0792456e661351
EE https-208-111-136-128.fll.lInw.net http://au.download.windo
(208.111.136.128) wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab
i==i INTER-201.191.210.163 (201.191.210.163) http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c¢
083e32541fcfea9d21a7b7d
.cab
Jan 3, 2022 10:00:00 AM ~110.7.15.24 5 52.185.211.133 Windows Update

= 72.21.81.240

http://ctldl.windowsupda...

Wind 10 Updat
ndows paate http://au.download.windo..

| INTRA-10.149.20.82 (10.149.20.82)

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet 1121

Time Source Destination Application Name Resource

Jan 3, 2022 10:00:00 AM ~110.7.15.24 ES

a56427641defed861.awsglobalaccelerator.co | itopvpn.com
m (76.223.44.67)

== 201.191.210.160 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

https://api.itopvpn.com/vp
n/DeviceHeartbeat

gl: 62.67.238.152

[E= 13.107.4.50 http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-

none_9ca801284b232b79c
083e32541fcfea9d21a7b7d

.cab
&5 52.183.220.149 Windows Update
E= 40.126.24.149 OneDrive-ICE
[E= 8.251.157.126 http://au.download.windo

wsupdate.com/c/msdownl
oad/update/software/secu
Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

_~ | INTRA-10.149.20.81 (10.149.20.81)

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM



Acceso a Internet

[122

Source

Destination

Application Name Resource

Jan 3, 2022 10:00:00 AM ~110.7.15.24

&5 8.253.149.120

http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
61bb9b6b69599448

[E5 8.252.85.126

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c
083e32541fcfea9d21a7b7d
.cab

i==i INTER-201.191.210.163 (201.191.210.163)

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu

Windows 10 Update /2021/11/ace-x-
none_9ca801284b232b79c¢
083e32541fcfea9d21a7b7d
.cab

Jan 3, 2022 9:00:00 AM _~110.7.15.24

-~ 10:0:0:0:0:0:0:0

_~ | INTRA-10.149.20.83 (10.149.20.83)

[#513.89.179.8

Windows Update

| INTRA-10.149.20.85 (10.149.20.85)

&S 23-213-225-
39.deploy.static.akamaitechnologies.com
(23.213.225.39)

CustomApp-
TraficoExcesivoMicrosoft

_~ | INTRA-10.149.20.88 (10.149.20.88)

= 52.152.108.96

| INTRA-10.149.20.84 (10.149.20.84)

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet

[123

Source

Destination

Application Name

Resource

Jan 3, 2022 9:00:00 AM

~110.7.15.24

&= 52.204.13.103

jobit.com

Web Browsing

http://stats.iobit.com/mult
i_app.php?action=insert
http://stats.iobit.com/mult
i_app.php?action=insert

5 20.36.252.129

office365

E5 72.21.81.240

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?

5152ea1f40241ef6
[E= 3-0001.a-msedge.net (204.79.197.200) Bing Maps
£l£62.67.238.151
| INTRA-10.129.21.42 (10.129.21.42)
&= 223-197-153- http://go.microsoft.com/f
221.deploy.static.akamaitechnologies.com OneDrive-ICE wlink/?

(23.197.153.221)

LinklD=252669&clcid=0x4
09

update.iobit.com

http://update.iobit.com/in
fofiles/db/v8/db8_free.upt

S 152.195.19.156
=

8.252.88.254

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
cc9aeadfof7bb2af

B mia09s22-in-f3.1€100.net (142.250.64.163)

AppOutlook

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet

[124

Time Source Destination

Jan 3, 2022 9:00:00 AM ~110.7.15.24 S 523-213-225-

81.deploy.static.akamaitechnologies.com
(23.213.225.81)

Application Name

MSN-web

Resource

http://cdn.content.prod.c
ms.msn.com/singletile/su
mmary/alias/experienceb
yname/today?market=es-
MX&source=appxmanifest
&tenant=amp&vertical=n
ews

&5 20.189.173.14

Windows Update

5 52.217.33.62

Amazon S3

B 923-213-224-
8.deploy.static.akamaitechnologies.com
(23.213.224.8)

== 201.191.210.169

Windows 10 Update

http://ctldl.windowsupdat
e.com/msdownload/updat
e/v3/static/trustedr/en/dis
allowedcertstl.cab?
542ad1eeff8f1ebb

== 201.191.210.168

Windows 10 Update

http://au.download.windo
wsupdate.com/c/msdownl
oad/update/software/secu
/2021/11/ace-x-
none_9ca801284b232b79c¢
083e32541fcfea9d21a7b7d
.cab

S 3.33.231.75

driverboosterscan.com

https://s1.driverboostersc
an.com/worker.php

&5 23.213.225.163

&= 20.190.152.19

URL-Microsoft

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet

[125

Source

Destination

Application Name Resource

Jan 3, 2022 9:00:00 AM ~110.7.15.24

&5 8.253.165.248

http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/pin
rulesstl.cab?
ff2bc447ce9f328d

[ES INTER-72.21.81.253 (72.21.81.253)

http://www.cd4o.com/driv

Driver Booster-update .
ers/wlst/v.json

&= ec2-3-230-132-60.compute-
T.amazonaws.com (3.230.132.60)

http://stats.itopvpn.com/iu
sage.php?
app=iss1&pr=es&ver=1.2.1
.535&lang=es&Icp=1

itopvpn.com

&= ec2-18-233-19-51.compute-
T.amazonaws.com (18.233.19.51)

https://cws.connectedpdf.
com/2.0.0.0/Foxit
PhantomPDF/10.1.0.37527/
en-US/cpdfApi.json

cws.connectedpdf.com

E= mia07s56-in-f14.1e100.net
(142.250.64.206)

https://clients2.google.co
m/service/check2?
crx3=true&appid=
{430FD4D0-B729-4F61-
AA34-
91526481799D}&appversi
on=1.3.36.112&applang=&
machine=1&version=1.3.3
6.112&userid={283FECF6-
85CF-4B17-83B9-
B6FA78E45882}&osversio
n=10.0&servicepack=

Gotomeeting

| INTRA-10.149.20.81 (10.149.20.81)

&= https-208-111-136-0.fll.lInw.net
(208.111.136.0)

[E5 52.226.139.185

Microsoft Services

E= 13.107.4.52

http://www.msftconnectte

Microsoft NCSI
st.com/connecttest.txt

Acceso a Internet Report

Jan 3, 2022 12:00 AM-Jan7, 2022 11:59 PM



Acceso a Internet 1126

Source Destination Application Name Resource
Jan 3, 2022 9:00:00 AM ~~110.7.15.24 = 72.21.91.29 http://ocsp.digicert.com/
MFEwTzBNMEswSTAJBgUr
DgMCGgUABBSAUQYBMgq
Windows 10 Update 2awn1Rh6Doh/sBYgFV7gQ
UA95QNVDbRTLtM8KPiGxv
DI7I90VUCEAJOLgoXyo4hxx
e7H/z9DKA=
| INTRA-DNSO001 (10.129.20.21)
[E5 13.107.42.16 URLs_Skype_For_Business
= 323-61-56-
253.deploy.static.akamaitechnologies.com cdn.onenote.net
(23.61.56.253)
[E= 52.242.101.226 Windows Update
i==i 201.191.210.138 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
0db056690b1c9231
@5 20.190.152.22 URL-Microsoft
i==i 201.191.210.153 http://ctldl.windowsupdat
e.com/msdownload/updat
Windows 10 Update e/v3/static/trustedr/en/dis
allowedcertstl.cab?
a916albd47fafe42

Acceso a Internet Report Jan 3, 2022 12:00 AM-Jan7,2022 11:59 PM



